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Spring 2016 was an important quarter for privacy legislation 
and regulation.  New legislative and regulatory proposals 
were unveiled for the energy sector, broadband providers, 
and automated cars, all purporting to improve data privacy 
for consumers and businesses.  On the other hand, Congress 
continued to debate whether companies should be required 
to build encryption backdoors for law enforcement authorities.

The debates amongst legislators and regulators have done 
little to clarify the differing views amongst various circuit courts 
on numerous issues relating to privacy litigation.  While the 
much anticipated Spokeo decision clarified that cases alleging 
privacy violations must necessarily also include “concrete” 
harm, the Supreme Court left much room for argument on 
other issues.  And while the lower courts continued to dismiss 
cases alleging security breaches or data misuse, other courts 
permitted plaintiffs to proceed past the pleading stage.

Regulators also continued to push the boundaries of their 
respective authorities.  In a surprising turn of events in 

November 2015, an FTC administrative law judge dismissed 
the FTC’s enforcement proceeding against LabMD, finding that 
the evidence was wanting and that the FTC must show “likely 
substantial consumer injury” when bringing enforcement 
actions for “unfair practices.”1  The FTC was undaunted by the 
higher bar, however, and continued to set new precedence for 
what might constitute “unfair and deceptive practices.”  The 
FCC, the CFPB, and the SEC have now also joined the fray with 
their own privacy enforcement actions.    

Lastly, despite much promise about how the U.S.-E.U. Safe 
Harbor program would be saved by a “Version 2.0,” the E.U. has 
effectively rejected the most recent rendition of the “Privacy 
Shield” program agreed to between the U.S. and the European 
Commission.  In addition, the E.U. has taken the position that 
its newly minted GDPR will apply to data practices worldwide, 
even if such activities arguably occur only in the U.S.  It remains 
to be seen how far the E.U. is willing to take its efforts, such 
as whether it will try to impose its version of the “right to be 
forgotten,” and prohibitions against “individual profiling.”
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I I .  N E W  U . S .  L E G I S L A T I O N ,  A M E N D M E N T S ,  A N D  U P D A T E S
Legislative and regulatory proposals involving energy, 
telecommunications, self-driving automobiles, and student 
education were all in play during the spring of 2016:

• In March 2016, the Federal Communications Commission 
(FCC) issued a notice of proposed rulemaking (a NPRM), 
which proposed “rules that would give broadband 
customers the tools they need to make informed 
decisions about how their information is used by their 
[internet service providers] ISPs, and whether and for 
what purposes their ISP’s may share their customers’ 
information with third parties.”2  NPRM 16-39 outlines 
three levels of consent: (1) no consent is necessary 
for “[c]ustomer data necessary to provide broadband 
services and for marketing the type of broadband 
service purchased by a customer,” including for purposes 
such as public safety; (2) opt-outs “for the purposes of 
marketing other communications-related services and 
to share customer data with their affiliates that provide 
communications-related services;” and (3) “expressive, 
affirmative” opt-ins for “[a]ll other uses and sharing of 
consumer data.”  In addition, NPRM 16-39 would impose 
transparency requirements on notice, “robust security 
requirements,” and breach notification obligations.3 

• In April 2016, the United States Senate passed an 
energy bill, the Energy Policy Modernization Act, 
which would give the Department of Energy (DOE) 
significant authority to regulate the nation’s power 
grid, supervise cybersecurity research, develop new 
mitigation strategies, and to step in during a cyber 
attack.4  If passed into law, the bill would require the 
DOE to promulgate regulations requiring the protection 
of “critical electric infrastructure information.”  The bill 
would also require the creation of a “cyber resilience” 
program “to establish a cybertesting and mitigation 
program to identify vulnerabilities of energy sector 
supply chain products to known threats; to oversee 
third-party cybertesting; and to develop procurement 
guidelines for energy sector supply chain components.”5  

The House of Representatives is expected now to 
reconcile the bill with a more politically contentious 
House bill passed in 2015, the North American 
Energy Security and Infrastructure Act of 2015.6 

• In April 2016, the National Highway Traffic Safety 
Administration (NHTSA) reminded the general public 
of its enforcement authority under the National Traffic 
and Motor Vehicle Safety Act, including in the area of 
emerging automotive technologies such as connected 
and automated cars.  The NHTSA, in discussing various 
factors it will be looking for when evaluating cybersecurity 
risks, also noted that cybersecurity vulnerabilities may 
be considered a “safety-related defect compelling a 
recall.” Thus,“[m]anufacturers of emerging technologies 
and the motor vehicles on which such technology is 
installed have a continuing obligation to proactively 
indentify safety concerns and mitigate the risks of harm...
Where a manufacturer fails to adequately address a 
safety concern, NHTSA, when appropriate, will explicitly 
address that concern through its enforcement authority.”7 

• Although there was no movement on any privacy 
legislation in Congress, states have continued to pass 
data privacy legislation.8  Several states have introduced 
legislation to limit the collection of non-academic 
data by restricting the administration of surveys, 
prohibiting assessments that collect nonacademic 
data, or refusing to fund state education data systems 
if the system includes any nonacademic data beyond 
what is required for administrative purposes.9 

• States have also been updating and revising their data 
breach notification laws, since no federal breach law 
is in sight.  For example, Nebraska recently changed 
their laws to include account credentials as part of the 
definition of “personal information,” joining California, 
Florida, Nevada, and Wyoming.10  In addition, some have 
argued that Tennessee recently removed its encryption 
safe harbor for data breaches.11
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I I I .  E V O L V I N G  C A S E  L A W
In the much anticipated case of Spokeo, Inc. v. Robins, 
the U.S. Supreme Court was presented with the issue of 
whether a plaintiff that arguably suffered no injury-in-fact 
may nonetheless have Article III standing for a statutory 
violation. It vacated the Ninth Circuit opinion, remanding the 
proceedings for further determination.  The Court held that 
the “injury-in-fact requirement requires a plaintiff to allege an 
injury that is both ‘concrete and particularized.’”  A “concrete” 
injury must “actually exist,” while a “particularized” injury 
“must affect the plaintiff in a personal and individual way.”  
Noting that the lower court focused its analysis only on the 
latter, the Court indicated that “Article III standing requires a 
concrete injury even in the context of a statutory violation.”  

Importantly, the Court held that the plaintiff may not allege 
a “bare procedural violation, divorced from any concrete 
harm, and satisfy the injury-in-fact requirement of Article 
III” because “[a] violation of one of the FCRA’s procedural 
requirements may result in no harm.”12

On the other hand, the Spokeo Court merely remanded the 
case back for further determination by the Ninth Circuit 
consistent with the Court’s ruling, while indicating that 
“intangible injuries” may nonetheless be “concrete.”13  Based 
on the Court’s interjection of ambiguity into its holding, data 
privacy litigation on the issue of “concrete harm” will likely 
remain highly divisive for the next few years.

A.  Data Breach Lit igation
 1. Challenges Based On Lack of Article III Standing

Continuing with 2015 trends, the circuit courts arguably 
remain divided on what is required for plaintiffs to 
demonstrate Article III standing.  Although most of the courts 
continue to hold a high bar for data breach cases, plaintiffs 
continue to survive motions to dismiss in some courts.

Critically, the Seventh Circuit handed down a pair of appellate 
decisions holding “concrete and particularized” injuries were 
met by allegations of increased threat of fraud and identity 
theft after data had been stolen, and by the time and money 
spent trying to resolve such issues.  The circuit court reversed 
separate lower Illinois courts in Remijas and then in P.F. Chang.  
In both instances, the Seventh Circuit held that reasonable 
inferences must be made in plaintiffs’ favor at the pleading 
stage, particularly on the issue of the sufficiency of fear of 
future harm to establish Article III standing.14  As it has been 
more accepting of theories of liability not accepted in other 
circuits,15 the Seventh Circuit has become one of the hotbeds 
of data breach litigation following Remijas.

Most post-Remijas courts in other circuits have continued 
to grant motions to dismiss on the basis of lack of Article III 
standing.16  And even in the Ninth Circuit, which many view 
as being just as plaintiff-friendly as the Seventh Circuit, there 
continues to be great variance.  While some Ninth Circuit 
courts have been more willing to entertain speculative 
theories of injury-in-fact, others refuse.17  

Currently, it appears that courts will refuse to apply Remijas 
where plaintiffs fail to allege resulting identity fraud or theft, 
especially after months have passed since the data incident.18

 2. Challenges Against Class Certification

Notably, class certification has not been granted in any 
consumer brought data breach cases.19  Instead, Ninth 
Circuit courts continue to set precedence by striking broad 

class allegations where class counsel has trouble assembling 
class representatives who can allege out-of-pocket loss.  For 
example, in granting Zappos’ motion to strike, the District 
Court of Nevada held: 

In a prior order, the Court informed 
Plaintiffs that it “would not certify a 
class as broadly defined as Plaintiffs 
propose specifically because a majority 
of the putative class cannot claim any 
measurable damages”…Plaintiffs have 
failed to heed the Court’s warning.  
The proposed class would include any 
person whose PII was compromised 
during the Zappos data breach, 
whether or not the person was the 
victim of actual fraud following the 
breach. The proposed class is far 
too broad, which prevents Plaintiffs 
from meeting the requirements of 
commonality and typicality.20

Cases such as In re Zappos demonstrate that even if plaintiffs 
survive a motion to dismiss, they may nonetheless have their 
class allegations stricken or fail to obtain class certification.  
Most of the theories of damages that plaintiffs have presented 
thus far suffer from issues of typicality, commonality, and 
ascertainability that will only be further exposed at the class-
certification stage.  

 3. New Frontiers?

Plaintiffs have recently filled court dockets with product 
defect cases based on software vulnerabilities, alleging 
that businesses and their products made the consumers 
susceptible to cyber attacks.21  These cases have been 
initiated mostly by plaintiffs’ firms responsible for data breach 
class actions, hoping to use favorable rulings from one type 
of case for the other.  For example, while data breach cases 
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often struggle with “benefit of the bargain” as a theory of 
damages, and whether plaintiffs will be able to prove actual 
identity theft or fraud, restitution is less of a problem in 
product defect cases. 

But the Ninth Circuit recently affirmed a district court’s 
dismissal of a consumer class action against Symantec, in 
which the plaintiffs alleged that Symantec hid an antivirus 
software defect that exposed users to cyber attacks.22  The 

appellate court openly criticized the lack of specificity in the 
appellants’ fraud allegations, and that the cause of action on 
“implied contract” failed to allege contract formation and 
receipt of money by Symantec.  The ruling will likely have 
important implications for data breach litigation, where 
plaintiffs typically argue that the defendant failed to follow 
their own promises of cybersecurity, thereby allegedly 
committing fraud or breaching some “implied contract.”

B.  Data M isuse Lit igation
There is arguably greater disparity amongst the circuits 
regarding cases that allege data misuse.  Even where data 
collection is an essential part of the service provided, and 
where such practices are arguably covered by the terms 
and conditions of the service, plaintiffs continue to assault 
organizations by using creative legal theories of liability.  
Some have even managed to obtain partial class certification. 

 1. Cases Alleging Misuse of User Likeness

The growth of online social networks in the past decade 
has created interesting legal issues where the networks 
intersected with ecommerce.  For example, in January 2016, 
the Ninth Circuit Court of Appeals upheld the lower court’s 
final approval of a $20 million settlement between Facebook 
and some of its users, who alleged that Facebook used its 
“like” feature to have users promote advertisements, thereby 
allegedly misappropriating the user’s likeness.23  Objecting 
parties have since petitioned the U.S. Supreme Court for 
review of the Ninth Circuit’s opinion.24

As new technologies have been introduced into social 
networks, plaintiffs have also tried to leverage existing statutes 
that never contemplated such technologies.  For example, 
Snapchat was sued in May 2016 for alleged violations of the 
Illinois Biometric Information Privacy Act (BIPA), for its use of 
picture modification technologies in its “snaps” and “stories.”25  
Plaintiffs allege that Snapchat impermissibly collected, stored, 
and used biometric data without the user’s knowledge or 
consent in direct violation of the BIPA.  This case follows other 
BIPA suits against Shutterfly and Facebook, in Illinois and 
California, respectively.26

 2. Cases Alleging Impermissible Scanning of User 
                     Messages

Facebook users have also accused the company of violating 
their privacy rights by illegally scanning and retaining records 
of the URL links sent between users in direct messages.  The 
plaintiffs were granted partial class certification in May 2016.  
Plaintiffs alleged that after Facebook scanned URLs as part 
of a “URL preview,” it created a record of the user who sent 
the URL, and kept a record of all global users who sent the 
same URL. The “shared objects” amongst the users were then 

used to generate “likes” on whatever the URL was linked to, 
third-party user recommendations for the Facebook site and 
applications generally, and targeted advertising for specific 
users.27  The plaintiffs claimed that such practices violated the 
federal Electronic Communications Privacy Act (ECPA) and 
the California Invasion of Privacy Act (CIPA).28

Facebook explained that such scanning had legitimate 
business purposes, including anti-malware protection and 
industry-standard filtering for child pornography.  In addition, 
Facebook argued that the URL data was anonymized and 
used only in aggregate form.  The court ultimately disagreed 
with Facebook, on both its motion to dismiss and opposition 
to class certification.29  

The court distinguished class certification between those 
seeking only injunctive and declaratory relief under Fed. 
Rules of Civ. Proc. Rule 23(b)(2) and those seeking monetary 
damages under Fed. Rules of Civ. Proc. Rule 23(b)(3).  Class 
certification was granted only as to the proposed class 
seeking injunctive and declaratory relief under Rule 23(b)
(2).  The Court denied certification of the proposed Rule 
23(b)(3) class, because that required plaintiffs to show that 
the damages are measurable on a class-wide basis, failing 
to demonstrate “predominance” and “superiority.”  And here, 
monetary damages would have required individualized 
inquiry.30

Notably, in response to Facebook’s contention that there was 
“implied consent,” the court differentiated In re Google Gmail 
Litigation,31 and why there may have been implied consent 
in that case.  The court pointed out that for the targeted 
advertisements in the Gmail case, when users clicked the 
ads and followed through, the ads contained disclosures 
indicating that they were being served “based on emails 
from your inbox.”  And in one of Google’s website disclosures, 
Google provided that “(Google) also scans keywords in users’ 
email which are then used to match and serve ads.”32  

 3. Cases Alleging Impermissible Collection of User 
                    Connections

In Spring 2016, various mobile application companies, 
including co-defendants Twitter and Yelp, continued to 
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fight allegations that they impermissibly uploaded and 
disseminated plaintiffs’ PII, including those from their private 
mobile address books.33  In one instance involving the iOS 
ecosystem, for example, plaintiffs alleged that the defendant 
application companies did not have the right to upload and 
disseminate information from their private address books, 
because this required a circumvention of the security Apple 
had touted on its devices.  The court previously denied 
defendants’ motion to dismiss in March 2015.34

This fight follows LinkedIn’s agreement to a $13 million 
settlement in June 2015 to resolve a purported class action 
for alleged impermissible “contact list harvesting.”  Plaintiffs 
had alleged that the social network application impermissibly 
harvested user contact lists to send out invitations to join the 
social network.35  LinkedIn agreed as part of the settlement to 
provide more detailed disclosures.36 

 4. Cases Alleging Impermissible Tracking of User 
 Activity

Facebook has also been under class action fire in Facebook 
Internet Tracking Litigation for allegedly continuing to track 
users after they logged off.  Facebook then allegedly cross-
referenced the webpages with Facebook “like” or “share” 
buttons against logged-off users, using cookies installed on 
the users’ machines and applications.37   In October 2015, a 
California court dismissed the non-statutory claims for failure 
to show Article III standing, but allowed plaintiffs to amend 
statutory claims, which had failed scrutiny only under Rule 
12(b)(6).  To date, the battle is still ongoing, with Facebook 
seeking to dismiss the amended complaint.38

This case should be contrasted with the Third Circuit case, 
Google Tracking Litigation.39  After dismissing most of the 
causes of action against Google for its use of cookies, the Third 
Circuit permitted plaintiffs’ California invasion of privacy tort 
causes of action to survive the motion to dismiss. 40  The Court 
argued that where Google knew that certain users employed 
browsers with “cookie-blockers,” Google should have known 
that users “clearly communicated denial of consent for 
installation of cookies,” notwithstanding whatever terms they 
may have agreed to or whatever settings they may have set. 

Although some would say that the two cases can be 
distinguished based on their facts, the plaintiffs in Facebook 
Internet Tracking Litigation also alleged that Facebook 
had circumvented P3P “do not track” signals readable by 
Microsoft’s Internet Explorer browser.  The court dismissed 
the privacy claims nonetheless.41  

The cases alleging impermissible active tracking should be 
contrasted with cases alleging that defendants continued 
to retain and utilize user information after users terminated 
their accounts and services.  Former Time Warner Cable users 

had their class action tossed for lack of Article III standing, 
where the users alleged that Time Warner continued to retain 
and use their PII after the users terminated services.  This 
allegedly violated the cable company’s obligations under 
the Cable Communications Privacy Act (CCPA).  Although the 
users tried to side-step more rigorous tests by seeking only 
injunctive relief, the court granted the motion to dismiss 
nonetheless, noting that the users failed to separately show 
“concrete” harm as required by Spokeo.  The court noted 
that there were no allegations of identity theft, sale of the 
information to third parties, or data inaccuracies.42  The court 
indicated that while the retention may be a violation under 
the CCPA, a mere technical violation – particularly on a first-
party basis – was insufficient pursuant to Spokeo.43

 5. Cases Alleging Violation of Privacy Statements

One of the most carefully watched cases is Svenson v. Google, 
Inc., in which the plaintiffs survived a motion to dismiss in April 
2015, keeping intact their causes of action based on contract 
and California’s Unfair Competition Law (UCL).  Plaintiffs 
alleged that Google violated its own privacy statements to 
Google Wallet users by sharing more information on the users 
with third party vendors during transactions with the vendors 
than Google had represented in its privacy statements.  
Plaintiffs managed to survive the motion to dismiss for lack 
of Article III standing by alleging that: (1) Google received a 
portion from the third party vendors for each transaction as 
part of the “benefit of the bargain,” and (2) Plaintiffs suffered 
diminution of value to their PII because “[t]here is a robust 
market for the type of information [at issue].”44

Plaintiffs recently moved for class certification.45  An order on 
the motion for class is expected in the third quarter of 2016.  
It is currently unclear whether Google will file a motion to 
dismiss under the new guidance from the Supreme Court in 
Spokeo, as Time Warner Cable had done, supra.  Regardless, 
the outcome of the case may have significant implications for 
ecommerce.46

 6. Cases Alleging VPPA Violations 

The Northern District of Georgia recently granted CNN’s 
motion to dismiss in Perry v. Cable News Network, a consumer 
class action in which the plaintiffs alleged that CNN committed 
a violation of the Video Privacy Protection Act47 (VPPA) for 
its alleged tracking of application users using Media Access 
Control (MAC) addresses.48  In finding that MAC addresses are 
not “personally identifiable information,” this case follows a 
line of similar VPPA cases.49 

On the other hand, the First Circuit refused to revisit the 
appeal in Yershov v. Gannett Satellite Information Network, 
where the appellate court held that using Gannett’s mobile 
application made plaintiff a covered “subscriber” under the 
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VPPA.  Plaintiff filed suit in 2014, alleging that Gannett violated 
the VPPA by tracking and analyzing videos he watched on a 
USA Today mobile application, although Plaintiff did not pay 
for the application.  While the district court dismissed the case 
after finding that “mere use” of an application did not make 
plaintiff a covered subscriber, the appellate court disagreed.50  

The Yershov court is in the minority on the issue of what would 
make someone a “subscriber” for the purposes of the VPPA, 
with the majority of courts requiring “something more” such 
as payment for service.51  The Yershov court also disagreed 
with the Perry line of cases on the issue of what would 
constitute “personally identifiable information,” finding that 
GPS coordinates tracked by the application was sufficient to 
constitute PII.52

Many in the industry responded with dismay in response to 
Yershov, but were somewhat assuaged with the Third Circuit’s 
opinion in In re: Nickelodeon Consumer Privacy Litigation, 
where the appellate court mostly endorsed the majority view 
on what constitutes PII.  Plaintiffs alleged that Google and 
Viacom shared PII as part of affiliate marketing for the website 
Nick.com.  The appellate court found that even if defendants 
tracked and then shared IP and MAC addresses, they were 
not disseminating PII under the VPPA.53  In addition, the court 
noted that the VPPA only permits suit against the disclosing 
entity, but not the receiving entity.54

Notably, plaintiffs have already began suing “smart TV” 
manufacturers and their software partners for their collection 
of data through the voice recognition input components of 
the televisions.  These cases, mostly involving Vizio for now, 
include VPPA allegations.55
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I V .  D E V E L O P M E N T S  I N  R E G U L A T O R Y  E N F O R C E M E N T

In November 2015, an FTC administrative law judge dismissed 
the FTC’s enforcement proceeding against LabMD, finding 
that the FTC must show “likely substantial consumer injury” 
when bringing enforcement actions for “unfair” practices” 
under Section 5 of the Federal Trade Commission Act (the FTC 
Act).56  The FTC was undaunted by what most commentators 
viewed as a higher threshold, and continued to set new 
precedence for Section 5 enforcement: 

•	 In re Gigats.com: In the FTC’s first enforcement action 
against an education lead generator, Gigats.com agreed 
to settle charges against it that it was “pre-screening” 
job applications for hiring employers when it was 
gathering information for other purposes, including 
lead generation for post-secondary schools and career 
training programs.  The FTC alleged that many of the 
job openings listed were actually not current, that 
information collected purportedly for the openings was 
never sent to the employers, and that applicants were 
directed to call “independent education advisors” who 
then recommended only schools and programs that had 
agreed to pay the defendants fees for consumer leads.57   

•	 In re Oracle (Java SE): In March 2016, following a public 
comments period, the FTC approved its December 2015 
settlement with Oracle over charges that it allegedly 
deceived customers regarding the security of the 
Java Platform, Standard Edition (Java SE) platform.58  
According to the FTC, when customers installed certain 
updates to Java SE in approximately 2010 or later, they 
received assurances of security when Oracle knew, but 
did not inform customers, that the “update” did not 
remove prior versions of Java SE.  This case, along with In 
re Henry Schein Practice Solutions, supra, demonstrate that 
the FTC is continuing to provide guidance to the software 
security market of best practices through settlements. 

•	 In re “Silverpush” Code: In anticipation of increased use of 
audio recordings across devices, the FTC issued a warning 
letter in March 2016 to developers using “Silverpush” 
code, which utilizes software that can monitor a device’s 
microphone to listen for audio signals that are embedded 
in television advertisements.  Although Silverpush 
recently withdrew its business from the United States, 
the FTC reminded developers that if they stated or 
implied to consumers that they were not recording 

and collecting sounds, but in fact were, the developers 
would be in violation of the FTC Act Section 5.59 

•	 In re Very Incognito Technologies, Inc., d.b.a. Vipvape: In 
May 2016, the FTC settled its charges against Vipvape 
for misrepresenting that it was a participant in the 
Cross-Border Privacy Rules (CBPR) program between 
the Asia-Pacific Economic Cooperation (APEC) countries 
and the E.U.  The CBPR facilitates the transfer of PII 
between APEC and E.U. countries.  The FTC alleged 
that Vipvape deceived consumers by stating on its 
website that it was certified under the CBPR program, 
when in fact it was not.  This case shows that the FTC 
is placing increasing importance on demonstrating to 
the E.U. authorities that it intends to diligently enforce 
the various E.U.-sanctioned data transfer programs.60 

•	 In re Henry Schein Practice Solutions, Inc.: In May 2016, 
the FTC settled its claims against a software company 
for dental practices, for allegedly falsely advertising that 
its software “provided industry-standard encryption of 
sensitive patient information.”61  The move was somewhat 
surprising, considering that encryption standards remain 
hotly contested even within the industry – although 
the software company’s encryption standards probably 
did not meet some of the standards for encryption. 

•	 In re InMobi: In June 2016, the FTC settled a case with 
advertising network InMobi, over charges that it tracked 
users’ geolocation without their permission.  The 
FTC alleged that InMobi had misrepresented that its 
advertising software would track consumer’s locations 
only when they opted in and in a manner consistent 
with their device’s privacy settings.  The FTC alleged 
that InMobi in fact tracked consumers, including 
children, regardless of whether they opted in or denied 
permissions in their settings, which also violated the 
Children’s Online Privacy Protection Act (COPPA).62  As 
with the FTC’s proceedings against Nomi Technologies 
last year,63 In re Mobi will have important implications 
for the internet of things (IoT).  Cross-device and cross-
platform issues have become increasingly problematic, 
with great variance on the type of consumers involved, 
the privacy statements made across applications and 
platforms, and lack of consistency amongst partners and 
third-party affiliates.

A.  The Federal  Trade Commission

B.  The Federal  Communications Commission
The Telecommunications Act of 1996 was originally 
interpreted to exclude broadband internet services from 
the definition of “telecommunications service,” which was 

regulated by the FCC.  In 2015, it was held that a mobile 
broadband provider could be a regulated “carrier,” and 
therefore, the Telecommunications Act also regulates 
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the right of wireless carriers to use “customer proprietary 
network information (CPNI).”64  In June 2016, an appellate 
court affirmed the FCC’s classification of broadband as a 
telecommunications service, thereby applying common 
carrier regulations to such services.65 

Continuing to demonstrate its interpretation of Section 222 
of the Communications Act of 1934, the FCC announced in 
March 2016 that it reached an agreement with Verizon for 
a $1.35 million consent decree, for Verizon’s alleged use of 
unique identifier headers (UIDH) in its networks and with its 
partners for targeted advertising.  The FCC consent decree 
alleged that Verizon’s UIDH persisted even after users tried 
to clear their cache of cookies or opted to not be tracked, 

causing some commentators to call the UIDHs “supercookies” 
or “zombiecookies.”66  This case demonstrates that the FCC 
intends to police wireless carriers very aggressively, likely 
even more aggressively than the FTC.

Although the FCC and FTC have at times publicly criticized 
each other for overstepping their respective jurisdictions, 
they have also been more aggressively working together.  For 
example, in June 2016, several self-purported privacy groups 
urged the FCC and FTC to investigate broadband providers 
and how they have been using data.67  The requests followed 
the FCC’s announcement in May 2016 that it was partnering 
with the FTC to investigate how companies were releasing 
mobile security patches.68

D.  O ther  Administrat ive Enforcement Effor ts

C.  HIPAA Enforcement
The Office of Civil Rights (OCR) and Department of Health 
and Human Services (HHS) obtained a number of large 
settlements for alleged Health Insurance Portability And 
Accountability Act (HIPAA) violations in Spring 2016:

• Feinstein Institute For Medical Research – $3.9 million for 
allegedly allowing a laptop with sensitive information on 
about 13,000 people to be stolen from a car.69 

• New York Presbyterian Hospital – $2.2 million for 
allegedly allowing crew members from ABC to film 
patients without their consent.70 

• North Memorial Health Care System – $1.55 million for 
allegedly failing to take security precautions, which led 
to the disclosure of data of nearly 300,000 patients.71 

• Raleigh Orthopedic Clinic –$750,000 for allegedly 
failing to secure a business associate agreement before 
handing patient data over to a potential business 
partner.72

Amidst these sizeable settlements, the OCR announced in 
March 2016 that it will begin its much anticipated “Phase 
2 Audits.”  Over 200 audits were planned, the majority of 
which would be “desk (remote) audits” that would require a 
response within 10 days.73  It remains to be seen how audited 
business associate relationships will fare, especially since they 
have only been covered by HIPAA since 2013.74

Notably, the FTC has been actively trying to get ahead of the 
development of health wearables.  Not only did the FTC hold 
a number of workshops on IoT, but it also released a “Mobile 
Health Apps Interactive Tool” in April 2016.75

In addition to the FTC, the FCC, and the OCR/HHS, a number 
of other regulators are increasing their efforts in the data 
privacy arena.  In May 2016, Paypal settled with the Texas 
Attorney General over allegations that its payment service, 
Venmo, improperly accessed user contact lists without 
sufficient disclosures to grow its user base.  Paypal agreed 
to pay the Texas AG $175,000, and to provide more detailed 
disclosures.76

In June 2016, the Security and Exchange Commission (SEC) 
announced that Morgan Stanley Smith Barney agreed to pay 
$1 million for allegedly failing to secure client information 
systems from improper access by employees over 
approximately 13 years, including one incident that resulted 

in the exposure of 730,000 accounts by an insider who had 
originally intended to compile “the world’s best cold-call 
list.”77 

The Consumer Financial Protection Bureau (CFPB) has also 
begun to regulate privacy practices under Sections 1031 and 
1036 of the Dodd-Frank Wall Street Reform and Consumer 
Protection Act.  On March 2, the CFPB announced its first 
consent decree, for alleged “deceptive acts and practices 
relating to false representations regarding…data-security 
practices.”  The CFPB alleged that the respondent payment 
technology company had “(mis)represented to consumers 
that its network and transactions were ‘safe’ and ‘secure,’” and 
that it was PCI-compliant.78
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The European Parliament formally adopted the General Data 
Protection Regulations (GDPR) on April 14, 2016.79  The GDPR 
is set to take effect in two years, and is admittedly the most 

comprehensive privacy regulation in the world.  At the same 
time, some wonder whether Europe has become so entangled 
in regulations that it discourages foreign investments.

V .  I N T E R N A T I O N A L  D E V E L O P M E N T S

A.  “Pr ivac y Shield ” Wil l  L ikely  Need O verhaul
As of Spring 2016, the E.U.-U.S. Privacy Shield program is 
unlikely to remain as previously announced by the FTC.  
After the FTC’s announcement, authorities in both Germany 
and France immediately began prosecuting U.S.-based 
international companies for violations.80  

Numerous E.U. organizations also protested and criticized the 
Privacy Shield, arguing that it is only a slight improvement 
over the now expired Safe Harbor, and asking the Article 29 
Working Party to recommend renegotiations.81  On April 13, 
2016, the Article 29 Working Party formally recommended 
that the deal be renegotiated for improvements. 82  Additional 
developments are expected in July.83

Organizations in the United States should be aware that 
it is not just the Privacy Shield program that is under 
scrutiny, but model clauses as well.  The Max Schrems-led 
privacy group, responsible for bringing the Schrems case 
that eventually led to the invalidation of the E.U.-U.S. Safe 
Harbor program, has petitioned to the Irish Data Protection 

Commissioner to consider how model clauses also do not 
prevent mass surveillance by U.S. intelligence, and therefore 
should be invalidated.  The Irish Commissioner reportedly 
recommended referral of the case to the Court of Justice of 
the European Union.84

B.  M odel  Clauses  Are Likewise Chal lenged
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V I .  C O N C L U S I O N
As we move into the next quarter, we will begin to see the 
impact of Spokeo in class action privacy litigation.   And 
Spokeo itself has yet to be fully adjudicated, as it remains to 
be seen how the Ninth Circuit will decide the remanded case, 
and whether it will ultimately find plaintiff’s harm “concrete 
and particularized.” 

Regulatory agencies, including the FCC, FTC, CFPB, OCR/
HHS and SEC, are expected to continue to aggressively 
increase their enforcement efforts in the privacy arena.    
We expect greater collaboration amongst the agencies, 
although the bounds of each agency’s jurisdiction have yet 
to be fully explored and decided.

Further, as the E.U. and the U.S. continue to grapple over 
the “Privacy Shield,” the E.U. will begin to apply its newly-
minted GDPR to data practices worldwide.   It remains to be 
seen, however, just how far the E.U. will take its efforts, and 
whether and what impact the GDPR might have on reaching 
an agreement on the Privacy Shield.  Spanish data protection 
authorities have already begun arguing that Google’s servers 
in California are subject to its authority.85

Similarly, the E.U. Advocate General recently issued an 
opinion that dynamic IP-addresses are PII.86  Hopefully, such 
overly expansive definitions will not be adopted formally, lest 
technology investments only be further stifled in Europe.
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