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Insider Trading in the Time of COVID-19: Risks

and Best Practices

The opportunity to engage in COVID-19 insider trad-
ing has increased significantly. The SEC has indicated it
is closely scrutinizing securities trading of market insid-
ers and insider trading allegations can form a basis for
private securities class actions and derivative litigation.

By Ghillaine A. Reid, Jay A. Dubow,
and Kaitlin L. O'Donnell

The corporate world is facing financial upheaval
and an unprecedented earnings season, with the
novel coronavirus and COVID-19 disrupting the
securities markets in unique and wide-ranging ways.
In this time of economic uncertainty, opportunity
and motive to engage in COVID-19-related insider
trading has increased significantly. The Enforcement
Division of the Securities and Exchange Commission
(SEC) already has advised that, in its effort to main-
tain market integrity during the COVID-19 pan-
demic, it will scrutinize more closely the securities
trading of corporate insiders. Further, insider trad-
ing allegations often form a basis for private securi-
ties class actions and derivative litigation, filings of
which also are likely to rise in the coming weeks
and months.

Consequently, it is vital that public companies
reflect on the ways in which the current pandemic
has expanded opportunities for corporate executives,
and others, to trade on material, nonpublic infor-
mation. This article addresses the ways in which the
current pandemic has heightened opportunities and
motives to engage in insider trading, the potential
adverse effects of such transactions, and best practices
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for preventing trading on material nonpublic cor-
porate information during these challenging times.

Increased Opportunity and Motive for
Insider Trading

In an effort to both stem the tide of the pan-
demic and soften its impact, several federal and
local governmental bodies have issued orders plac-
ing restrictions on and providing relief for businesses
and individuals. Together, these restrictions and
relief actions have increased significantly both the
opportunity and motive for individuals to trade on
material nonpublic corporate information, thereby
heightening the risk that companies will face gov-
ernment investigations or SEC enforcement actions
related to COVID-19 insider trading.

Businesses around the globe are struggling with
the economic effects of COVID-19, as companies
have been forced to shut down for significant periods
or drastically alter their business models in response
to government regulations aimed at decreasing the
virus’s spread. To provide relief for companies as they
attempt to determine what material impact COVID-
19 may have on their financial statements and public
disclosures, the SEC has issued an exemptive order
which provides public companies with a 45-day
extension to file periodic disclosure reports, such as
Forms 10-K and 10-Q, which customarily would
be filed between March 1 and July 1 of this year.!

Though undoubtedly helpful for many companies,
the SEC’s 45-day filing extension, combined with the
significant impact COVID-19 has had on most busi-
nesses, creates an environment ripe for insider trad-
ing and other anti-fraud violations. Insider trading
occurs when individuals rely on material nonpublic
corporate information to buy or sell stock. For public
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companies that take advantage of the SEC’s filing
extension, their corporate insiders likely will have
access to—and the ability to trade on—material cor-
porate information for an extended time before that
information is made available to investors. Further,
company insiders are likely to have nonpublic infor-
mation not only regarding how COVID-19 might
impact their own companies’ financials, but also
regarding how the pandemic might impact other
entities, including customers, vendors, and other
third parties with which their companies interact.
Given the severe impact that COVID-19 has had on
virtually all industries, much of the nonpublic infor-
mation regarding its impact is likely to be material.
Together, these factors create unique and unprec-
edented opportunities for insider trading.

The opportunities for non-
insiders to overhear—and then
trade on—confidential corporate
information have increased.

Pandemic restrictions have resulted in additional
opportunities for insider trading, beyond those cre-
ated by the SEC’s recent filing extension. Remote
working also presents unique opportunities for dis-
seminating—advertently or inadvertently—material
nonpublic information. As of this writing, 95 per-
cent of the American population has been instructed
to stay home under various state executive orders and
proclamations.” Quarantine restrictions also have
resulted in many adult children temporarily mov-
ing back in with their parents, allowing families to
stay together during the pandemic.® As a result, busi-
ness conversations that typically are conducted in a
private office setting are now being held in makeshift
home offices, sometimes with several family mem-
bers within earshot. With family members forced to
conduct all of their business activities in confined
spaces, the opportunities for non-insiders to over-
hear—and then trade on—confidential corporate
information have increased.
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Even before the current pandemic, the SEC
staff focused on, and filed, civil enforcement
actions involving cohabitating individuals who
allegedly traded on material nonpublic infor-
mation overheard from corporate insider family
members. In one recent case, a New York-based
banking consultant settled insider trading charges
with the SEC after trading on material nonpublic
information he obtained while eavesdropping on
the phone conversations of his then-fiancé, an
investment banker, in their shared apartment.?
Similarly, spouses regularly have been charged
with insider trading for trading on material non-
public information overheard in confined spaces,
including in cars during long road trips.” The con-
ditions created by the current quarantine restric-
tions—with business activity being conducted
in confined spaces—are ripe for insider trading
opportunities and resulting SEC investigations.
Moreover, if an insider were to disclose material
nonpublic information to a family member in
confidence, and the family member were to then
trade on that information, the insider would be
jointly and severally liable with the individual who
made the illegal trade, and also could face addi-
tional sanctions.

In addition to fostering unprecedented opportu-
nities for insider trading, the COVID-19 pandemic
has created an environment where, unfortunately,
individuals may have a heightened motive to ben-
efit from material nonpublic information. As busi-
nesses continue to navigate stringent government
restrictions—including the mandated closure of
many “nonessential” businesses—companies and
individuals are feeling the economic strain. Entire
industries have been shuttered, and unemployment
filings have reached unprecedented levels.® Indeed,
while the scope of the COVID-19 pandemic’s
impact on the global economy remains unclear,
many portfolios and retirement accounts are likely
to be decimated. Given this adverse and uncertain
economic environment, the temptation to trade on
material nonpublic information may prove particu-
larly strong.
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SEC Insider Trading Investigation and
Enforcement

As opportunity and motive for COVID-19-
fueled insider trading increases, so too does the risk
of government investigations and SEC enforcement
actions. On March 23, 2020, Stephanie Avakian and
Steven Peikin, Co-Directors of the SEC’s Division
of Enforcement, issued a statement advising that
the Agency will actively pursue COVID-19 related
insider trading and anti-fraud violations in light of
the unique opportunities the pandemic has created
for individuals and companies to profit from mate-
rial nonpublic information.” As a result, companies
would be wise to evaluate and reassess their insider
trading policies to minimize the likelihood of an
ensuing SEC investigation or enforcement action
regarding either insider trading itself, or allegedly
insufficient insider trading corporate policies.

As noted above, the SEC’s Division of Enforcement
has indicated increased efforts to maintain market
integrity during the pandemic. Specifically, the
Agency has noted that its

Enforcement Division is committing sub-
stantial resources to ensuring that our Main
Street investors are not victims of fraud or
illegal practices in these unprecedented mar-
ket and economic conditions.?

The SEC and US Department of Justice (DOJ)
already have begun investigating insider trading alle-
gations lodged against Senators Richard Burr, Kelly
LoefHler, and others, alleging that these public offi-
cials sold millions of dollars in stock just weeks after
being privately briefed on the substantial impact
the novel coronavirus would have on the economy
and the stock market.” Accordingly, while the SEC
has been sensitive to the needs of public compa-
nies during this crisis, offering a filing extension and
enhanced disclosure guidance,' the risk of being the
target of an SEC investigation or enforcement action
appears to have increased. Moreover, depending on
the nature of the infraction, insider trading could

also expose corporate insiders to a DOJ investigation
and potential criminal liability.

It is worth noting, however, that the current quar-
antine environment may create issues of proof for
the SEC and DOJ when investigating or seeking to
enforce the securities laws. Many family members
who normally live apart have now found themselves
residing in the same space, as they ride out quarantine
restrictions together. Conversations that otherwise
would have occurred by telephone, or via text mes-
sage, or by email are now taking place face-to-face.
Accordingly, there is a heightened risk that material
nonpublic corporate information is being dissemi-
nated, wittingly or unwittingly, without any data or
paper trail. Although insider trading is almost always
established through circumstantial evidence, the lack
of paper trails associated with potential COVID-19
insider transactions may hinder government efforts
to successfully file and prosecute these cases.

Insider Trading and Section 10(b)
Securities Class Actions

Evidence of COVID-19 insider trading can fuel
more than government investigations and enforce-
ment actions. It also can help private class action
plaintiffs support a case for corporate liability under
Section 10(b) of the Securities Exchange Act of 1934.
Given the volatility of the current market, we are
likely to see an increase in shareholder litigation seek-
ing to recover market losses. Accordingly, companies
should be cognizant of the ways in which insider
trading allegations may support private claims for
Section 10(b) relief.

Parties already have begun to file COVID-19-
related securities class actions under Section 10(b)
and Rule 10b-5 promulgated thereunder, which
prohibit fraud in connection with the purchase or
sale of securities. Many of these suits are alleging
that corporations violated Rule 10b-5 by making
material misstatements or omissions regarding the
effect COVID-19 would have on their businesses,
thereby artificially inflating the price of the com-
panies’ securities and harming investors when the
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truth was finally revealed to the market, causing the
companies’ stocks to drop. For instance, in Douglas
v. Norwegian Cruise Lines Holdings Ltd."' and
Atachbarian v. Norwegian Cruise Lines," two secu-
rities fraud class actions recently filed against defen-
dant Norwegian Cruise Lines, plaintiffs allege that
defendant issued false statements about the cruise
line’s ability to withstand COVID-19, despite being
aware that the pandemic would have a detrimental
effect on the company’s business."

To succeed on a 10b-5 claim, plaintiffs successfully
must plead that the individual corporate defendants
had scienter—that is, that these defendants knew or
recklessly disregarded the risk that the alleged mate-
rial corporate misstatements or omissions were likely
to deceive a reasonable investor. As the US Supreme
Court has held, plaintiffs may strengthen an infer-
ence of scienter by showing that the individual defen-
dants had motive, such as “personal financial gain,”
to commit securities fraud.' Plausible allegations of
insider trading are one way of pleading motive.”
Accordingly, given the likely rise in COVID-19-
related private securities class actions, companies
should be mindful of the ways in which COVID-19
insider transactions may support claims for Section
10(b) liability. Further, insider trading allegations
are a common basis for shareholder derivative liti-
gation,'® which also is expected to increase as com-
panies continue to suffer pandemic-related losses."”
It is clear that the risks associated with COVID-
19 insider trading extend well beyond government
investigations and SEC enforcement actions, and
should be taken seriously by companies seeking to
reduce pandemic-related litigation risk.

Best Practices for Limiting the Risk of
COVID-19 Insider Trading

To protect themselves from the threat of an SEC
insider trading investigation or enforcement action,
companies should take this opportunity to evaluate
their internal controls and insider trading policies,
and ensure that these policies clearly prohibit trading
on material nonpublic information, and adequately
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address the increased opportunities for such trading
that have been created by the current pandemic. This
may mean revising or supplementing corporate poli-
cies in light of the company’s remote working practices.

Companies also must monitor their employees’
compliance with these policies, making sure that all
employees are both aware of and abiding by the com-
pany’s insider trading guidelines. Companies should
consider disseminating to their workforce clear advi-
sory communications to remind employees of their
obligation to refrain from sharing or trading on mate-
rial nonpublic information that they learn through
their employment. Given the ease with which infor-
mation may be disseminated among family members
in a quarantine environment, company directors,
officers, and employees should all be reminded of
the substantial risks associated with insider trading,
and best practices for protecting confidential infor-
mation during quarantine. This includes reminding
these individuals to ensure that material nonpublic
information is only discussed in a private setting, and
that computer screens displaying such information
are not made visible to non-insiders.

The COVID-19 pandemic inevitably will lead
to economic losses, both personal and corporate.
Individuals who have access to material informa-
tion about their own or other companies may not,
however, sell stock in these companies to make up
for losses without first disclosing this material infor-
mation to the investing public. To avoid some of the
risk associated with nonpublic material information,
companies should consider disclosing some of this
information in their Forms 8-K, to reduce the chance
that the company’s material nonpublic information
is traded on prior to public disclosure.

Further, when preparing their periodic disclosure
documents, companies should review and follow the
COVID-19 disclosure guidance recently issued by
the SEC’s Division of Corporation Finance.'® This
guidance asks firms to evaluate

the effects COVID-19 has had on [the]
company, what management expects its
future impact to be, how management is
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