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1700 G Street, N.W., Washington, DC 20552

CFPB ComplianceBulletin20 15-0 6

Date: November23,20 15
Subject: RequirementsforConsumerAuthorizationsforPreauthorized

ElectronicFundTransfers

A. Introduction

TheCFPB isissuingthisComplianceBulletintoindustrytoremindentitiesoftheir
obligationsundertheElectronicFundTransferAct(EFTA)andRegulationE when
obtainingconsumerauthorizationsforpreauthorizedelectronicfundtransfers
(EFTs)fromaconsumer’saccount. TheCFPB hasobservedthatsomeentitiesmay
notfullycomplywiththerequirementsimposedbyEFTA andRegulationE. Others
maybeuncertainoftheirobligationsunderEFTA andRegulationE,aswellasthe
intersectionsbetweenRegulationE andtheElectronicSignaturesinGlobaland
NationalCommerceAct(E-SignAct).1 Forinstance,thisComplianceBulletin
explainsthatoralrecordingsobtainedoverthephonemayauthorizepreauthorized
EFTsunderRegulationE providedthattheserecordingsalsocomplywiththeE-Sign
Act. Further,thisbulletinoutlinesentities’obligationstoprovideacopyoftheterms
ofpreauthorizedEFTauthorizationstoconsumers. ThisComplianceBulletin
summarizesthecurrentlaw,highlightsrelevantsupervisoryfindings,andarticulates
theCFPB’sexpectationsforentitiesobtainingconsumerauthorizationsfor
preauthorizedEFTstohelpthemensuretheircompliancewithFederalconsumer
financiallaw.2

B. Background

TheCFPB hassupervisoryauthorityovercertaincoveredpersons,includingvery
largedepositoryinstitutions,creditunionsandtheiraffiliates;3 certainnonbanks;4

andserviceproviders.5

EFTA isintendedtoprotectindividualconsumersengaginginEFTsandremittance
transfers.6 EFTsaredefinedbroadlyandgenerallyincludeanytransferoffunds

1 Although the CFPB’s authority to interpret the E-Sign Act is limited, see 15 U.S.C. § 7001 et seq., this
additional guidance based on current law will assist entities in complying with EFTA and Regulation E.
2 This Compliance Bulletin specifically focuses on preauthorized EFTs from consumers’ accounts as governed
by 12 CFR § 1005.10(b)-(d). This document does not address transfers to consumers’ accounts, which are
governed by different rules.
3 12 U.S.C. § 5515(a).
4 12 U.S.C. § 5514.
5 12 U.S.C. §§ 5514(e), 5515(d).
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initiatedthroughanelectronicterminal,telephone,computer,ormagnetictapefor
thepurposeofordering,instructing,orauthorizingafinancialinstitutiontodebitor
creditaconsumer’saccount.7 EFTA isimplementedthroughRegulationE,which
includesofficialinterpretations.8 TheDodd-FrankWallStreetReformand
ConsumerProtectionAct(Dodd-FrankAct)generallytransferredrulemaking
authorityunderEFTA fromtheBoardofGovernorsoftheFederalReserveSystem
(“theBoard”)totheCFPB.9 TheCFPB isauthorized,subjecttocertainexceptions,to
enforceEFTA andRegulationE againstanypersonsubjecttoEFTA andRegulation
E.10

Consumer Authorization Requirements for Preauthorized EFTs from a Consumer’s
Account.

EntitiesmustcomplywithEFTA anditsimplementingRegulationE whenusing
preauthorizedEFTs. PreauthorizedEFTsrefertoan“electronicfundtransfer
authorizedinadvancetorecuratsubstantiallyregularintervals.”11 During
examinations,theCFPB hasnotedthatmanycompanies–includingthoseengaging
inmortgageservicing,studentloanservicing,debtcollection,andshort-term,small-
dollarlending–solicitauthorizationsfromconsumersforpaymentbypreauthorized
EFT.

Consumer Authorizations in Compliance with EFTA and Regulation E

EFTA andRegulationE establishrequirementsforentitiesthatobtainconsumer
authorizationsforpreauthorizedEFTs.12 Theserequirementsincludespecificrules
relatedtoconsumerauthorizations. RegulationE requiresthatpreauthorizedEFTs
fromaconsumer’saccountbeauthorized“onlybyawritingsignedorsimilarly
authenticatedbytheconsumer.”13 A copyoftheauthorizationmustalsobeprovided
totheconsumer.14

6 See generally 15 U.S.C. § 1693 et seq; see also 12 CFR § 1005.1(b) (“[EFTA] . . . establishes the basic rights,
liabilities, and responsibilities of consumers who use electronic fund transfer and remittance transfer services
and of financial institutions or other persons that offer these services. The primary objective of [EFTA and
Regulation E] is the protection of individual consumers engaging in electronic fund transfers and remittance
transfers.”).
7 See 15 U.S.C. § 1693a(7); 12 CFR § 1005.3(b).
8 See 12 CFR § 1005 et seq.
9 Dodd-Frank Act §§ 1002(12)(C), 1061, and 1084, 12 U.S.C. §§ 5481(12)(C), 5581, and 15 U.S.C. § 1693 et
seq. Section 1029 of the Dodd-Frank Act generally excludes from this transfer of authority, subject to certain
exceptions, any rule making authority over a motor vehicle dealer that is predominantly engaged in the sale and
servicing of motor vehicles, the leasing and servicing of motor vehicles, or both. The transfer of authority also
did not include Section 920 of EFTA, which concerns debit card interchange fees charged to merchants. Section
920 of EFTA is implemented by Board regulations at 12 CFR part 235.
10 See EFTA § 918(a)(5), 15 U.S.C. § 1693o(a)(5); see also 12 U.S.C. §§ 5536, 5564.
11 See 12 CFR § 1005.2(k).
12 See 15 U.S.C. § 1693e; 12 CFR § 1005.10(b) and (d).
13 See 12 CFR § 1005.10(b).
14 See id.
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UnderEFTA andRegulationE,companiescanobtaintherequiredconsumer
authorizationsforpreauthorizedEFTsinseveralways. Consumerauthorizations
canbeprovidedinpaperformorelectronically. ThecommentarytoRegulationE
explainsthattherule“permitssigned,writtenauthorizationstobeprovided
electronically,”andspecifiesthatthe“writingandsignaturerequirements...are
satisfiedbycomplyingwiththe[E-SignAct]whichdefineselectronicrecordsand
electronicsignatures.”15 RegulationE doesnotprohibitcompaniesfromobtaining
signed,writtenauthorizationsfromconsumersoverthephoneiftheE-SignAct
requirementsforelectronicrecordsandsignaturesaremet.16 TheE-SignAct
establishesthatelectronicsignaturesandelectronicrecordsarevalidand
enforceableiftheymeetcertaincriteria.17 Anelectronicsignatureis“anelectronic
sound,symbol,orprocess,attachedtoorlogicallyassociatedwithacontractorother
recordandexecutedoradoptedbyapersonwiththeintenttosigntherecord.”18 An
electronicrecordis“acontractorotherrecordcreated,generated,sent,
communicated,received,orstoredbyelectronicmeans.”19

Inatleastoneexamination,Supervisionhasconcludedthatoneormoreentitiesdid
notviolateEFTA orRegulationE merelybecausetheyobtainedbytelephone
consumerauthorizationsthatweresignedorsimilarlyauthenticatedbythe
consumerorally.20 RegulationE maybesatisfiedifaconsumerauthorizes
preauthorizedEFTsbyenteringacodeintotheirtelephonekeypad,21 or,Supervision
concluded,thecompanyrecordsandretains22 theconsumer’soralauthorization,
providedinbothcasestheconsumerintendstosigntherecordasrequiredbytheE-
SignAct.

Inaddition,anyrecordingoftelephoneconversationswithconsumersshouldbe
conductedinaccordancewithapplicableStatelaws. Whetheranauthorizationis
providedinpaperformorelectronically,tocomplywithRegulationE,the

15 12 CFR part 1005, Supp. I, comment 10(b)-5. The E-Sign Act establishes that electronic signatures and
electronic records are valid and enforceable if they meet certain criteria. See 15 U.S.C. § 7001(a)(1). An
electronic signature is “an electronic sound, symbol, or process, attached to or logically associated with a
contract or other record and executed or adopted by a person with the intent to sign the record.” 15 U.S.C.
§ 7006(5). An electronic record is “a contract or other record created, generated, sent, communicated, received,
or stored by electronic means.” Id. § 7006(4).
16 In 2006, the Board explained that if certain types of tape-recorded authorizations constituted a written and
signed (or similarly authenticated) authorization under the E-Sign Act, then the authorization would satisfy
Regulation E requirements as well. 71 Fed. Reg. 1638, 1650 (Jan. 10, 2006).
17 See 15 U.S.C. § 7001(a)(1).
18 15 U.S.C. § 7006(5).
19 Id. § 7006(4).
20 While Section 7001(c)(1) of the E-Sign Act restricts the use of oral recordings as electronic records “where a
statute, regulation or other rule of law requires that information . . . be provided or made available to a
consumer in writing,” that rule does not apply when obtaining a consumer’s authorization for preauthorized
EFTs because Regulation E does not specify that entities must provide a writing to consumers when obtaining
the authorization. See 12 CFR § 1005.10(b).
21 12 CFR part 1005, Supp. I, comment 10(b)-5 (“Examples of electronic signatures include, but are not limited
to, digital signature and security codes.”).
22 Regulation E generally imposes a two-year record retention requirement on persons subject to EFTA. See 12
CFR § 1005.13(b).
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authorizationmustbereadilyidentifiableassuchtotheconsumerandthetermsof
thepreauthorizedEFTsmustbeclearandreadilyunderstandabletotheconsumer.23

Theauthorizationprocessshouldevidencetheconsumer’sidentityandassenttothe
authorization.24

Providing a Copy of the Authorization to the Consumer

RegulationE requirespersonsthatobtainauthorizationsforpreauthorizedEFTsto
provideacopyofthetermsoftheauthorizationtotheconsumer.25 Thecopyofthe
termsoftheauthorizationmustbeprovidedinpaperformorelectronically.26 Two
ofthemostsignificanttermsofanauthorizationarethetimingandamountofthe
recurringtransfersfromtheconsumer’saccount.27

Inatleastoneexamination,CFPB examinersobservedthatoneormorecompanies
providedconsumersanoticeoftermsforpreauthorizedEFTsfromaconsumer’s
account. Supervisiondeterminedthatthesenoticesoftermsdidnotsatisfy
RegulationE,becausethenoticesdidnotdiscloseimportantauthorizationterms
suchastherecurringnatureofthepreauthorizedEFTs,ortheamountandtimingof
allthepaymentstowhichtheconsumeragreed.

Asanalternativetoprovidingacopyoftheauthorizationafteritsexecution,a
companycancomplywiththeRegulationE requirementtoprovidetheconsumera
copyoftheauthorizationbyusingaconfirmationform. Forinstance,acompany
mayprovideaconsumerwithtwocopiesofapreauthorizationform,andaskthe
consumertosignandreturnoneandtoretainthesecondcopy.28 However,a
companydoesnotsatisfyRegulationE byonlymakingacopyoftheauthorization
availableuponrequestinlieuofprovidingthecopy.29

C. CFPB Expectations

TheCFPB expectsallentitiesobtainingconsumerauthorizationsforpreauthorized
EFTstoknowandcomplywiththerequirementsunder12 CFR10 0 5.10 (b)that
entitiesobtainappropriateconsumerauthorizationsbeforeinitiatingpreauthorized
EFTsandprovideacopyofthatauthorizationtoconsumers.Whenpractical,the

23 12 CFR part 1005, Supp. I, comment 10(b)-6.
24 12 CFR part 1005, Supp. I, comment 10(b)-5.
25 12 CFR § 1005.10(b); 12 CFR part 1005, Supp. I, comment 10(b)-5.
26 See 12 CFR part 1005, Supp. I, comment 10(b)-5.
27 Cf. 12 CFR § 1005.2(k) (“‘Preauthorized electronic fund transfer’ means an electronic fund transfer
authorized in advance to recur at substantially regular intervals.”); id. 1005.10(d) (“When a preauthorized
electronic fund transfer from the consumer’s account will vary in amount from the previous transfer under the
same authorization or from the preauthorized amount, the designated payee or the financial institution shall send
the consumer written notice of the amount and date of the transfer at least 10 days before the scheduled date of
transfer.”).
28 See 12 CFR part 1005, Supp. I, comment10(b)-4.
29 See 12 CFR § 1005.10(b) (“The person that obtains the authorization shall provide a copy to the consumer.”)
(emphasis added).
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CFPB encouragesentitiesobtainingconsumerauthorizationsforpreauthorizedEFTs
toprovidethecopyoftheauthorizationtotheconsumerbeforethefirst
preauthorizedEFTisinitiated.

IftheCFPB determinesthatanentityhasengagedinactsorpracticesthatviolate
EFTA andRegulationE,oranyotherFederalconsumerfinanciallaw,itwilltake
appropriatesupervisoryorenforcementactiontoaddresstheviolationsandseekall
appropriatecorrectivemeasures,includingremediationofharmtoconsumersand
assessmentofcivilmoneypenalties.

D. Regulatory Requirements

ThisComplianceBulletinsummarizesexistingrequirementsunderthelawand
findingstheBureauhasmadeinthecourseofexercisingitssupervisoryauthority,
andisanon-bindinggeneralstatementofpolicyarticulatingconsiderationsrelevant
totheCFPB’sexerciseofitssupervisoryandenforcementauthority. Itistherefore
exemptfromthenoticeandcommentrulemakingrequirementsunderthe
AdministrativeProcedureActpursuantto5 U.S.C.553(b).

Becausenonoticeofproposedrulemakingisrequired,theRegulatoryFlexibilityAct
doesnotrequireaninitialorfinalregulatoryflexibilityanalysis. 5 U.S.C.60 3(a),
60 4(a).

TheCFPB hasdeterminedthatthisComplianceBulletindoesnotimposeanynewor
reviseanyexistingrecordkeeping,reporting,ordisclosurerequirementsoncovered
entitiesormembersofthepublicthatwouldbecollectionsofinformationrequiring
OMB approvalunderthePaperworkReductionAct,44 U.S.C.350 1,etseq.


