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I. The Law Regarding Retention, Maintenance and Disposal of Public Records 
 

A. Virginia Public Records Act  
 

1. Purpose 
 

The Virginia Freedom of Information Act (“VFOIA”), Virginia Code § 2.2-3700 et. seq 

does not specify which public records should be preserved and which may be destroyed.  

Instead, records retention is addressed in the Virginia Public Records Act (“VPRA” or the 

“Act,” in this section), Virginia Code § 42.1-76, et seq. which vests “ownership and 

administrative control of [public] records on behalf of the Commonwealth” with the Library of 

Virginia.  See Va. Code § 42.1-79. 

The VPRA was enacted in 1976.  The General Assembly’s stated purpose was “to 

establish a single body of law applicable to all public officers and employees on the subject of 

public records management and preservation and to ensure that the procedures used to manage 

and preserve public records will be uniform through the Commonwealth.” 

 

2. Definition of “Public Record” 
 
 Virginia Code § 42.1-77 defines “public record” as “recorded information that documents 

a transaction or activity by or with any public officer, agency or employee of an agency.  

Regardless of physical form or characteristic, the recorded information is a public record if it is 

produced, collected, received or retained in pursuance of law or in connection with the 

transaction or public business.  The medium upon which such information is recorded has no 

bearing on the determination of whether the recording is a public record.” 

 The definition also states that “ ‘public record’ shall not include nonrecord materials, 

meaning materials made or acquired and preserved solely for reference use or exhibition 

purposes, extra copies of documents preserved only for convenience or reference, and stocks of 

publications.” 

 

3. Regulation and Administration 
 
 The State Library Board (the Board) is responsible for issuing guidelines and regulations 

that “shall mandate procedures for records management and include recommendations for the 
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creation, retention, disposal, or other disposition of public records.”  Virginia Code § 42.1-

82(A)(2). 

 The Library of Virginia (“LVA”) administers the records management program 

consistent with the Board’s regulations and guidelines.  The LVA “shall establish procedures and 

techniques for the effective management of public records, make continuing surveys of records 

and records keeping practice, and recommend improvements in current records management 

practices, including the use of space, equipment, software, and supplies employed in creating, 

maintaining, and servicing records.”  Va. Code § 42.1-85(A). 

 

4. Notice Responsibilities of Local Government Attorneys or Administrators 
 
 Section 42.1-76.1 requires that any person elected, reelected, appointed, or reappointed to 

the governing body of any local government board, commission, department, division, 

institution, authority, or part thereof (i) be furnished by the public body’s administrator or legal 

counsel with a copy of the Act within two weeks following election, reelection, appointment or 

reappointment and (ii) read and become familiar with the Act’s provisions. 

 

5. The LVA’s Local Government Records Management Requirements in a 
Nutshell 

 
 a.  Identify public records. 
 
 b.  Maintain a records management program. 
  

c.  Designate at least one records officer to serve as a liaison to the LVA for 
purposes of implementing and overseeing the program and coordinating 
legal disposition of obsolete records. 

 
 d.  Ensure the safety and accessibility of electronic records. 
 

e.  Destroy records that have reached the end of their designated retention 
period. 

 
More detailed information regarding LVA Records Management requirements is found in 

Part II.  
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6. Retention of Public Records 
 
 Virginia Code § 42.1-85(B) requires each locality to ensure “that its public records are 

preserved, maintained, and accessible throughout their lifecycle, including converting and 

migrating electronic records as often as necessary so that information is not lost due to hardware, 

software, or media obsolescence or deterioration.  Any public official who converts or migrates 

an electronic record shall ensure that it is an accurate copy of the original record.  The converted 

or migrated record shall have the force of the original.” 

The VPRA requires custodians of public records to store public records in “fire- 

resistant, environmentally controlled, physically secure rooms designed to ensure proper 

preservation and in such arrangement as to be easily accessible.”  See Va. Code § 42.1- 

87. 
 

All current public records must be stored in buildings where they are ordinarily used, 

and agencies must consult with the Library of Virginia to determine long-term storage and 

archiving of public records.  Id.  Based on this requirement, the Attorney General of Virginia 

has advised that records of a county treasurer must be located in the same building as the 

county treasurer’s office and maintained in keeping with the disposition schedule established 

for treasurers by the Library of Virginia.  See 2013 Op. Va. Att’y Gen. 12-052. 

 

7. Disposition of Public Records 
 
 Virginia Code § 42.1-86.1 contains a number of prohibitions on disposing of public 
records.  Specifically, no local government shall: 
 
 a.  Sell or give away public records. 
 
 b.  Destroy or discard a public record unless: 
   

(i)   the record appears on a records retention and disposition           
schedule approved pursuant to § 42.1-82 and the records retention 
period has expired; 

 
(ii)  a certificate or records destruction, as designated by the Librarian 

of Virginia, has been properly completed and approved by the 
agency’s designated records officer; and 

 
(iii) there is no litigation, audit, investigation, request for records 

pursuant to the Virginia Freedom of Information Act, or 
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renegotiation of the relevant records retention and disposition 
schedule pending at the expiration of the retention period for the 
applicable records series. 

 
c.   Destroy any public record created before 1912 without first offering it to 

the LVA. See Va. Code § 42.1-86.1. 

d.  Local governments shall ensure that records created after July 1, 2006 and 

authorized to be destroyed or discarded are in fact destroyed or discarded 

in a timely manner in accordance with the provisions of the Act and the 

LVA’s requirements.  However, note that records containing the following 

identifying information must be destroyed within six months of the 

expiration of the records retention period: 

 (i)  social security numbers; 
  
 (ii)  driver’s license numbers; 
 
 (iii)  bank account numbers; 
 
 (iv)  credit or debit card numbers; 
 
 (v)  personal identification numbers; 
 
 (vi)  electronic identification codes; 
 
 (vii)  automated or electronic signatures; or 
 
 (viii)  passwords. 
 
8. Compliance and Enforcement 

 
The Act contains no civil or criminal penalty or enforcement provisions.  Virginia Code 

§ 42.1-90.1 authorizes the Librarian of Virginia to conduct an audit of the records management 

practices of local governments, which must cooperate with the Librarian in any such audit.  

The Librarian must prepare a written summary of the audit findings, which shall be a public 

record.   

Before a state agency or locality can destroy public records, the public body must 

designate a “records officer” by filing a Records Officer Designation and Responsibilities 

(RM-25) form with the Library of Virginia.  Once the requisite time has elapsed, both the 
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designated “records officer” and an approving official must sign a Certificate of Records 

Destruction (RM-3 Form). 

 
B. Government Data Collection and Dissemination Practices Act 

 
Apart from the VPRA and VFOIA (the latter of which is largely outside the scope of 

this presentation), there is a third statute that has a significant bearing on access and 

maintenance of electronic data by state agencies:  The Government Data Collection and 

Dissemination Practices Act (“Data Act”), Va. Code § 2.2-3800 et seq. 

The Data Act is focused mainly on protecting and preventing unauthorized access to 

“personal information” about citizens that is stored on government computers and computer 
systems.1 

The Supreme Court of Virginia has stated that “[t]he purpose of the [Data] Act is to 

provide standards which a government agency must follow in the operation of personal 

information systems.”   See Carraway v. Hill, 265 Va. 20, 23, 574 S.E.2d 274, 276 

(2003). 

1. Obligations of Government Entities Under the Data Act 
 

Virginia Code § 2.2-3803 outlines the specific obligations of any government entity 

which employs an information system.  The law requires public bodies to properly categorize 

and accurately maintain all electronically stored personal information.  See Va. Code § 2.2-

3803(A).  This section also governs the dissemination of information to other electronic 

systems and requires agencies to enact safeguards to protect data from foreseeable security 
                                                           
1  Virginia Code § 2.2-3801 defines “personal information” as: 

 
all information that (i) describes, locates or indexes anything about an individual 
including, but not limited to, his social security number, driver's license  number,  
agency-issued  identification  number,  student identification number, real or personal 
property holdings derived from tax returns,   and   his   education,   financial   
transactions,   medical   history, ancestry, religion, political ideology, criminal or 
employment record, or (ii) affords a basis for inferring personal characteristics, such as 
finger and voice prints, photographs, or things done by or to such individual; and the 
record of his presence, registration, or membership in an organization or activity, or 
admission to an institution. “Personal information” shall not include routine information 
maintained for the purpose of internal office administration whose use could not be 
such as to affect adversely any data subject nor does the term include real estate 
assessment information. 
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threats.  Id. 

Government entities must retain a record of each time that personal data covered by the 

Data Act has been accessed, and such records must be preserved for a period of three years.  

Va. Code § 2.2-3803(A)(7). 

The Data Act also requires every public body which maintains a website to develop an 

internet privacy policy and to share this policy with the public.  See Va. Code 

§ 2.2-3803(B). 
 

It is unlawful for an agency to require any individual to provide his social security 

number, which has not previously been disclosed “for any purpose in connection with any 

activity, or to refuse any service, privilege, or right to an individual” who does not disclose his 

social security number.  Va. Code § 2.2-3808(1).  It is also unlawful for any 

agency to collect a person’s social security number unless doing so is: (1) authorized or 

required by federal or state law; and (2) necessary for the performance of the agency’s duties.  

Id. § 2.2-3808(2). 

 
2. Public right to access data 

 
Under the Data Act, with certain limited exceptions, data subjects may request to 

inspect (a) all personal information about themselves; (b) the nature and source of that 

information; and (c) (except where it would jeopardize law-enforcement action) the identity of 

those persons who have accessed that personal information (other than those who access the 

information in the ordinary course of their business).  Va. Code § 2.2- 

3806(3). 
 

The procedure for requesting and disclosing information under the Data Act is similar 

to VFOIA.  See Va. Code § 2.2-3806(4). 

If a data subject identifies an error in the data collected about him, he then permitted to 

challenge, correct or explain why such information is inaccurate.   The government body is 

required to investigate and correct or purge any data that is incorrect. If this does not resolve 

the dispute, the data subject may submit a statement setting forth his position, which must be 

supplied to prior and subsequent recipients of the data in question.  Va. Code § 2.2-3806(5). 
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3. Remedies for Violations of the Data Act 
 

Any aggrieved person may initiate a proceeding for injunction or mandamus for 

violations of the Data Act.  Va. Code § 2.2-3809.  If an aggrieved party is successful, “the 

agency enjoined or made subject to a writ of mandamus by the court shall be liable for the 

costs of the action together with reasonable attorneys’ fees as determined by the court.” 

Id. 

Civil  penalties  also  may  be  imposed  on  an  agency  for  willful  or  knowing 

violations of the Data Act by an agency’s public officer, appointee or employee.   Va. Code 

§ 2.2-3809.  For a first offense, the fines range from $250 to $1,000, and the fines range from 

$1,000 to $2,500 for second and subsequent violations.  Id. 

 

II. The Library of Virginia’s Records Management Requirements 
 

A. Primary Schedules for Local Government Attorneys 
  

 General Schedule No. 14 – County and Municipal Attorneys 
 

 General Schedule No. 19 – Administrative Records 
 
 Local government Records Retention and Disposition Schedules are published on the 

LVA’s website:   http://www.lva.virginia.gov/agencies/records/sched_local/index.htm.   

 
 Note:  General Schedule 14 (GS-14) is the Records Retention and Disposition Schedule 

for local government attorneys and is attached as Appendix A.  There are a number of “defunct 

series” in GS-14.  Some of those series have been included in other general schedules.  For 

example, “Litigation Case Files: Adjudicated Claims” is a defunct series in GS-14.  However, 

GS-19, “Administrative Records” (Appendix B) includes “Litigation Case Files.” 

 
B. Electronic Records Management - General 

 
 The LVA’s Records Analysis Services section has developed “Electronic Records 

Guidelines,” dated December 2009, which are published at: 

http://www.lva.virginia.gov/agencies/records/electronic/electronic-records-guidelines.pdf. 

 The stated purpose of the guidelines “is to provide best practices for public bodies that 

are developing an electronic records management strategy.”  They should be reviewed by your 

http://www.lva.virginia.gov/agencies/records/sched_local/index.htm
http://www.lva.virginia.gov/agencies/records/electronic/electronic-records-guidelines.pdf
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information technology professionals as well as records management staff.  They address issues 

such as developing file-naming procedures, database design, electronic records management 

applications, file formats, methods of preservation and destruction of electronic records, and 

permanent electronic records.  In addition, they address e-mail management and web content 

management. 

 
C. E-mail Management 

 
 In addition to being covered in the “Electronic Records Guidelines,” e-mail management 

is covered in greater detail in the LVA’s “E-mail Management Guidelines,” effective May 2009, 

which are published at: 

http://www.lva.virginia.gov/agencies/records/electronic/email-management-guidelines.pdf. 

1.  There is no retention or disposition schedule for e-mail per se.  E-mail is to be 

retained and/or disposed of based on its content and function.   

2.  E-mail management is a shared responsibility.  This effort necessarily involves 

users of e-mail, records management staff, and information technology staff.  For 

the users of e-mail, the “Electronic Records Guidelines” contain an “E-mail 

Record Decision Tree,” which is attached to this outline as Appendix C. 

3.  E-mail records must remain accessible during their entire retention period. 

4.  Auto-archiving is not recommended because e-mails are not maintained 

according to an approved records retention and disposition schedule. 

 5.  Complete e-mail records must include all of the following elements: 

a. Names and e-mail addresses of recipients, including names and   addresses 

of all members of distribution lists; 

 b.  Name and e-mail address of sender; 

 c.  Time and date that the e-mail was sent; 

 d.  Subject line that describes the content of the e-mail; 

 e.  Text in the body of the e-mail; and 

 f.  Attachments, if applicable. 

6.  E-mails may be printed and maintained as hard copies rather than in electronic 

format, as long as all of the required information is included in the paper copy. 

http://www.lva.virginia.gov/agencies/records/electronic/email-management-guidelines.pdf
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7.  Only the last e-mail in a string must be retained as long as all the e-mails in the 

string are reflected therein. 

8.  E-mail must be maintained securely and backed up regularly to prevent loss or 

tampering. 

 
D. Web Content Management 

 
 The LVA’s “Electronic Records Guidelines” contains a section on Web Content 

Management.  The LVA recognizes that Web record retention is a challenge due to the fluid 

nature of Web communication.  Nevertheless, Web content may be a record and must be 

managed as such.  If a record is only available on a Web site, it is considered the record copy 

which must be retained and disposed of in accordance with the appropriate schedule.   

 Web pages are not considered record copies as long as the information they contain is 

retained elsewhere, such as posts of meeting minutes, organizational charts, photographs and 

maps.   

 
E. Digital Imaging 

 
 The LVA also has published “Digital Imaging Guidelines,” dated September 2008, which 

are available on its website: 

http://www.lva.virginia.gov/agencies/records/electronic/digital_imaging.pdf 

 These guidelines include information to help local governments implement and use a 

digital imaging system to ensure that it “protects the authenticity, reliability, integrity and 

usability of public records.”  They cover topics such as project planning, technical specifications 

and selection, system implementation, archiving and long-term maintenance. 

 
III. Issues with Electronic Records Retention 

 

A. The Latest on Electronic Records Retention in Virginia State Courts 
 

Like many courts around the country, Virginia state courts have been grappling with 

electronic records retention issues.  Two recent cases, one from the Supreme Court of Virginia 

and one from a circuit court illustrate the pitfalls attorneys must avoid in advising clients 

regarding the preservation of electronic records. 

http://www.lva.virginia.gov/agencies/records/electronic/digital_imaging.pdf
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1. Allied Concrete Co. v. Lester 
 

In Allied Concrete Co. v. Lester, 285 Va. 295, 736 S.E.2d 699 (2013), the plaintiff, 

Lester, sued a concrete company, Allied, after one of its employees driving a concrete truck too 

fast lost control of the vehicle and ran into Lester and his wife.  The wife died from her injuries 

and the driver of the concrete truck subsequently pled guilty to manslaughter. 

During the litigation, Lester sent a message to the attorney for Allied by Facebook, which 

gave the attorney access to Lester’s Facebook page.   

After viewing the page, Allied’s attorney issued a discovery request asking Lester to 

produce “screen print copies on the day this request is signed of all pages from . . . Lester’s 

Facebook page, including, but not limited to, all pictures, his profile, his message board, status 

updates and all messages sent or received.”  Id. at 302, 736 S.E.2d at 702.   

“Attached to the discovery request was a copy of a photograph Tafuri downloaded off of 

Lester's Facebook account. The photo depicts Lester accompanied by a number of young adults, 

holding a beer can while wearing a T-shirt emblazoned with “I ❤ hot moms.”  Id.2 

Concerned about how these sorts of pictures would affect the jury’s view of Lester as a 

mourning husband, Lester’s attorney instructed his paralegal to “tell Lester to ‘clean up’ his 

Facebook page because ‘[w]e don't want any blow-ups of this stuff at trial.’”  The paralegal 

complied, telling Lester that “there are ‘some other pics that should be deleted’ from his 

Facebook page, . . . . and ‘[w]e do NOT want blow ups of other pics at trial so please, please 

clean up your facebook and myspace!’”  (The paralegal’s e-mail was apparently refered to as the 

“stink bomb” e-mail, by Lester’s attorney, because he was concerned “the email would probably 

upset the trial court.”  Id. at 302 n.2, 736 S.E.2d at 702 n.2.) 

Lester deleted his Facebook page, and one day after learning of the deletion, his attorney 

responded to the discovery request from Allied as follows:  “I do not have a Facebook page on 

                                                           
2  The Supreme Court brief by Allied reveals further details about the photo, including the fact that 
it also showed Lester wearing a “garter belt around his head,” and was “taken on the one year anniversary 
of [his wife’s] death.”  Allied Concrete Co. v. Lester, 2012 Va. S. Ct. Briefs 20074, at *7 (July 11, 2012). 
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the date this is signed.”  Id. at 302, 736 S.E.2d at 702.   

After the concrete company filed a motion to compel, Lester reactivated his page, but 

deleted 16 pictures from the page, consistent with his attorney’s previous instruction to “clean 

up” his account.  Id. at 302-03, 736 S.E.2d at 702.  Making matters worse, Lester was then 

deposed and testified that he had never deactivated his Facebook page.  This prompted Allied to 

subpoena Facebook and retain an expert to determine how many photos were deleted.  

Eventually, Lester produced the deleted photos. 

Allied also subpoenaed the paralegal who had given Lester the “clean up” instructions.  

The trial court ordered that a privilege log be produced of all documents being withheld.  

Digging his hole deeper, although a log was produced, Lester’s attorney intentionally omitted the 

“stink bomb” e-mail instructing Lester to “clean up” his Facebook account from the log.  Id. at 

303, 736 S.E.2d at 703.   

The trial court ultimately found out about the e-mail, and sanctioned Lester and his 

attorney, with the attorney being required to pay $542,000, and Lester to pay $180,000, to cover 

the costs and fees associated with all of their misconduct.  Id. 

Despite all of these shenanigans, Lester ultimately won at trial, and was awarded 

$6,227,000, for wrongful death (which the trial court reduced to $2,100,000), as well as 

$2,350,000 for personal injuries.  Id. at 306, 736 S.E.2d at 704-05. 

On appeal, the Allied argued that the trial court should have granted a retrial of the entire 

case, due to the spoliation.   

The Supreme Court disagreed, holding that the trial court had not abused its discretion by 

refusing to grant a new trial.  While “Lester’s conduct was dishonest and [his attorney’s] conduct 

was patently unethical,” Allied was aware of the misconduct prior to trial, and the trial court took 

proper steps to mitigate the misconduct by (1) allowing the spolitated evidence to be presented to 

the jury, (2) giving a jury instruction relating to Lester’s misconduct twice (once during his 

testimony, and once in the jury instructions),3 and (3) awarding Allied its attorney’s fees and 

                                                           
3  The jury was instructed as follows:  “The Court instructs the jury that the Plaintiff, Isaiah Lester, 
was asked in discovery in this case to provide information from his Facebook account. In violation of the 
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costs associated with addressing the misconduct.  Id. at 307, 736 S.E.2d at 705. 

In a footnote, the court noted that Allied had relied heavily on Federal Rule of Civil 

Procedure 60(b)(3), which allows for relief from a final judgment based on fraud, 

misrepresentation or misconduct.  Even if that rule applied, the court stated, in this case, Allied 

could not demonstrate that the misconduct by the other side “prevented [it] from fully and fairly 

presenting [its] claim or defense,” which was a prerequisite for relief under Rule 60(b)(3).  Id. at 

308 n.9, 736 S.E.2d at 705 n.9. 

After the case was decided by the Supreme Court, Lester’s attorney was found to have 

violated Virginia Ethics Rule 3.3 (Candor Toward the Tribunal), Rule 3.4 (Fairness to Opposing 

Party and Counsel), and Rule 8.4 (Misconduct), and his bar license was suspended for 5 years.  

 

2. Dyncorp Int’l LLC v. Flowers 
 

A circuit court case, Dyncorp International LLC v. Flowers, No. 2011-8117 (Fairfax 

County Aug. 31, 2012), similarly highlights the importance of understanding spoliation issues 

and the potential problems they can create for both attorneys and clients.  Even when there is no 

intentional misconduct.  

Dyncorp involved an allegation of theft of trade secrets by a former employee.  Upon 

learning she was about to be terminated, defendant Flowers copied about 1,500 pages of 

allegedly confidential and proprietary information from her company-issued laptop to a personal 

thumb drive.   

When Dyncorp sued to retrieve the files from Flowers, Flowers took the thumb drive to 

an attorney.  The thumb drives contained both Flowers’ personal files and the files copied from 

her work laptop.  After conferring with an IT expert who informed her that copying the files on 

the thumb drive would preserve information, Flowers’ attorney instructed the IT expert to split 

the files contained on the thumb drive.  The expert put Flower’s personal files on one CD and the 
                                                                                                                                                                                           
rules of this Court, before responding to the discovery, he intentionally and improperly deleted certain 
photographs from his Facebook account, at least one of which cannot be recovered. You should presume 
that the photograph or photographs he deleted from his Facebook account were harmful to his case.”  Id. 
at 304, 736 S.E.2d at 703. 
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company files on two other CDs.  He then deleted all files on the thumb drive, at the attorney’s 

direction. 

The attorney then delivered the CDs with the company files to the company.  Dyncorp’s 

attorneys later requested additional files.  Flowers’ attorney found those requested files to be 

located among Flowers’ personal files on the other CD.  She instructed the expert again to 

segregate the files, separating the personal from the company files into two additional CDs.  The 

attorney delivered the third CD with company files to Dyncorp and the expert destroyed the CD 

that had contained both.   

As the dispute escalated, Dyncorp’s attorneys identified Flowers’ attorney as a potential 

witness, demanding she withdraw from the case.  Dyncorp argued that it should have been 

obvious in a trade secrets case like this one that the thumb drive contained important metadata 

that would be lost or destroyed by the erasure of the original files.   

The complaint detailed how a forensics investigation, using metadata, revealed some 

information on dates and times that Flowers allegedly copied the files from the company laptop.  

By directing the IT expert to wipe the thumb drive clean, the attorney destroyed any opportunity 

for someone to examine the metadata.   

Fairfax Circuit Judge Charles J. Maxfield disqualified Flowers’ attorney and her firm 

from representing Flowers, finding a conflict of interest between lawyer and client over 

spoliation of metadata.4     

The Dyncorp case illustrates pitfalls for attorneys who are not familiar with the rules and 

best practices relating to the preservation and destruction of electronically stored information 

(ESI).  The case is particularly instructive for those, like local government attorneys, who are 

responsible both for advising clients on adopting and implementing document retention policies 

and representing those same clients in litigation where document preservation and production is 

at the heart of the dispute. 

 
                                                           
4  For additional commentary on this case, see Peter Vieth, Counsel deleted: Battle over erased data 
leads to lawyer’s disqualification, Va. Lawyer’s Weekly, Oct. 15, 2012. 
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B. The Latest on Electronic Records Retention in the Federal Rules 
 

 Rule 37 of the Federal Rules of Civil Procedure provides for sanctions for failing to make 

necessary disclosures or to cooperate in discovery.  Rule 37(e), adopted in 2006, pertains to the 

failure to provide electronically stored information.  Over the past several years, an Advisory 

Committee has been reviewing the rule and working to refine Rule 37(e) and provide greater 

detail.   

1. Newly Proposed Language of Fed. R. Civ. P. 37(e) 
 

Federal Rule of Civil Procedure 37(e) currently provides: 
 

(e) Failure to Provide Electronically Stored Information. Absent exceptional 
circumstances, a court may not impose sanctions under these rules on a party for 
failing to provide electronically stored information lost as a result of the routine, 
good-faith operation of an electronic information system.  

The Committee on Rules of Practice and Procedure met in Washington, DC on May 29 

and 30, 2014.  The Committee has proposed an amended version of Rule 37(e), which would 

read as follows:  

(e) If electronically stored information that should have been preserved in the 
anticipation or conduct of litigation is lost because a party failed to take 
reasonable steps to preserve it, and it cannot be restored or replaced through 
additional discovery, the court may: 

(1) upon finding prejudice to another party from loss of the information, 
order measures no greater than necessary to cure the prejudice; or 

(2) only upon finding that the party acted with the intent to deprive 
another party of the information’s use in litigation; 

(A) presume that the lost information was unfavorable to the party; 
(B) instruct the jury that it may or must presume the information 

was unfavorable to the party; or 
(C) dismiss the action or enter a default judgment.  

 

The change to this Rule was proposed because the current version of Rule 37(e) may not 

provide adequate protection to litigants who act in good faith, but inadvertently fail to preserve 

ESI.  As will be discussed further below, current Rule 37(e), has been interpreted inconsistently 
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in different jurisdictions, with a circuit split on the question whether sanctions should be imposed 

only for bad faith or even for gross negligence.  Many believe this has caused litigants to 

undertake overly burdensome measures to preserve data.  Indeed, Microsoft estimated in 2011 

that it preserves 787.5 GB of data for every 2.3 MB actually used in litigation (a ratio of 

340,000:1).  See Jay Lee, “Will the newly proposed amendment to Rule 37(e) provide a true safe 

harbor?” Columbia Science and Technology Law Review (Feb. 2013), available at 

http://www.stlr.org/2013/02/will-the-newly-proposed-amendment-to-rule-37e-provide-a-true-

%E2%80%9Csafe-harbor%E2%80%9D/.     

2. “Reasonable Steps” to Preserve 
 

 The proposed Rule requires “reasonable steps,” not perfection, be taken to preserve ESI.  

The reasonable steps not only apply to ESI that is used in litigation, but to ESI that could be used 

in litigation.  

3. Restoring or Replacing Lost ESI 
 

 If ESI is lost, the proposed Rule would first require assessing whether reasonable steps 

were taken to preserve the ESI.  If reasonable steps were not taken to preserve the lost ESI, the 

question then becomes whether the lost ESI can be replaced or restored.   

If the ESI cannot be replaced or restored, the subsection (e)(1) of the proposed Rule 

requires a finding of prejudice by the court before the court can use its broad discretion to order 

corrective measures.  The proposed Rule itself does not indicate which party has the burden of 

showing prejudice.   

4. Corrective Measures 
 

Subsection (e)(2) allows, but does not require, a court to give an adverse inference jury 

instruction for the loss of the ESI upon find that “the party acted with the intent to deprive 

another party of the information’s use in litigation.”   

If adopted, the revised Rule 37(e) would resolve a circuit split as to whether a court may 

provide an adverse inference instruction and what the standard for doing so is.   

http://www.stlr.org/2013/02/will-the-newly-proposed-amendment-to-rule-37e-provide-a-true
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The United States Court of Appeals for the Tenth Circuit requires a showing of bad faith.  

See, e.g., Arambru v. Boeing Co., 112 F.3d 1398, 1407 (10th Cir. 1997) (“The adverse inference 

must be predicated on the bad faith of the party destroying the records.  Mere negligence in 

losing or destroying records in not enough because it does not support an inference of 

consciousness of a weak case.” (Citations omitted)).   

By contrast, the Second Circuit Court of Appeals merely requires a showing of gross 

negligence, but does not require a demonstration of bad faith.  Residential Funding Corp. v. 

DeGeorge Finan. Corp., 306 F.3d 99, 109 (2d Cir. 2002) (“[A] showing of gross negligence in 

the destruction or untimely production of evidence will in some circumstances suffice, standing 

alone, to support a finding that the evidence was unfavorable to the grossly negligent party.  

Accordingly, where a party seeking an adverse inference adduces evidence that its opponent 

destroyed potential evidence (or otherwise rendered it unavailable) in bad faith or through gross 

negligence (satisfying the ‘culpable state of mind’ factor), that same evidence of the opponent's 

state of mind will frequently also be sufficient to permit a jury to conclude that the missing 

evidence is favorable to the party (satisfying the ‘relevance’ factor).” (Citation omitted, emphasis 

added)). 

 
5. Factors to Consider in Assessing a Party’s Conduct under Proposed Rule 

37(e)(2) 
 

• The extent to which the party was on notice that litigation was likely and that the 

information would be discoverable; 

 

• The reasonableness of the party’s efforts to preserve the information; 

 

• Whether the party received a request to preserve information, whether the request was 

clear and reasonable, and whether the person who made it and the party consulted in good 

faith about the scope of preservation; 

 

• The proportionality of the preservation efforts to any anticipated or ongoing litigation; 

and  
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• Whether the party timely sought the court’s guidance on any unresolved disputes about 

preserving discoverable information. 

 
6. Current Law in the Fourth Circuit 

 

There is not a great difference between current law in the Fourth Circuit regarding 

spoliation and proposed Federal Rule 37(e).  The most recent Fourth Circuit decision discussing 

the issue comprehensively is Turner v. United States, 736 F.3d 274 (4th Cir. 2013).  In that case, 

decided by Judge Gibney of the Eastern District of Virginia (sitting by designation), the court set 

out the following analysis for spoliation: 

(1) There must be a duty to preserve material evidence.  The duty arises when a party 

reasonably should know that the evidence may be relevant to anticipated litigation.  

The court noted that a document preservation letter would have put the defendant on 

notice of the coming litigation, though in this case, one was not sent. 

(2) Negligence alone is not enough.  The spoliator must have known or reasonably 

anticipated that evidence would be relevant, and willfully engaged in its destruction. 

(3) No showing of bad faith is required.  Although the destruction of the evidence must 

be intentional, there is no showing of bad faith required.   

 

The court also made clear that spoliation is not an independent cause of action; it is a rule 

of evidence. 

 

IV. Developing a Public Records Policy 
 

The  VPRA,  VFOIA  and  the  Data  Act  all  apply  to  electronic  records.    As 

discussed above, electronic document retention and production has recently become a focus of 

litigation in Virginia and it is a hot topic for the Committee tasked with updating the Federal 

Rules.   It therefore behooves localities that have not adopted an official records retention 

policy to do so, and those that have adopted such policies to reevaluate them to make sure they 

are up to date with current law and best practices. 
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A. Issues to Address in a Public Records Policy 

 
The best public records policies include three components:  (1) a clear and up-to- date 

records management policy; (2) procedures in place that implement the policy; and (3) regular 

dissemination and training on the policy and procedures.  While this section focuses on the 

first of these components – adoption of a policy and some of the issues a policy should address 

– the other two components are just as important and will ensure that the policy, once adopted, 

is carried out and maintained. 

 
1. Electronic Records Generally 

 
The Library of Virginia, which is tasked with implementing the VPRA, see Va. Code § 

42.1-77, defines an “electronic record” as “a record created, generated, sent, communicated,  

received,  or  stored  by  electronic  means.  Electronic  record  formats include, but are not 

limited to, word processing files, spreadsheets, e-mails, instant messages, Web sites, databases, 

and scanned images, as well as multimedia files that may include audio, graphics, video, and 

animation.” 5 

Importantly, it is the content of a record rather than the medium in which it is stored 

that determines whether a document is a “public record.”  Therefore, all provisions of VFOIA 

and the Virginia Public Records Act apply to electronic public records just as they would to 

hard-copy public documents stored in a state agency file room. 

 
2. Metadata 

 
Although those who keep up with developments in e-discovery have been familiar with 

the term “metadata” for some time, recent revelations about the NSA’s data monitoring 

programs have brought the word into the common parlance.   Despite how often the term 

“metadata” is thrown about, many are still confused about what it actually means.  Metadata is, 

essentially, data about data.  In other words, it is the data containing information as to the 
                                                           

5  In carrying out its responsibilities for preserving public records, the Library of Virginia has 
issued “Electronic Records Guidelines,” “E-Mail Management Guidelines,” and “Digital Imaging 
Guidelines,” which provide guidance to localities and agencies developing electronic records retention 
policies.  Much of the information in this section is  drawn  from  these  authorities,  which  are  
available  at:   http://www.lva.virginia.gov/agencies/records/electronic/index.htm. 

 

http://www.lva.virginia.gov/agencies/records/electronic/index.htm
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context, content, and structure of electronic records.  Metadata can be extremely useful, 

because it can facilitate the organization and accessibility of records through database and 

systems searches. 

The Library of Virginia suggests that state entities maintain various forms of metadata 

including data which describes:  (1) the organization that created the record; (2) the purpose of 

the records; (3) the date of the record creation] (4) the relevant time period of  the  record;  (5)  

the  relationship  to  other  records;  and  (6)  any  law  or  procedure governing the record. 

In addition to collecting and maintaining automatically generated metadata, such as 

the timestamp and author of a Microsoft Word document, public bodies must devote particular 

attention to file naming.   By selecting appropriate file names, recordkeepers can maintain a 

structured system of electronic records.  Using a common classification scheme or taxonomy 

allows multiple users within an agency to easily create, share, and access documents while 

preserving an organized records system.  For example, a city council subcommittee might 

choose to uniformly organize its meeting reports by using a file name which contains 

placeholder zeroes to allow for greater ease of access: 

Use this: 
 
LandUseCommitteereport001 
LandUseCommitteereport002 
LandUseCommitteereport015 
LandUseCommitteereport029 

 

Not that:* 
 
LandUseCommitteereport1 
LandUseCommitteereport15 
LandUseCommitteereport2 
LandUseCommitteereport29 
 

*Failure to use placeholder zeros results in list that is out of order. 
 

Alternatively, file names can begin with dates in reverse order (year-month-day) 
 
so that they are easily sorted chronologically: 

 
 

Use this: 
 
13-11-15LandUseCommitteereport 
13-12-12LandUseCommitteereport 
14-01-15LandUseCommitteereport 
14-02-13LandUseCommitteereport 

Not that:† 
 
01-02-14LandUseCommitteereport 
02-13-14LandUseCommitteereport 
11-15-13LandUseCommitteereport 
12-12-13LandUseCommitteereport 
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†  Failure to reverse the order of dates results in files being saved out of 
chronological order. 
 

3. E-Mail Management Guidelines 
 

Because e-mail is merely an electronic medium and not a specific type of public 

record, there is no set retention period applicable to all e-mail.  Instead, it is the content 

of the e-mail that determines whether or how long it should be retained. 

The  best  practice  is  to  categorize  e-mail  as  correspondence  covered  by  the 

General Records Retention and Disposition Schedule provided by the Library of Virginia. 

General Schedule (101) applies to correspondence for state agencies while General 

Schedule (19) governs correspondence for localities.  (As noted above, these schedules 

are available at  http://www.lva.virginia.gov/agencies/records/retention.asp.) 

Furthermore, as discussed above, state and local government employee e-mails 

are subject to VFOIA disclosure, unless subject to a statutory exemption.  Accordingly, 

systems administrators must be able to timely and effectively retrieve e-mails in keeping 

with the five-business-day (plus additional seven business days, if extension is provided) 

VFOIA timeline. 

Tips for e-mail management include the following: 

• E-mail records should be manually archived, because mailbox size 

limitations may only allow for temporary storage within the e-mail system. 
 
 

• Employees should be trained as to which emails constitute public records 

and how to manually archive these messages. 
 
 

• E-mails that need not be retained as public records (such as personal 

correspondence, out-of-office responses, meeting announcements, and 

listserve messages) should be deleted regularly. 
 
 

• Retain only the final e-mail in a thread, as this should capture all prior e-

mails in the thread, as well (be careful, though, not to delete threads with 

similar “subject” names, believing they are all the same thread). 

http://www.lva.virginia.gov/agencies/records/retention.asp
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• Regularly archive any e-mails which are public records, and be wary of the 

difference between manual archiving and AutoArchive within Microsoft 

Outlook (an automatic function of Outlook which the Library of Virginia 

discourages). 
 
 

• Remember that Calendars and Drafts are electronic records, as well, and 

should be preserved. 

 
 

4. Websites 
 

The Library of Virginia archives all web sites of statewide government agencies 

on a monthly basis.   For example, these website include those of the Office of the 

Governor, Office of the Lieutenant Governor Office of the Attorney General, the 

Governor’s Cabinet, the Supreme Court of Virginia, and all statewide executive, 

legislative, and judicial branches as listed in the Blue Book (The Report of the Secretary 

of the Commonwealth). 

 

If a record is exclusively contained on a website, then the website, itself, is 

deemed a public record and must be retained.  Thus, local governments (whose websites 

are not archived by the Library of Virginia) should preserve copies of the pages of their 

websites that have content that is not available elsewhere. 
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5. Imaging and Storage of Electronic Records 
 

The Virginia Public Records Act requires agencies and localities to convert and 

migrate electronic records “as often as necessary so that information is not lost due to 

hardware, software, or media obsolescence or deterioration.”  See Va. Code § 42.1-85. 

The Code of Virginia permits copies of original records to be introduced as evidence.  

See Va. Code § 8.01-391; see also Williams v. Commonwealth, 35 Va. App. 

545, 546 S.E.2d 735 (2001) (holding that § 8.01-391 is a statutory exception to the best 

evidence rule providing that, when properly authenticated, copies of official records by state 

entities are as admissible as the original records).   In the context of electronic records, 

this means that an imaged, reformatted, or electronically maintained copy may be used as 

an original. 

In determining the best storage medium for records, public bodies should consider the 

size of the records, the length of retention, and the associated costs.  Generally there are three 

types of digital media storage:  (1) magnetic (computer hard drives or magnetic tape); (2) 

optical (CD or DVD); and (3) solid state (flash media such as USB thumb drives).  Each of 

these data types has advantages and disadvantages.  Localities should consult with their 

information technology officers to determine which form of storage works best for their 

needs. 

B. Template for a Public Records Policy 
 

Rather than reinvent the wheel, local governments seeking to adopt or update public 

records policies are encouraged to use the template provided by the Library of Virginia as a 

starting point. The template is available online in Word form at 

http://www.lva.virginia.gov/agencies/records/policy.htm and a copy is attached for your 

convenience as Appendix D.  The template addresses each of the areas that typically should 

be covered in a records policy and can be modified to take into account the unique 

circumstances of each public body. 

V. Use of Public Records in Virginia courts. 
 

A.  Evidentiary Use:  The evidentiary use of records is governed by statute and the 
rules of evidence.  

http://www.lva.virginia.gov/agencies/records/policy.htm
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1. Virginia Code Sections 8.01-390 and 8.01-391.  
 

§ 8.01-390. Nonjudicial records as evidence (Subdivision (10)(a) of Supreme Court 
Rule 2:803 derived from subsection C of this section). 

A. Copies of records of this Commonwealth, of another state, of the United States, of 
another country, or of any political subdivision or agency of the same, other than those 
located in a clerk's office of a court, shall be received as prima facie evidence provided 
that such copies are authenticated to be true copies either by the custodian thereof or by 
the person to whom the custodian reports, if they are different. 

 
§ 8.01-391. Copies of originals as evidence (Supreme Court Rule 2:1005 derived 
from this section). 

A. Whenever the original of any official publication or other record has been filed in an 
action or introduced as evidence, the court may order the original to be returned to its 
custodian, retaining in its stead a copy thereof. The court may make any order to 
prevent the improper use of the original. 

 
2. Rule 2:803 (8) of the Rules of the Virginia Supreme Court.  

 

Rule 2:803 Hearsay Exceptions Applicable Regardless of Availability of the 
Declarant (Rule 2:803(10)(a) derived from Code § 8.01-390(C); Rule 2:803(10)(b) 
derived from Code § 19.2-188.3; Rule 2:803(17) derived from Code § 8.2-724; and 
Rule 2:803(23) is derived from Code § 19.2-268.2) The following are not excluded by 
the hearsay rule, even though the declarant is available as a witness: 

(8) Public records and reports. In addition to categories of government records 
made admissible by statute, records, reports, statements, or data compilations, in 
any form, prepared by public offices or agencies, setting forth (A) the activities 
of the office or agency, or (B) matters observed within the scope of the office or 
agency's duties, as to which the source of the recorded information could testify 
if called as a witness; generally excluding, however, in criminal cases matters 
observed by police officers and other law enforcement personnel when offered 
against a criminal defendant. 

 

(10) Absence of entries in public records and reports. (a) Civil Cases. An 
affidavit signed by an officer, or the deputy thereof, deemed to have custody of 



24 
 

records of this Commonwealth, of another state, of the United States, of another 
country, or of any political subdivision or agency of the same, other than those 
located in a clerk's office of a court, stating that after a diligent search, no record 
or entry of such record is found to exist among the records in such office is 
admissible as evidence that the office has no such record or entry. 

Additional proof of authenticity as a condition precedent to admissibility is not required with 
respect to the following: (1) Domestic public records offered in compliance with statute. Public 
records authenticated or certified as provided under a statute of the Commonwealth. 

 

B.  The Basics of Using Public Records for Evidentiary Purposes. 

1. Getting through the door: 
 

A proposed exhibit must be: 

a. A public record, 
 

b. That was created or prepared by a public official, 
 

c. Pursuant to a duty, 
 

d. Imposed by statute or required by the nature of the office, 
 

e. That has been authenticated by the custodian. 
 

2. Making or surviving a hearsay objection. 
 

a. Each statement in a record must be scrutinized. 
 

b. Only statements of fact; no opinions. 

c. Statements of fact must have been recorded based on personal knowledge of 

or observation by the recording official to which the recording official could 

testify if called as a witness.  

 
 

3. Evidentiary weight. 
 

a. The public record, i.e. statements of facts, shall be received as prima facie 

evidence. 
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b. Prima facie evidence is evidence that on its first appearance is sufficient to 

raise a presumption of fact or establish the fact in question unless rebutted. 

Babbitt v. Miller, 192 Va. 372, 379-380 (1951). 

c. When in doubt have a witness.  
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ELECTRONIC RECORDS GUIDELINES
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APPENDIX D 

RECORDS MANAGEMENT POLICY 
SAMPLE TEMPLATE  
Library of Virginia 

A. Statement of Intent 

This policy establishes the general responsibilities for management, retention, and 
disposition of AGENCY records as mandated by the Virginia Public Records Act (VPRA), 
Code of Virginia § 42.1-76–§ 42.1-91. This policy applies to all employees (including part-
time and per diem) and authorized agents of the AGENCY and its affiliates. 

The AGENCY is committed to effectively managing its records, regardless of media type, by 
adhering to best practices and following a systematic and logical plan developed by the 
organizational units that maintain the records. The successful implementation and 
ongoing effectiveness of this policy is dependent on the cooperation of each 
organizational unit to ensure that permanent records are preserved and nonpermanent 
records are destroyed in a timely and orderly manner. 

The policy will provide guidance for achieving the following objectives: 

1. Comply with the Virginia Public Records Act (VPRA), Code of Virginia § 42.1-76–§ 
42.191, which governs the creation, maintenance, and disposition of public records 

2. Develop and implement procedures, guidelines, systems, and business practices that 
facilitate the creation, backup, preservation, filing, storage, and disposal of records of 
all formats 

3. Create a network of personnel throughout the AGENCY trained to manage records of 
all types 

4. Reduce risks associated with unintended disclosure of sensitive information 

5. Protect essential and historical information about the AGENCY 
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Records Management Program 
The AGENCY will implement a sound records management program in accordance with the 
Virginia Public Records Act (VPRA) § 42.1-76 et seq. An effective records management 
program will implement Library of Virginia–approved records retention and disposition 
schedules, document destruction of scheduled records, train employees, and create and 
disseminate records management procedures. 

Designated Records Officer 

The AGENCY will designate at least one records officer to oversee the AGENCY’s records 
management program in accordance with the Virginia Public Records Act (VPRA) § 42.1-85. 
The designated records officer(s) will serve as a liaison(s) to the Library of Virginia for the 
purposes of implementing and overseeing a records management program, and 
coordinating legal disposition, including destruction of obsolete records. 

The AGENCY will identify the person or persons who will serve as records officer(s) by 
submitting the Records Officer Designation and Responsibilities Form (RM-25) to the Library 
of Virginia. 

Delivery of Records to Successor 

At the end of a records custodian’s term of office, appointment, or employment, all records 
should be turned over to his/her successor. In the event that the AGENCY ceases to exist 
and there is no successor, all records should be transferred to the Library of Virginia per the 
Code of Virginia § 42.1-88. 

II. Public Records 

Public Records 

Public records are those that document the transaction of business by the AGENCY. 
The format in which the information is presented, as well as the medium on which the 
information is contained, have no bearing on the determination of whether the record is a 
public record. (Code of Virginia § 42.1-77) 

Non-records 

Public records shall not include materials made or acquired and kept solely for reference or 
exhibition purposes, copies of records kept only for convenience or reference, and stocks of 
publications. These are considered “non-records.” (Code of Virginia § 42.1-77) 
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Copy of Record 

The “copy of record” shall be construed to mean the “official” copy of a particular public 
record, with no regard as to whether it is an original, copy, or reformatted version. All 
work units within the AGENCY shall work with the designated records officer to establish 
in writing the ownership of and responsibility for copies of record. 

Confidential Records 

Public records that are restricted from disclosure by statute, court order, or legally 
adopted rules and regulations are considered confidential. AGENCY records that are 
deemed confidential are still considered to be public records even though they are not 
publicly available. AGENCY records management procedures will contain references to all 
applicable regulations and statutes affecting AGENCY records. 

III. Roles and Responsibilities 

Agency Head or Designee 

The head of the AGENCY or his/her designee is responsible for establishing and 
approving the AGENCY records management program and identifying to the Library of 
Virginia the person(s) to serve as the designated records officer(s). 

Department, Division, or Section Heads 

The heads of departments, divisions, and/or sections are responsible for ensuring that 
procedures and programs within their areas of responsibility meet the requirements of 
the AGENCY’s records management program relative to record identification, generation, 
control, maintenance, processing, storage, and disposition. 

Agency-designated Records Officer 

The designated records officer is responsible for the development, implementation, 
and ongoing coordination of the records management program to meet regulatory 
requirements. 

Responsibilities of the records officer include: 
• Developing procedures to implement the AGENCY’s records management 

program in coordination with the Library of Virginia 
• Providing training in records management procedures and practices, including 

the use of appropriate forms 
• Implementing systems to meet program requirements for completeness, legibility, 

reproducibility, retrievability, distribution, control, security, storage, and 
disposition of records, regardless of format or media type 
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• Advising staff members on where to access and how to use Library of 
Virginia– approved retention schedules 

• Coordinating and/or assisting staff in the surveying of records 
• Ensuring that essential, archival, and permanent records are identified, properly 

maintained, protected, and accessible for the length of time cited in an 
applicable retention schedule 

• Maintaining contact and connections with AGENCY records coordinators 

Records Coordinators 

Records coordinators are responsible for assisting in the design, implementation, and 
management of the AGENCY records management program by serving as liaisons between 
their respective work units and the AGENCY’S designated records officer. 

Responsibilities of a records coordinator include: 
• Being familiar with the AGENCY’S internal records management policy 
• Developing the unit’s records management procedures and practices, 

consistent with this policy 
• Educating staff within the organizational unit in understanding sound 

record management practices 
• Restricting access to confidential records and information 
• Coordinating the destruction of records with the records officer as provided in 

the applicable procedures 

IV. Records Retention and Disposition Schedules 

Records retention and disposition schedules are created and maintained by the Library of 
Virginia. Retention schedules are approved sets of clearly identified, related records series 
that dictate the length of time a series must be kept and its required disposition. 

All AGENCY records must be managed in accordance with the most current Library of 
Virginia–approved records retention and disposition schedules. 

If a new category of records is created, and no applicable series is found on an existing 
retention schedule, then the AGENCY’s designated records officer must contact the 
AGENCY’s assigned records analyst at the Library of Virginia so that the records may be 
scheduled. 
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V. Electronic Records 

The AGENCY will manage its electronically stored information (ESI) consistent with the 
Library of Virginia–approved records retention and disposition schedules and any legal 
obligations that may apply. The retention schedules govern retention of electronic records 
in the same manner as paper records. Content, not format, drives records retention. 

The destruction of electronic records must be documented through submission of the 
Certificate of Records Destruction (RM-3 Form). (See section VII of this policy.) 

VI. Disposition of Public Records 

There are two options for public records disposition: permanent retention or 
destruction. Use the records retention and disposition schedules to determine whether a 
series is permanent or when it should be destroyed. 

Permanent Records 

A public record is considered permanent when it has been determined to have 
“continuing and enduring value useful to the citizens of the Commonwealth and necessary 
to the administrative functions of public agencies in the conduct of services and activities 
mandated by law.” (Code of Virginia § 42.1-77) 

Permanent records held by the AGENCY are identified on a Library of Virginia– 
approved records retention and disposition schedule as having sufficient informational 
value to be permanently maintained by the Commonwealth. The retention schedules will 
identify whether a record must be maintained by the AGENCY or may be offered to the 
Archives at the Library of Virginia. Permanent records of the AGENCY cannot be given away, 
sold, or loaned to any outside person, organization, or business entity. 

AGENCY staff or work units in possession of permanent records that may be offered to the 
Library of Virginia must contact the AGENCY designated records officer when the records 
are no longer active. The records officer will contact the Library to begin the transfer 
process. 

Non-permanent Records 

All AGENCY records that have not been deemed permanent must eventually be destroyed. 
The records retention and disposition schedules identify when a set of records has reached 
the end of its usefulness. A retention schedule may also state whether records must be 
destroyed in a certain manner. Retention schedules constitute a legal timeline for the 
destruction of records from which the AGENCY must not deviate unless in the midst of a 
legal hold. (See section IX of this policy.) 
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VII. Destruction of Public Records 

All records destruction performed by the AGENCY must be done in accordance with written 
procedures and documented on a Certificate of Records Destruction (RM-3 Form). The RM-
3 Form is required when destroying public records, in all formats, that are deemed copies of 
record. The original RM-3 Form must be submitted to the Library of Virginia. The AGENCY 
must retain a copy of the RM-3 Form for three (3) years. 

AGENCY records must be destroyed in the manner identified by the appropriate series on a 
general or specific records retention and disposition schedule. All AGENCY records must be 
destroyed once the applicable retention period has expired. No records may be maintained 
past the end of their stated retention unless involved in current litigation, investigation, or 
audit. (Code of Virginia § 42.1-86.1) 

AGENCY records may not be destroyed because of lack of space or funding for storage. Do 
not report the destruction of materials that are not public records, such as copies, personal 
items, and reference materials on an RM-3 Form. 

Non-confidential Destruction 

Acceptable methods of destruction for non-confidential AGENCY records include trash, 
recycling, or deletion of electronic records. Destruction must be done in a timely manner, 
construed by the Library of Virginia to be one (1) year from retention expiration. 

Confidential Destruction 

Acceptable methods of destruction for confidential AGENCY records include cross-cut 
shredding, pulping, incinerating, physical destruction of electronic storage media, “wiping” 
of electronic records with appropriate software, and degaussing of magnetic material. 
Destruction of confidential records containing personally identifying information must be 
done within six (6) months of retention expiration. (Code of Virginia § 42.1-86.1) 

VIII. Storage, Retrieval, and Disaster 

Recovery Storage 

All AGENCY records shall be maintained in such a way that they are identifiable and 
accessible for the entirety of their assigned retention period. 

All AGENCY records must be stored in areas with consistent temperatures and humidity 
levels. Ideal conditions are a temperature maintained in the 65–70° range and humidity 
maintained at 40% +/- 5%. 

All AGENCY records must be: 
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• Protected from fire by the installation of smoke detectors, water sprinklers, and fire 
extinguishers 

• Free of vermin and insects 
• Far from water pipes 

If records are of a confidential nature, they should be stored in a secure area that is locked 
and has controlled access for select personnel only. Strict procedures must be in place for 
retrieval, use, and re-filing of confidential records. Access to confidential records in 
electronic formats will be limited by assigning appropriate log-in credentials. 

Retrieval 

All work units must have procedures in place for the retrieval of records, their use, and re-
filing. 

Disaster Recovery 

The AGENCY will have in place a Records Emergency Action Plan (REAP) that clearly 
communicates the procedures for records recovery in the event of a natural disaster, fire, or 
other catastrophic event affecting the AGENCY. 

IX. Legal Matters, Audits, and Investigations 

Any AGENCY record that is relevant to pending or anticipated action, i.e., litigation, claim, 
audit, agency charge, investigation, or enforcement action, shall be retained until final 
resolution of the matter. In these circumstances, the work unit involved with the ongoing 
action will notify all other relevant organizational units and work with staff to identify 
and retain any records (including electronic records) and other information that could be 
relevant to the matter. This will include a directive that the relevant work unit’s normal 
document destruction procedures be suspended temporarily. 

AGENCY employees who become aware that an action, investigation, or legal proceeding 
has commenced or is anticipated against their department or work unit must promptly 
notify the manager of the affected organizational unit, as well as the agency-designated 
records officer, so that all records with potential relevance to the investigation or legal 
proceeding can be retained as necessary. After matter is closed, records should be 
maintained according to appropriate records series retention and disposition. 

X. Data Privacy 

All records created and maintained by the AGENCY that contain personal or other 
confidential information must be kept in accordance with the Government Data Collection 
and Dissemination Practices Act, Code of Virginia § 2.2-3800 et seq. (See section VIII of this 
policy for information on the storage of and access to confidential records). 


