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New Illinois Genetic Information Privacy Act Class 
Actions Against Life Insurers Bark Up the Wrong 
Family Tree
By Brian I. Hays and Michael J. McMorrow

A recent slate of class action lawsuits 
seeks to expand the scope of the 
Illinois Genetic Information Privacy 
Act’s (GIPA) prohibition against 

considering family medical history to life insur-
ance companies.1 Although GIPA2 was passed 
in 1998 and has been amended a number of 
times, the plaintiff’s bar has only recently seized 
upon the statutory penalties provided for in the 
private right of action. At least 30 class action 
lawsuits were filed in 2023. Plaintiffs recently 
turned their sights on the life insurance industry 
with class action complaints. Fortunately, plain-
tiffs’ new theory is not supported by the plain 
language of GIPA.

GIPA Restricts The Use of 
Genetic Information

Section 20 of GIPA addresses the use of 
genetic testing information for insurance 
purposes.

•	 Section 20(a) prohibits an insurer from 
seeking information derived from genetic 
testing for use in connection with a policy 
of accident and health insurance.

•	 Section 20(b) prohibits insurers from using 
or disclosing protected health information 

that is genetic information for underwrit-
ing purposes. Underwriting purposes 
includes:
(1)	 rules for, or determination of, eligibil-

ity (including enrollment and contin-
ued eligibility) for, or determination of, 
benefits under the plan, coverage, or 
policy (including changes in deductibles 
or other cost-sharing mechanisms in 
return for activities such as completing 
a health risk assessment or participating 
in a wellness program);

(2)	 the computation of premium or contri-
bution amounts under the plan, cover-
age, or policy (including discounts, 
rebates, payments in kind, or other 
premium differential mechanisms in 
return for activities, such as completing 
a health risk assessment or participat-
ing in a wellness program);

(3)	 the application of any pre-existing 
condition exclusion under the plan, 
coverage, or policy; and

(4)	 other activities related to the creation, 
renewal, or replacement of a contract 
of health insurance or health benefits.

•	 Section 20(c) allows an insurer to consider 
the results of genetic testing in connection 



2	 February 2024	 Employee Benefit Plan Review

with a policy of accident and 
health insurance if the individual 
voluntarily submits the results 
and the results are favorable to 
the individual.

•	 Section 20(d) prohibits an 
insurer from releasing informa-
tion derived from genetic testing 
to a third party, except as speci-
fied in the Act.

•	 Section 20(e) prohibits compa-
nies that provide direct-to-con-
sumer commercial genetic testing 
from sharing any genetic test 
information or other personally 
identifiable information about a 
consumer with any health or life 
insurance company without writ-
ten consent from the consumer.

GIPA adopts the definition of 
“protected health information,” and 
“genetic information” from HIPAA 
regulations.3

GIPA creates a private right of 
action for “any person aggrieved by 
a violation” of the Act.4 A prevailing 
party may recover for each viola-
tion up to $2,500 or actual dam-
ages for negligent violations and up 
to $15,000 or actual damages for 
intentional or reckless violations. 
GIPA also allows for the recovering 
of attorney’s fees and costs, including 
expert witness fees.

Class Action Litigation 
Against Life Insurers 
Based on Family Medical 
History Questions

The spate of recent filings follows 
in the wake of an August 3, 2023, 
decision certifying a class against 
Sequencing, LLC for disclosing 
customers’ genetic information to 
unknown third-party developers in 
alleged violation of Sections 30(a)(2) 
and 35 of GIPA without first obtain-
ing those customers’ consent.5 In the 
recently filed class action lawsuits 
against the life insurance companies, 
however, the plaintiffs are instead 
challenging life insurance applica-
tion questions asking consumers to 
disclose their family medical history 
(the Complaints).

A prevailing party 
may recover for each 
violation up to $2,500 
or actual damages for 
negligent violations and 
up to $15,000 or actual 
damages for intentional or 
reckless violations.

The Complaints argue that 
Section 20(b) applies to all insur-
ers and prohibits them from using 
“protected health information that is 
genetic information.” “Genetic infor-
mation” is defined in the HIPAA 
regulations to include both informa-
tion about actual genetic tests, and 
“the manifestation of a disease or 
disorder in family members of an 
individual.”6 The definition excludes 
information about the age or sex 
of an individual.7 The Complaints 
allege that the life insurers used the 
family medical history questions to 
underwrite risks, determine eligibil-
ity, and set premiums in violation of 
Section 20(b).

The Complaints do not specify 
any genetic information sought in the 
exams. Instead, they rely exclusively 
on the term “manifestation of a dis-
ease or disorder in family members,” 
construing it broadly to encompass 
any illness, including questions 
regarding family histories of high 
blood pressure, cancer, diabetes, and 
heart disease.

Courts interpreting this phrase 
under GIPA’s federal counterpart 
– the Genetic Information Non-
Discrimination Act of 20088 – have 
limited the scope of the term to medi-
cal conditions that have a genetic 
predisposition or a genetic basis, 
excluding such issues as Covid-19, 
ADHD, suicide, anxiety and depres-
sion.9 Under federal law, these courts 
have stated that family disease 
history is only considered genetic 
information if it is used to determine 
the likelihood of disease in another 

individual, and is not considered 
genetic information if it is taken into 
account only with respect to the 
individual in whom such disease or 
disorder occurs and not as genetic 
information with respect to any other 
individual.

The Complaints’ attempt to apply 
Section 20(b) to the insurance suffers 
from a tragic flaw. The analysis of the 
defined term “protected health infor-
mation” in GIPA in the class action 
complaints stops two steps short in 
describing the type of information 
that is being protected.

Section 20(b) Only 
Applies to Accident and 
Health Insurance

Although it takes a few steps track-
ing back the various definitions, under 
the plain language of the Act, Section 
20(b) does not apply to life insur-
ers. Section 20(b) is limited to health 
insurers and health plans. Section 
20(b) provides in relevant part:

(b) An insurer shall not use 
or disclose protected health 
information that is genetic 
information for underwriting 
purposes. For purposes of this 
Section, “underwriting pur-
poses” means, with respect to 
an insurer: . . .

(2) the computation of pre-
mium or contribution amounts 
under the plan, coverage, or 
policy (including discounts, 
rebates, payments in kind, or 
other premium differential 
mechanisms in return for 
activities, such as complet-
ing a health risk assessment 
or participating in a wellness 
program). The definition of 
“underwriting purposes” 
specifically excludes “determi-
nations of medical appropri-
ateness where an individual 
seeks a benefit under the plan, 
coverage or policy.”10

While the Complaints stops their 
analysis here, tracing the defined 
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term “protected health information” 
shows that information collected 
by life insurers is not covered. GIPA 
adopts the definition of “protected 
health information” from the HIPAA 
regulations:

Protected health information 
means individually identifiable 
health information:

(1)	 Except as provided in para-
graph (2) of this definition, 
that is:
(i)	 Transmitted by elec-

tronic media;
(ii)	 Maintained in electronic 

media; or
(iii)	Transmitted or main-

tained in any other form 
or medium.11

“Individually identifiable 
health information” is defined 
as:

information that is a subset of 
health information, including 
demographic information col-
lected from an individual, and:

(1)	 Is created or received by a 
health care provider, health 

plan, employer, or health 
care clearinghouse.12

Life insurance simply is not 
covered.

Limiting “protected health infor-
mation” in the insurance context 
to information obtained by health 
plans is consistent with how the 
Illinois Department of Insurance 
has been treating genetic informa-
tion. The only sections of the Illinois 
Administrative Code addressing 
GIPA are in the sections applicable to 
accident and health insurance.13

Life insurance companies should 
continue to watch changes to GIPA. 
The General Assembly has been 
expanding the scope of GIPA since 
its passage. In 2019, Section 20(e) 
was revised to prohibit direct-to-
consumer commercial genetic testing 
companies from sharing genetic test 
information to include life insurance 
companies. The General Assembly 
is currently considering expanding 
Section 20(a) to add life insurance to 
accident and health insurance compa-
nies prohibited from seeking infor-
mation derived from genetic testing.

However, until the General 
Assembly changes the definition 
chain to add life insurance to the 

definition of “protected health infor-
mation,” class actions like the recent 
Complaints should be dismissed. ❂
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