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It has been 10 years since the term “data breach” first hit the media and became recognizable by the public. Notices

issued in 2005 by companies in response to California SB 1386' ushered in a public understanding of the importance

of data security that those of us dealing with technology had appreciated long before then. Legislatures in 47 states

passed breach-notification statutes building on the California law.> Congress held hearings questioning the execu-

tives of the affected companies, and Congress discussed federal legislation. Many of us prepared for the expected

surge in data security laws and heightened importance of the issue in the boardroom.? We waited. Following the

TJ Maxx event in 2007 and the Heartland Payments event in 2009,* we again expected the surge. Now with Target,

Home Depot, Sony 2.0, and Anthem in 2013 and 2014,> we are anticipating change yet again.

en years later, have we made any progress? I would say

yes. For example, Congress passed the Health Information

Technology for Economic and Clinical Health Act in 2013.°

Credit issuers developed and contractually required more
in-depth security requirements found in the Payment Card Indus-
try Data Security Standard (PCI DSS), which have been improved
in the past 10 years’. However, the progress has not been a surge.
Rather, there has been slow progress in understanding the issues
and adopting appropriate responses. No business today can claim
ignorance to the issue of data security. But many businesses are in
denial, believing they will never be a target, and they are unwilling
to address security for fear that doing so will impede profitability.
Other businesses implement programs that meet a general industry
standard without any consideration to the issues unique to that busi-
ness. Security thus becomes a check-the-box effort.

It is time for a change in how businesses consider and manage
data security. I am not just referring to the tools and tactics but in-
stead how data security is considered within the organization and
the boardroom. We have often overheard information technology
professionals complain about their nominalization within the orga-
nization. In reality, companies that fail to see technology as an es-
sential component of the business and instead treat technology as
infrastructure (like facilities management) will fail in the modern
economy. Even IT professionals sometimes fail to see that informa-
tion security is as critical to a company’s success. What is the net
value to the bottom line of new functionality that permits criminals
to steal the identity of your valued customers, take your intellectual
property, and diminish your good will?

It is not enough to focus on the products or services a company
provides. Companies must create and implement effective proce-
dures for information privacy and security risk management. Com-
panies should employ a layered security approach, or what is com-

monly called security in depth. This can include perimeter security,
intrusion detection systems, egression device monitoring, and the
like. With this layered approach, when one security element fails,
several others are in place to prevent, if not mitigate, the resulting
harm. Many companies ignore this approach and relegate informa-
tion security to an insignificant voice in the debate concerning the
best use of company resources. Even for those companies that adopt
security in depth, there is an over-reliance on technology. The board
or the business leaders may think of data security like infrastructure:
“Just get my phones to work—I do not want to know how—and do
so at the lowest cost.” This approach is foolish and, most important,
will not protect critical assets.

So what does this have to do with our role as counsel? Lawyers
are problem solvers. Information security presents a significant
problem for many companies, and the issue is only growing in im-
portance and complexity. As legal counsel, our responsibility is to
understand the issues and provide measured advice and solutions in
helping to manage these risks. This article will walk through some
of the basic foundations of sound data security with an emphasis on
where attorneys can best provide aid.

Critical Assets: Data Classification and Mapping

It should come as no surprise that the first questions to ask are: (1)
what sensitive information do I have (i.e., data classification), (2) who
uses the information, (3) where is it stored, and (4) how is it trans-
mitted (collectively, data mapping)? Most companies have performed
at least the data classification task—what information do I have. Many
companies cannot answer the other questions and certainly not over
time. But knowing who has access, where the information is stored,
and how it is transported are critical to sound data security.

An analogy may prove useful. I have three daughters. I buy jew-
elry for my wife and toys for my daughters. Would I treat my daugh-
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ters’ toys in the same manner as my wife’s jewelry—which, for me,
would mean leaving the jewelry in the driveway after a long day?
Obviously we would not. Yet many companies do so by not knowing
the location and treatment of their critical data and thus treating all
information the same.

The concepts of data categorization and mapping are critical for
complying with statutes like the Gramm-Leach-Bliley Act (GLBA)®
and the Health Insurance Portability and Accountability Act (HI-
PAA).? Likewise, companies that accept credit cards must segregate
and know the location of payment information to comply with the
PCI DSS standards.'” For these companies, a breach of financial pro-
tected personal information, protected health information or cred-
it card data presents serious consequences and difficult questions
about sufficiency of the company’s data security regime. However,
the questions are just as difficult when asked by a board about the
loss of intellectual property. It is critical to know the location and
protection strategy of data. Indeed, having sound data mapping
practices can allow a company to concentrate its efforts on protect-
ing its “jewelry.”

Existing Laws Provide
Some Basic Data Protection Policies

We can look at the security requirements included in GLBA, HI-
PAA, and PCI DSS to understand the importance of data classifica-
tion and mapping. At the core of each of these standards is a layered
approach to data security involving sound technology and adminis-
trative controls.

GLBA provides a useful point of focus for a variety of reasons,
including its continuing use as a guide for developing standards for
HIPAA, state laws, and even private party contractual requirements.
GLBA regulates the collection, use, and disclosure of consumer fi-
nancial information by “financial institutions” (e.g., nonbank mort-
gage lenders, loan brokers, and some financial or investment advis-
ers). The major components regarding privacy protections include
the Financial Privacy Rule and the Safeguard Rule, which were pro-
mulgated by the Federal Trade Commission (FTC). The Financial
Privacy Rule requires financial institutions to provide each consum-
er with a privacy notice upon the establishment of the consumer re-
lationship and then provide further notice in each subsequent year.
Generally, the privacy notice must explain the information collected
about the consumer, where that information is stored, how that in-
formation is used, and how that information is protected. The notice
also must identify the consumer’s right to opt out of the information
being shared with unaffiliated parties.

The Safeguard Rule requires financial institutions to develop a
comprehensive written information security plan that contains rea-
sonable administrative, technical, and physical safeguards and mea-
sures for continuing to evaluate the plan and force adjustments to
the plan based on the evaluation. Generally, the plan must include:

e A designation of one or more employees to coordinate the infor-
mation security program

e The identification of reasonably foreseeable internal and exter-
nal risks to the security, confidentiality, and integrity of custom-
er information, and assessments of the sufficiency of any safe-
guards in place to control those risks

e Implementation of information safeguards to control the risks
identified through risk assessment, and regular tests of the effec-
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tiveness of the safeguards’ key controls, systems, and procedures
e (Oversight of service providers; requiring them to protect the se-
curity and confidentiality of customer information
e [Evaluation and adjustments to the information security program
in light of the results of testing and monitoring, changes to the
business operation, and other relevant circumstances

Each of these requirements is addressed through relevant phys-
ical, technical, and administrative (e.g., training) controls. In turn,
accountability through a sound governance structure is essential.

Technology

Any layered security program must include and account for the
benefits and risks associated with technology. Use of technology to
safeguard company data as part of a layered information security
program should likewise balance technology with the business mod-
el and its associated risks. Mobile devices, wireless networks, and re-
mote company server access all play a key part in the ever-expanding
virtual office space, increasing efficiency and flexibility. Companies
must balance the benefits of technology with appropriate enterprise
risk management to isolate and minimize security threats, as well as
to mitigate resulting harms. Information technology “doors” should
be locked and monitored the same way as those to any office suite.
Centralized control is essential.

Perimeter defense and access controls (similar to a castle’s walls,
drawbridge, and moat) should include a barrier between the bad guys
outside and the valuable data inside, but they also should provide a
line of demarcation along which companies can position resources
and focus their attention. Firewalls are a first line of defense. Compa-
nies should also consider implementing intrusion detection systems,
routing technology, and credential controls for a robust defense.

To keep abreast of corporate enterprise risk, companies should
also implement oversight and surveillance technologies. Such tech-
nologies, if implemented and maintained, not only can provide intel-
ligence for short-term notice of a potential risk but also long-term
systemic reporting capabilities to assess ongoing performance issues
and opportunities for improvement. System and information moni-
toring software, audits and logging of activity, and data backup all
help support a full-layered approach to information security.

Administrative Controls—People

Even the best-designed and most robust technological security
measures can be compromised by its users. People within a company
have access to data and systems that can impact security well beyond
their office space or assigned job responsibility. Edward Snowden was
a civilian government contractor to the National Security Agency—
one of hundreds, maybe thousands. The Target breach may very well
have begun with an air-conditioning service provider clicking a link in
a company email and unwittingly launching malware. Indeed, a com-
pany’s greatest resource is its people and its business relationships.
Conversely, they also present the company’s greatest risk.

Contractors are used extensively in meeting workforce demands.
A company should have policies of varying degrees to manage the
risk associated with contractors (nonemployees) to include what
work is reserved exclusively for employees and what can be assumed
by contractors. The policies should include background checks, ac-
cess permissions, policies, and contractor agreements. Such agree-
ments and policies should include clear requirements for what is



acceptable and unacceptable work practice and use of information.
Furthermore, a company should demand that contractor companies
and independent contractors comply with the same security frame-
work imposed within the company.!' The third-party also should be
obligated to assist in mitigating any harms resulting from a breach or
other act by the contracting company or its personnel. Where appro-
priate, companies should secure the right to audit their third party
contractors—and then actually complete such audits.

Finally, employees can be just as much, if not more, of a risk. The
obvious security protocol is for companies to have clear policies and
procedures for all employees. But this is not enough. A company
must regularly train and audit compliance with those policies and
procedures to make sure employees not only understand but also
comply with the security measures. In May, a Colorado company was
fined $125,000 by the Office of Civil Rights for HIPAA violations for
allegedly disposing of unsecured protected health information in a
durpster.'? In July 2014, a hospital system agreed to pay $800,000
and adopt a corrective action plan to address alleged deficiencies
in its program for HIPAA compliance when its employees left 71

A company should have policies of varying degrees to manage the risk
associated with contractors (nonemployees) to include what work

is reserved exclusively for employees and what can be assumed by
contractors. The policies should include background checks, access
permissions, policies, and contractor agreements. Such agreements
and policies should include clear requirements for what is acceptable

and unacceptable work practice and use of information.
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cardboard boxes of medical records unattended and accessible
to unauthorized persons on the driveway of the physician’s home,
even with notice that the physician was not at home.'® A trained
employee with appropriate oversight and controls would not have
made such obvious and notably low-tech mistakes. At a minimum,
a company would have a reasonable defense to the actions if they
had. Companies must maintain an active employee training program
with an ongoing awareness program, which includes reminders and
updates on new or emerging threats to company information securi-
ty. (Regulators have told me time and again that they could educate
on just the value of training and awareness programs as safeguards
against data breach.) Companies must see information technology
as part of their business rather than just infrastructure, and informa-
tion security must be fully integrated with daily employee duties to
successfully address threats at all fronts.

Data Governance

Before employees, contractors, and other third parties can help
manage a company’s risk accordingly, a company must set forth its
requirements in written policies. A data governance plan is a living,
documented set of guidelines for assuring the proper management
of a company’s digital information. Without a written expression of a
company’s expectations—to include the manner in which it will col-

lect, store, and use personally identifiable information—a company
cannot reasonably expect its employees and business partners to like-
wise meet those expectations. Furthermore, when a breach occurs,
regulators and law enforcement will have an easier time understand-
ing a company’s efforts to properly manage risks to information if a
written policy and supporting procedures are in place. This is espe-
cially true in regulated sectors such as health care, financial services,
and with publicly held companies. After a breach occurs, a company’s
ability to demonstrate that it has current and substantial policies and
procedures may help to mitigate, to some degree, potential liability if
followed. However, companies must grasp the idea that written poli-
cies are not an end but only a means to information security.

Pulling It All Together

The above may seem obvious. However, 15 years ago we were
asking project managers why security was not part of the functional
specifications when a product was designed; today, we are asking
board members why data security is not part of a company’s stra-
tegic and financial considerations. Yet many organizations still are
not taking the above steps. Or if they do so, the
organization goes through the motions but with
no true mitigation of risks. Why is this often the
case? In short, information security is a second-
ary thought not only in the IT department but
also in the boardroom. It is seen as a cost cen-
ter and not important to financial performance.
This perspective is naive at best and more likely

driven by short-sightedness.
Let me provide a simple example. A firewall
is in fact not a wall; it is more like a door. The
device determines which packets of informa-

>

tion get into the company’s network based on
whether the sniffed data includes expected
credentials (a white list) or known malware or
bad data (a black list). How does a company
decide how those lists are created and managed? What happens if
the rules keep out a customer? What if changing the rules to make
sure no customers are blocked means letting in some malware? We
see this same issue also come up with customer support personnel.
Since these employees are evaluated based on caller satisfaction,
it is easy to understand why a hacker can convince one of these
employees to provide passwords and other sensitive information
over the phone.

These are not just hypothetical examples. Hackers were able
to compromise an individual Instagram account by convincing a
consumer representative to forward the victim’s cell phone to his
phone.** The Instagram account was protected by two-factor au-
thentication. You may understand two-factor authentication as (1) a
password (what you know) and (2) sending a PIN to your cell phone
(something you have). The hacker circumvented this security by
convincing the cell services customer support representative to for-
ward calls and text messages from the victim’s phone to the hacker’s
device. Thus, when Instagram sent the PIN, it went to the hacker.
How could this happen? The call center representative likely did not
want to make the caller upset, not knowing the caller was a criminal.
I suspect that the employee’s performance goals were dependent on
customer satisfaction surveys without any consideration to security.

Indeed, data security is often left out of these decisions or heavily
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discounted. Information security officers report to management or
to IT departments, creating conflicts of interest. When a business
leader decides to not invest in security, or chooses functionality at
the risk of security, there is not a corresponding recognition of the
risk in the balance sheet. Rather, the decision-maker likely hopes
that the breach (and corresponding costs) will not happen on his
or her watch or will occur at a later point in time after he or she has
received the annual bonus and has moved on.

The solution is not easy, as it requires cultural changes. To start,
information security personnel need to identify the risks and present
practical solutions. Information security causes itself to be marginal-
ized when it obstructs advances and is not part of the solution. How-
ever, information security must be empowered and have a voice. The
most effective information security regimes have some relation with
general counsel or another individual that can take concerns to the
board. Finally, decisions to forgo a recommended security feature
must be recognized in financial projections and models. How to do
so can be tricky. Requiring the business to purchase cyberinsurance
and the resulting underwriting process is one solution. Another is to
set a value of the risk created by the decision based on the likelihood
of an event and corresponding costs, and then use that value when
forecasting profitability of the business. In the end, accountability is
the means; the goal is assuring the best risk-management decision to
see the company to long-term success.

Summary

Companies need to understand how internal threats and compa-
ny personnel can affect data security and information privacy. Com-
panies should implement security through a multilayered approach
while understanding what information can be shared across differ-
ent internal business sectors. A company needs to understand and
communicate its information-management practices, make sure em-
ployees and contractors comply with that understanding, implement
and enforce policies, and communicate openly and honestly with its
business partners and customers. Companies must also account for
how the evolving connectivity enabled by the Internet of Things
changes and impacts privacy and security. In the end, companies
must not only discuss these issues but also include a governance
structure that gives voice to these issues and implements the most
effective solutions. Doing so puts a company in the best position
possible to respond to a breach when—not if—it happens. ©®

Ronald I. Raether is a partner at Faruki
Ireland & Cox PLL, with offices in Laguna
Beach, California, and Cincinnati, Ohio.
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