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SADIA MIRZA:

WELCOME TO UNAUTHORIZED ACCESS, THE POD THAT TELLS YOU WHAT'S GOING ON IN INCIDENT
RESPONSE TODAY. MY NAME IS SADIA MIRZA, AND | AM JOINED BY MY FRIEND, COLLEAGUE, AND CO-
HOST KAMRAN SALOUR. TODAY WE ARE TALKING ABOUT THE DOS AND DO NOTS OF FORENSIC
INVESTIGATIONS. KAMRAN, HOW EXCITED ARE WE ABOUT THIS EPISODE?

KAMRAN SALOUR:

SADIA, WE ARE VERY EXCITED, NOT ONLY BECAUSE | THINK WE HAVE A GREAT TOPIC TODAY ABOUT
FORENSIC REPORTS, BUT | THINK MORE IMPORTANTLY, AT LEAST FOR ME, I'M EXCITED JUST TO GET A
CHANCE TO TALK MORE WITH SHAWN TUMA. | MEAN, SHAWN IS OBVIOUSLY THE CO-CHAIR OF THE
DATA PRIVACY AND CYBERSECURITY PRACTICE AT SPENCER FANE, BUT TO ME, SHAWN IS A GUY YOU
JUST WANT TO TALK TO, BECAUSE WHENEVER YOU TALK TO SHAWN HE ENVELOPES YOU WITH HIS
WARMTH. YOU FEEL LIKE YOU'RE THE MOST IMPORTANT PERSON IN THE ROOM WHEN SHAWN IS
TALKING TO YOU, AND HE HAS SUCH EMPATHY AND PASSION FOR WHAT HE DOES, AND FOR PEOPLE.
AND | THINK TO ME, THAT'S ONE OF THE MOST IMPORTANT TRAITS OF ANY CYBERSECURITY
ATTORNEY. SO ANY CHANCE | GET TO TALK WITH SHAWN, AND | GUESS TO A LESSER EXTENT YOU
SADIA, | AM VERY EXCITED.

SADIA MIRZA:

SHAWN, NOW YOU KNOW WHY | SAID, "OKAY, | WILL LET KAMRAN INTRODUCE YOU." BECAUSE | KNEW
| WASN'T GOING TO DO YOU AS MUCH JUSTICE AS KAMRAN JUST DID. BUT SHAWN, DO YOU WANT TO
TAKE A COUPLE MOMENTS TO INTRODUCE YOURSELF?

SHAWN TUMA:

I'VE GOT TO TELL YOU AFTER THAT WONDERFUL INTRODUCTION KAMRAN, | REALLY DON'T HAVE
ANYTHING TO SAY. I'LL JUST STOP RIGHT HERE, BECAUSE | CAN'T GET ANY BETTER THAN THAT.

KAMRAN SALOUR:

WELL, YOU DON'T HAVE TO DO ANYTHING. JUST HEARING YOU AND YOUR VOICE JUST PUTS A SMILE
ON MY FACE, AND |I'M SURE FOR EVERYBODY ELSE AS WELL. WE WANT TO THANK YOU FOR JOINING,
AND YOU'RE A MAN THAT NEEDS NO INTRODUCTION | GUESS. SO WE WILL LEAVE IT AT THAT.

SHAWN TUMA:

WELL | CERTAINLY APPRECIATE THAT, THAT MEANS A LOT TO ME, BECAUSE | ENJOY KNOWING BOTH
OF YOU, I'VE ENJOYED GETTING TO KNOW YOU OVER TIME. AND | APPRECIATE YOU'RE PUTTING ME AT
THAT HEAD OF THE LINE HERE, OF ALL THE PEOPLE THAT ARE JUMPING TO GET ON THIS SUPER
EXCITING, THRILLING... WHAT ARE ALL THE WORDS WE HAVE TO DESCRIBE IT? POD, THIS POD. I'M
EXCITED TO BE HERE, THANK Y'ALL. KAMRAN, YOU NAILED IT, | DO WHAT Y'ALL DO, I'M A
CYBERSECURITY DATA PRIVACY ATTORNEY, I'VE BEEN TRYING TO FIGURE OUT WHAT I'M DOING IN
THIS AREA FOR ABOUT 22, 23 YEARS NOW. | STILL WAKE UP EACH DAY IN AN ABSOLUTE PANIC THAT |
HAVE NO IDEA WHAT I'M DOING, BECAUSE THINGS MOVE SO QUICKLY, AND WE ALL DEAL IN SO MANY
GRAY AREAS WITH WHAT WE DO.
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THE RULES USUALLY ARE NOT WRITTEN, WE'RE KIND OF WINGING IT SOMETIMES, AND BUILDING ON
EXPERIENCE AND JUDGMENT. AND QUITE FRANKLY, THAT'S ONE OF THE THINGS | LOVE SO MUCH
ABOUT THIS PRACTICE, AND IT'S WHAT | LOVE ABOUT THE COLLEGIAL ENVIRONMENT THAT ALL OF US
HAVE THAT PRACTICE IN THIS AREA. THAT WE CAN PICK UP THE PHONE AND CALL EACH OTHER, AND
TALK, AND VISIT ABOUT THINGS LIKE THIS, NOT IN A COMPETITIVE ENVIRONMENT, BUT IN AN
ENVIRONMENT OF REALLY TRYING TO HELP EACH OTHER. AND | DON'T THINK MANY AREAS OF THE
LAW ARE TRULY LIKE THAT, WE'RE LIKE PIONEERS OUT ON THE RANGE EXPLORING AND LEARNING
TOGETHER, AND | REALLY LOVE THAT. AND | APPRECIATE Y'ALL.

KAMRAN SALOUR:
WELL, THAT WAS BEAUTIFUL SHAWN.

SADIA MIRZA:

| KNOW, SO BEAUTIFUL. AND | WAS GOING TO SAY, SHAWN, ONE OF THE THINGS THAT KAMRAN AND |
ALWAYS TALK ABOUT, ASIDE FROM YOUR PROFESSIONAL CAREER, YOUR PERSONAL LIFE, THAT'S ALSO
SOMETHING WE DISCUSS ALL THE TIME. BUT MAINLY YOU BEING A FATHER, AND | KNOW KAMRAN HAS
SAID THAT HE REALLY LOOKS UP TO YOU IN THAT ROLE. AND SO THE ONE THING WE ALWAYS LIKE TO
SHARE WITH THE AUDIENCE, MORE OF A PERSONAL SIDE TO ALL OF US, SHAWN, CAN YOU TELL US
HOW MANY KIDS DO YOU HAVE?

SHAWN TUMA:

| HAVE SIX KIDS, TWO DOGS, AND A GRAND PIG, AND SOON TO BE A GRANDBABY NEXT SPRING. JUST
WONDERFUL, | LOVE MY KIDS, MY FAMILY MORE THAN ANYTHING. AND AS MUCH AS | ENJOY WHAT
WE DO AT A PROFESSIONAL LEVEL, THAT'S REALLY WHAT LIFE IS ALL ABOUT, IS OUR FAMILY AND THE
STUFF LIKE THAT, THAT'S THE ENJOYMENT RIGHT THERE.

SADIA MIRZA:

WELL, A BIG CONGRATULATIONS ON THE GRANDBABY, IS IT A BABY GIRL OR A BABY BOY, DO WE
KNOW YET?

SHAWN TUMA:
WE DO, IT'S A BABY GIRL.

SADIA MIRZA:

I'M JUMPING OUT OF MY CHAIR AS A MAMA TO THREE GIRLS, AND KAMRAN HAS THREE GIRLS, WE ARE
DEFINITELY TEAM GIRL OVER HERE. SO CONGRATULATIONS, | THINK THAT IS VERY EXCITING, AND |
CAN ALREADY IMAGINE THAT YOU ARE GOING TO BE THE BEST GRANDFATHER EVER.

SHAWN TUMA:

WELL, THANK YOU. AND SO I'M GOING TO JUMP IN WITH ONE MORE THING HERE, BUILDING ON YOUR
LAST WONDERFUL PODCAST WITH LINDA. MY FAVORITE DISNEY CHARACTER IS WINNIE-THE-POOH,
BECAUSE THAT'S WHO | USED TO WATCH POOH BEAR WITH, WITH MY FIRST CHILD, MY DAUGHTER,
WHO'S NOW GOING TO MAKE ME A GRANDFATHER.

KAMRAN SALOUR:
THAT'S SO SWEET.
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SADIA MIRZA:

WELL SHAWN, | KNOW OUR TEAM ALWAYS TELLS US TO DO A 20 MINUTE PODCAST, BUT KAMRAN
AND | SPENT 15 MINUTES TALKING ABOUT NOTHING RELATED TO THE TOPIC. BEFORE WE JUMP INTO
THE QUESTIONS, | WANTED TO SHARE WHY WE THOUGHT THAT THIS WAS AN IMPORTANT TOPIC TO
COVER. GOING BACK TO THE FORENSIC INVESTIGATIONS AND REPORTING, AND I'LL SAY THAT
OFTENTIMES WHEN KAMRAN AND | ARE DEALING WITH CLIENTS OR INSUREDS DURING A BREACH,
THERE ALWAYS SEEMS TO BE A HESITANCY TO INITIALLY ENGAGE FORENSICS. | THINK A LOT OF TIMES
IT SEEMS TO BE A COST CONCERN, BUT OTHER TIMES THE BUSINESS JUST DOESN'T UNDERSTAND WHY
IT'S NEEDED. AND SO WE WOULD LOVE TO HEAR YOUR THOUGHTS SHAWN, ON WHY IS FORENSICS
IMPORTANT, AND WHAT IS IT INTENDED TO ACCOMPLISH?

SHAWN TUMA:

| AGREE WITH YOU, FORENSICS IS VERY IMPORTANT. | WANT TO COMMEND Y'ALL ON THE EXCELLENT
LAW360 ARTICLE Y'ALL WROTE ABOUT A MONTH OR SO AGO, IT REALLY DID A NICE JOB OF
SUMMARIZING A LOT OF THESE ISSUES. SO | EXPERIENCED THE SAME HESITANCY, | THINK COST IS A
FACTOR, | THINK ANOTHER ISSUE THAT IS OFTEN AT PLAY IS PROTECTIONISM. IT'S THE INTERNAL IT
INFORMATION SECURITY TEAM BEING CONCERNED ABOUT HAVING SOMEONE ELSE COME IN AND
UNDERSTANDING WHAT OUR ROLE IS, AND WHAT THE ROLE OF FORENSICS IS. AND UNDERSTANDING
THAT WE'RE NOT COMING IN TO CRITIQUE THEM, WE'RE NOT COMING IN TO BASH THEM AND POINT
OUT ALL OF THE THINGS THAT THEY'VE DONE WRONG. BUT WHAT WE'RE REALLY TRYING TO DO IS
FIGURE OUT WHAT HAPPENED, BECAUSE AT THE END OF THE DAY THAT'S WHAT THIS INVESTIGATION
IS ALL ABOUT, BECAUSE WE KNOW SOMETHING HAPPENED THAT GOT US TO THIS POINT, NOW WE
NEED TO DETERMINE THE EXTENT OF IT.

WE NEED TO KNOW HOW WAS THE NETWORK IMPACTED, HOW WAS DATA IMPACTED, WHAT DATA WAS
THERE, WHAT HAPPENED WITH IT? AND MORE IMPORTANTLY, WHETHER THE BAD GUYS ARE STILL IN
THE NETWORK OR NOT. THESE ARE REAL PEOPLE WE'RE DEALING WITH, THEY'RE SCARED, THEY'VE
JUST HAD A TRAUMATIC EVENT TAKE PLACE AND NOW THEY'VE GOT THESE PEOPLE THEY OFTENTIMES
DON'T KNOW, IF THEY HAD DONE PROPER INCIDENT RESPONSE PLANNING, MAYBE THEY WOULD
ALREADY KNOW US, AND THEY'D ALREADY BE ACCUSTOMED TO WORKING WITH US IN OUR ROLES,
BUT MOST OF THE TIMES THEY'RE NOT. AND SO FIRST OF ALL THEY HAVE TO GET COMFORTABLE WITH
US AS PEOPLE, AND UNDERSTAND WE'RE THERE TO HELP THEM, WE'RE THERE NOT AS A TOOL OF THE
INSURANCE COMPANY TO FIGURE OUT HOW TO DENY THEIR CLAIMS, WHICH MANY OF THEM THINK
SOMETIMES, AND THAT WE'RE ON THE SAME TEAM. AND SO TO ME, HELPING THEM UNDERSTAND
THAT IN THAT FIRST CONVERSATION OR TWO IS CRITICALLY IMPORTANT, TO THEN HAVING THINGS
WORK SMOOTHLY FROM THERE.

SADIA MIRZA:

SHAWN, THAT'S AN EXCELLENT POINT, AND I'VE MADE A NOTE. KAMRAN, YOU REALIZED THAT WE
MISSED THAT IN OUR BRILLIANT ARTICLE, BECAUSE THAT IS A GREAT POINT, HELPING THE CLIENT
UNDERSTAND THAT WE ARE ON THEIR TEAM, WE ARE THEIR PARTNER, WE'RE HERE TO GUIDE THEM
THROUGH THE RESPONSE. A LOT OF TIMES, KAMRAN, WE EVEN GET THAT QUESTION, OR PEOPLE WILL
MAKE STATEMENTS ABOUT, "LOOK, WE KNOW YOU REPRESENT THE CARRIER." BECAUSE THEY'RE
CONFUSED ABOUT WHY WE'RE BEING INSERTED INTO THE IR PROCESS, BUT HAVING THAT INITIAL
CONVERSATION... AND KAMRAN, | KNOW YOU AND ME TRY TO DO THAT A LOT. THE FIRST STEP IS
ALMOST BUILDING THE TRUST WITH THE CLIENT/INSURED, BECAUSE THAT GOES A LONG WAY THEN IN
GETTING THEM TO REALLY FOLLOW YOUR GUIDANCE AND DIRECTION.
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KAMRAN SALOUR:

ABSOLUTELY, THE PROBLEM SOMETIMES COMES WHEN YOU'RE DEALING WITH AN ACTIVE
RANSOMWARE EVENT. TIME IS OF THE ESSENCE OF COURSE, AND SO YOU HAVE TO TRY TO BUILD
THAT RAPPORT IN AN ACCELERATED STATE, BUT YOU CERTAINLY START TO PLANT THE SEEDS AT THAT
EARLY STAGE, AND AS THE MATTER PROGRESSES, AND AS THE SENSE OF URGENCY STARTS TO
DWINDLE YOU HAVE MORE AND MORE TIME TO REALLY NOURISH THOSE SEEDS AND WATCH THEM
GROW. BUT YOU'RE ABSOLUTELY RIGHT, AT THE OUTSET THE OBSTACLES WE FACE AS ATTORNEYS,
ARE WE REPRESENTING THE INSURANCE COMPANY? ARE WE HERE TRYING TO POINT FIGURES AT IT?
AND THEN WE STILL NEED TO DEAL WITH IT THROUGH THIS PROCESS, AND SO WE HAVE TO BUILD
THAT COOPERATION WITH IT, BUT WE ALSO HAVE TO BE ABLE TO BE CONFIDENT AND CANDID
ENOUGH WHEN WE'RE TALKING TO THE COMPANY ABOUT... SOMETIMES COMPANIES HAVE BAD IT,
AND WE HAVE TO BE ABLE TO RELAY THAT TO THEM IN THE PROCESS, BUT STILL USING IT, AND NOT
ALIENATING IT. SO IT'S A DIFFICULT BALANCE AS YOU'RE TRAVERSING ALL THESE THINGS, THAT'S
WHAT MAKES IT EXCITING, BUT OF COURSE THAT'S WHAT ALSO MAKES IT VERY CHALLENGING.

SADIA MIRZA:

ONE OF THE THINGS THAT COMES UP SHAWN, IS WE UNDERSTAND THAT WE NEED TO FIGURE OUT
WHAT HAPPENED, HOW IT HAPPENED, IS THE INCIDENT CONTAINED? BUT WHY CAN'T THE BUSINESS
JUST DO IT ITSELF? WHY CAN'T THE INTERNAL IT COMPANY DO THE INVESTIGATION? HOW DO YOU
USUALLY RESPOND TO THAT?

SHAWN TUMA:

THIS REALLY GOES TO THE WAY KAMRAN JUST SUMMARIZED THAT. | MEAN, SO MUCH OF OUR ROLE
HERE IS COUNSELOR, NOT THAT OF LEGAL COUNSELOR, BUT MORE OF COUNSELOR AND LEADERSHIP.
OF HOW DO WE LEAD A TEAM THROUGH THIS PROCESS WHEN THE TEAM DOESN'T EVEN KNOW EACH
OTHER, THEY DON'T TRUST EACH OTHER, THEY'RE ALL SCARED, AND LIKE KAMRAN SAID, WE'RE
UNDER THIS REALLY COMPRESSED TIMELINE. AND WHAT WE WANT TO SAY, IS WE WANT TO SAY, "FOR
GOODNESS SAKES PEOPLE, THEY JUST GOT YOU INTO THIS PROBLEM, WE CAN'T TRUST THEM NOW TO
GET YOU OUT OF IT. THEY WERE THE ONES IN CHARGE OF PROTECTING YOU, YOU'VE NOW HAD A
PROBLEM, AND SO WE NEED TO BRING IN OTHERS." THAT'S REALLY NOT A TRUE STATEMENT, BUT IT'S
HOW IT FEELS A LOT OF TIMES. WE HAVE TO HELP THEM UNDERSTAND WHAT THE ROLE OF
FORENSICS IS, FIRST OF ALL, A LOT OF COMPANIES WILL SAY, "OH YEAH, WE CAN DO FORENSICS ON
OUR TEAM."

SHAWN TUMA:

AND THEY MAY HAVE SOMEONE THAT REALLY HAS SOME EXPERIENCE, BUT THEY'RE NOT LIKE A TRUE
CREDENTIALED FORENSIC EXPERT. TO ME, THAT'S ONE OF THE FIRST STEPS | WANT TO VET, IS WHAT
CAPABILITIES DO YOU EVEN HAVE ON YOUR TEAM? BECAUSE A LOT OF TIMES THEY'RE NOT GOING TO
HAVE THAT, MOST OF THE TIMES THEY'RE NOT GOING TO HAVE THAT. AND SO THAT'S AN EASY WAY
TO SAY, "YOU KNOW WHAT? THAT'S GREAT, WE APPRECIATE THE EXPERTISE, AND WE'RE GOING TO
LEAN ON YOU FOR A LOT OF THIS, BUT WE REALLY NEED TO BRING IN SOME OUTSIDE EXPERTS."

| THINK THE POINTS THAT Y'ALL COVERED IN YOUR ARTICLE ABOUT THE THIRD-PARTY PRIVILEGE
BEING RETAINED UNDER COUNSEL, AND HAVING THEM WORK UNDER PRIVILEGE IS A GREAT POINT,
AND ONE WE NEVER WANT TO LOSE SIGHT OF. AS WELL AS THE OPTICS PART THAT YOU COVERED,
BECAUSE SO MUCH OF THIS IS ABOUT THE OPTICS, HOW IS THIS GOING TO BE TAKEN DOWN THE
ROAD, WHAT WE'RE DOING TODAY? AND HOW'S THAT GOING TO IMPACT POTENTIAL REGULATORY
INVESTIGATIONS, POTENTIAL LITIGATION, THINGS LIKE THAT? HAVING AN UNBIASED EXPERT COME IN
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IS ALWAYS PREFERRED, | DON'T WANT TO SAY ALWAYS, USUALLY PREFERRED, ESPECIALLY IF YOU'RE
GOING TO BE TAKING A POSITION THAT THE EVENT THAT OCCURRED IS NOT NOTIFIABLE OR
REPORTABLE DATA BREACH. IF YOU'RE GOING TO BE TAKING THAT POSITION, YOU ABSOLUTELY NEED
THAT THIRD-PARTY EXPERT WITH ALL THE APPROPRIATE CREDENTIALS TO COME IN AND TO DO THEIR
INDEPENDENT INVESTIGATION, AND TO GIVE YOU THE AMMUNITION YOU NEED TO SUPPORT THAT
CONCLUSION.

KAMRAN SALOUR:

SHAWN, | THINK YOU RAISED SOME EXCELLENT POINTS AS YOU WERE TALKING. | SCRIBBLED ON MY
NOTEPAD HERE OPTICS, BECAUSE | THINK TO ME THE OPTICS GOES A VERY LONG WAY BEING ABLE TO
MESSAGE INTERNALLY AND EXTERNALLY, THAT YOU HAVE AN INDEPENDENT THIRD-PARTY
CONDUCTING THE INVESTIGATION. ONE OTHER AREA WHERE | THINK IT'S VERY HELPFUL TO HAVE THE
OUTSIDE FORENSIC FIRM COME IN, IS SOMETIMES IF WE'RE DEALING LET'S SAY WITH A FRAUDULENT
WIRE TRANSFER, AND WE HAVE A DISPUTE FROM THE COMPANY AND THE VENDOR AS TO, WHICH
ENVIRONMENT DID THE THREAT GET INTO, THE COMPANY OR THE VENDOR? AND WHO'S AT FAULT
FOR THE MISSING FUNDS?

KAMRAN SALOUR:

| THINK HAVING A INDEPENDENT FORENSIC INVESTIGATOR CONDUCT THE INVESTIGATION CERTAINLY
HELPS ME WHEN I'M TRYING TO NEGOTIATE A RESOLUTION IN THOSE SITUATIONS, BECAUSE | CAN
ALWAYS IF I'M REPRESENTING THE COMPANY HAVE THE CALL WITH THE VENDOR AND VENDORS
COUNSEL, AND | CAN PUNT A LOT OF THE SPECIFIC QUESTIONS TO SAY, "WELL, THE INDEPENDENT
FORENSIC FIRM IS HANDLING THAT." IT CREATES AN EXTRA BUFFER, AND AN EXTRA LAYER OF
SEPARATION, THAT | THINK WE CAN USE TO YOUR ADVANTAGE WHEN YOU'RE TRYING TO NEGOTIATE
A RESOLUTION. IT'S MUCH HARDER TO SELECTIVELY PRESENT INFORMATION THAT COULD BE
BENEFICIAL IN THAT DISCUSSION IF THE COMPANY ITSELF IS THE ONE DOING THE INVESTIGATION, IT'S
MUCH HARDER FOR THE COMPANY TO SAY, "WELL | DON'T HAVE ACCESS TO THIS INFORMATION AT
THIS TIME." | THINK THAT'S ANOTHER REASON THAT OUTSIDE FORENSICS CAN PLAY A ROLE THAT
INTERNAL FORENSICS OR INTERNAL IT CANNOT.

SHAWN TUMA:

THAT'S A GREAT POINT KAMRAN, HAVING THE ABILITY TO LEAN ON THAT EXPERTISE, BECAUSE EACH
SIDE IN THAT SITUATION IS GOING TO IMMEDIATELY SAY, "OH NO, IT WASN'T MY EMAIL, IT WAS
YOURS." AND THAT'S JUST THE DEFAULT RESPONSE. AND BEING ABLE TO SAY, "WELL, HANG ON A
MINUTE, WE BROUGHT IN AN OUTSIDE EXPERT THAT HAS DONE HUNDREDS OR THOUSANDS OF
THESE, AND THIS IS WHAT THEY'VE BEEN ABLE TO FIND." IT CARRIES A LOT OF WEIGHT. AND THEN
LIKE YOU SAID, BEING ABLE TO BUFFER THAT THEN, TO MAYBE IF SOMETHING COMES UP DURING
THAT CONVERSATION TO BUY SOME TIME TO GO INVESTIGATE AND LEARN MORE BEFORE COMING
BACK AND RESPONDING, | THINK IS VERY IMPORTANT.

SADIA MIRZA:

I'LL GIVE A SHOUT OUT TO VIOLET TOO, BECAUSE | THINK | REMEMBER WHEN WE POSTED THE
ARTICLE ON LINKEDIN, SHE MADE A COMMENT ABOUT, "LOOK, IT IS NOT THE SAME AS FORENSICS."
AS WE'RE HAVING THIS DISCUSSION THE OTHER THING THAT | THOUGHT ABOUT, IS THAT WHEN YOU
PULL YOUR IT TEAM AWAY TO HELP WITH THE INVESTIGATION, THE IT TEAM ALSO HAS A DAY JOB.
ESPECIALLY WHEN THERE'S COVERAGE FOR A FORENSIC INVESTIGATION, IT WOULD BE IN THE
BUSINESS' STANDPOINT, THINKING ABOUT THE EMPLOYEES, AND THE FACT THAT THEY HAVE THEIR
DAY-TO-DAY JOB TO HANDLE AS WELL, SOMETIMES IT'S A LACK OF RESOURCES. AND WHEN YOU
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HAVE THE SUPPORT OF AN EXTERNAL TEAM WHO SPECIALIZES IN THIS, WHY NOT TAKE ADVANTAGE
OF THAT?

SHAWN TUMA:

THAT IS A GREAT POINT, AND | DO REMEMBER VIOLET MAKING THAT POINT. PART OF THE MATURITY,
OR MATURIZATION, MAYBE THAT'S THE WORD, OF CYBER AND CYBER RISK, IS FIRST OF ALL THE
UNDERSTANDING THAT IT AND SECURITY ARE TWO COMPLETELY DIFFERENT THINGS. IT MAKES STUFF
HAPPEN, SECURITY STOPS BAD THINGS FROM HAPPENING, THEY'RE DIFFERENT SKILL SETS, THEY'RE
DIFFERENT TOOLS, THEY'RE DIFFERENT OBJECTIVES. SO WHEN YOU SEE A COMPANY THAT
DISTINGUISHES BETWEEN THOSE TWO, IT SHOWS A CERTAIN LEVEL OF MATURITY OF UNDERSTANDING
CYBER RISK.

BUT THEN YOU TAKE THAT THE NEXT STEP FURTHER, INTERNAL SECURITY EVEN WITHIN AN
ORGANIZATION THAT HAS THOSE CAPABILITIES IS STILL NOT AT THE LEVEL OF TRUE EXPERTISE OF
WHAT OUR OUTSIDE VENDORS THAT WE WORK WITH BRING TO THE TABLE. NUMBER ONE, FROM A
SECURITY STANDPOINT. AND NUMBER TWO, FROM A FORENSICS INVESTIGATION STANDPOINT. WHAT
WE ARE DEALING WITH IN TODAY'S WORLD NOW, SURE WE HAVE YOUR SCRIPT KIDDIES, PEOPLE OUT
THERE DOING A LOT OF THIS, BUT WE ALSO ARE DEALING WITH TRUE EXPERTS ON THE HACKING SIDE.
AND TO TAKE SOMEONE OFF OF YOUR INTERNAL SECURITY TEAM, AND TASK THEM WITH FIGURING
OUT WHAT THE TRUE PEOPLE WHO DO NOTHING BUT ATTACK, DAY IN AND DAY OUT, 24/7 ARE DOING,
THEY'RE JUST NOT EQUIPPED FOR THAT. IT'S LIKE TAKING OUR NATIONAL GUARD AND PUTTING THEM
UP AGAINST THE MOST ELITE SPECIAL FORCES OF AN ADVERSARY, THEY'RE JUST NOT DESIGNED FOR
THAT, AND THEY DON'T HAVE THE TOOLS AND THE SKILLSET. AND SO WE HAVE TO TRUST AND RELY
ON THE EXPERTS TO GO DO BATTLE WITH THE EXPERTS IN THIS.

KAMRAN SALOUR:

| THINK THAT'S VERY WELL SAID SHAWN, BECAUSE YOU'RE RIGHT, | THINK A LOT OF TIMES PEOPLE
WILL JUST SAY, "ALL YOU'RE DOING IS LOOKING AT SOME BLOGS, SOMEBODY ON MY TEAM CAN DO
THAT, | DON'T NEED TO OUTSOURCE THIS. OR | HAVE SOME PROGRAM THAT | CAN USE THAT CAN
SCAN THE LOGS. OR | HAVE ANTIVIRUS ON MY SYSTEM, | DON'T NEED TO HAVE AN EXPERT IN THE
FIELD." BUT YOU'RE ABSOLUTELY RIGHT, AND | THINK PART OF THAT MAYBE COMES IN THOSE INITIAL
SCOPING CALLS FOR THE FORENSIC FIRMS TO REALLY EXPLAIN WHAT THEY'RE DOING, AND WHY
WHAT THEY'RE DOING IS DIFFERENT. AND MAYBE THAT'S SOMETHING AS ATTORNEYS THAT WE
SHOULD FOCUS ON, TRYING TO TRUMP UP THAT ASPECT OF WHAT THE FORENSIC FIRM IS DOING,
MAKING SURE THAT THEY'RE ABLE TO DELIVER THE MESSAGE THAT THEIR SERVICES ARE SPECIALIZED,
THEIR EXPERTS AND WHAT THEY'RE DELIVERING IS GOING TO BE UNIQUE, AND THAT'S WHY YOU NEED
TO RETAIN THEM.

SADIA MIRZA:

KAMRAN, BEFORE WE JUMP ONTO THAT NEXT QUESTION, THE ONE THING I'LL SAY, IS | THINK WHAT
WE'RE SAYING APPLIES TO A MAJORITY OF THE INCIDENTS THAT WE DEAL WITH. | CAN RECALL A
HANDFUL OF INCIDENTS THAT WE'VE WORKED ON TOGETHER, WHERE SURPRISINGLY THE CLIENT
ACTUALLY DID HAVE THE TEAM IN-HOUSE TO HANDLE AN INVESTIGATION. IT'S A MATURE COMPANY, |
DON'T THINK YOU'RE GOING TO FIND THAT IN A LOT OF ORGANIZATIONS, BUT WE'VE SEEN IT HAPPEN
BEFORE, WHERE YOU AND ME SAT BACK AND SAID, "OKAY, WOW, THEY REALLY DO HAVE IT UNDER
CONTROL." AND MAYBE YOU BRING SOMEONE JUST TO AUGMENT THE INVESTIGATION, BUT FOR THE
MOST PART THE CLIENT WAS LEADING AND DIRECTING IT, AND DID A GOOD JOB ON UNCOVERING THE
FINDINGS. BUT FOR MOST INCIDENTS THAT WE DEAL WITH, | THINK FORENSICS IS A CRITICAL
COMPONENT.
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SHAWN TUMA:

YEAH, AND LET ME ECHO THAT, | AGREE. AND WE'VE HAD THE SAME SITUATIONS COME UP, WHERE
THEY REALLY DID HAVE SOME EXCELLENT PEOPLE ON THEIR TEAM. OR THE NATURE OF WHATEVER
THE EVENT WAS, IT JUST DIDN'T REQUIRE GOING OVERBOARD. AND PART OF THAT IS THE JUDGMENT
THAT | THINK WE HAVE TO BRING TO THE TABLE TO SAY, "YOU KNOW WHAT? WE HAVE A MUCH
BETTER UNDERSTANDING OF THIS SITUATION, AND WE AGREE THAT THIS REALLY DOESN'T REQUIRE IT.
IT DOESN'T CALL FOR IT, BUT WE ALSO UNDERSTAND THAT IF SOMETHING'S DISCOVERED GOING
FORWARD, THEN WE'RE GOING TO BRING THEM IN." SO THAT'S PART OF OUR ROLE AND OUR
JUDGMENT, AND I'VE CERTAINLY MADE THAT CALL IN CASES AS WELL, AND FEEL JUSTIFIED IN DOING
SO.

KAMRAN SALOUR:

NOW THAT WE'VE TALKED ABOUT FORENSIC INVESTIGATIONS, AND SORT OF THE HURDLES OF
EMPHASIZING AND EXPLAINING TO THE IMPACTED ORGANIZATION THE NEED FOR FORENSICS. | KNOW
WE COULD TALK ABOUT THE BENEFITS OF A FORENSIC INVESTIGATION PROBABLY MUCH LONGER, BUT
LET'S SHIFT GEARS A LITTLE BIT AND TALK ABOUT MEMORIALIZATION OF THE FORENSIC
INVESTIGATION AND FORENSIC REPORT.

KAMRAN SALOUR;:

| KNOW FOR SOME PEOPLE THEY AS ATTORNEYS WILL ALWAYS WANT A FORENSIC REPORT OF THE
INVESTIGATION, | KNOW A LOT OF TIMES DEALING WITH CLIENTS THEY'LL WANT TO REPORT FOR
INTERNAL PURPOSES, BUT THEY'LL ALSO BE UNDER THE IMPRESSION THAT THEY CAN SHARE THAT
REPORT WITH PRETTY MUCH ANYBODY THAT ASKS FOR IT, NO MATTER HOW MANY TIMES YOU TELL
THEM IT'S A PRIVILEGED DOCUMENT. | WOULD LOVE TO HEAR YOUR TAKE, SHAWN. | KNOW A LOT OF
IT IS JUST FLYING BY THE SEAT OF YOUR PANTS IN A SENSE, WHERE YOU'RE MAKING THIS UP AS YOU
GO, AND | WHOLEHEARTEDLY UNDERSTAND THAT BECAUSE A LOT OF THIS IS YOUR INTERNAL GUT
CHECK AND JUDGMENT BASED ON YOUR PRIOR EXPERIENCE. BUT DO YOU HAVE A RULE OF THUMB IN
TERMS OF WHEN YOU LIKE TO HAVE A REPORT?

SHAWN TUMA:

YEAH, ABSOLUTELY, KAMRAN. AND | WASN'T KIDDING WHEN | SAID I'M LITERALLY ALWAYS TRYING TO
REASSESS AND UNDERSTAND HOW |'M DOING THINGS, AND WHETHER IT'S THE RIGHT WAY. AND IN
FACT THIS PARTICULAR ISSUE, MY APPROACH HAS CHANGED OVER THE LAST COUPLE OF YEARS,
BECAUSE A FEW YEARS AGO | WAS IN THE CAMP OF ALWAYS REQUESTING A FORENSIC REPORT,
UNLESS THERE WAS SOME REALLY COMPELLING REASON NOT TO. BUT OVER THE LAST FEW YEARS,
MY APPROACH HAS CHANGED NOW TO REALLY MORE OF A DEFAULT OF NOT ASKING FOR A REPORT,
UNLESS THERE'S A GOOD REASON FOR IT. AND THAT CAME ABOUT BECAUSE OF A CASE WE HAD A
FEW YEARS BACK, WHERE | KNEW BASED ON THE NATURE OF THE EVENT AND THE INDIVIDUALS
IMPACTED THAT THERE WAS EITHER GOING TO BE LITIGATION, OR REGULATORY INVESTIGATION, OR
WHATNOT. AND SO | WAS WORKING WITH A GREAT FORENSICS FIRM, THAT WE WALKED THROUGH THE
REPORT OR THE FINDINGS BEFORE EVER PUTTING ANYTHING IN WRITING. WE TALKED ABOUT THEM,
WE MANAGED EVERYTHING WE COULD, | REVIEWED DRAFTS OF THE REPORT FOR ANY KIND OF
LANGUAGE THAT | THOUGHT WAS GOING TO COME BACK TO HURT US.

AND | WAS LIKE, "YOU KNOW WHAT? THIS IS A REALLY GOOD REPORT." WHEN | WAS FINISHED WITH
IT. AND THEN THE DEMAND AND LAWSUIT CAME, AND | PULLED THAT REPORT OUT, BECAUSE THE
FIRST THING THEY'RE ASKING FOR IN THEIR LETTER IS A COPY OF THE REPORT. AND | LOOKED AT IT,
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AND | WAS LIKE, "OH MY GOD, THIS THING KILLS US AT EVERY LEVEL. HOW DID WE EVER LET
SOMETHING LIKE THIS GET DRAFTED?"

AND | MEAN, | SPENT A LOT OF TIME TRYING TO MAKE SURE IT WAS AS GOOD AS WE COULD GET IT,
AND IT REALLY JUST REINFORCED IN MY MIND OF, WHY ARE WE DOING THIS IF THERE'S NOT A GOOD
REASON FOR IT? HOW MANY TIMES ARE THESE REPORTS HELPING US, VERSUS HOW MANY TIMES ARE
THEY HURTING US? AND IS THERE A REGULATORY REASON, IS THERE SOME OTHER REASON WHY WE
NEED TO HAVE THIS DRAFTED? IF NOT, MAYBE WE DON'T GET ONE. | THINK IT JUST DEPENDS ON AN
UNDERSTANDING OF THE CASE, THE CLIENTS, THE EVENT, THE CARRIERS, THE POTENTIAL
REGULATORY AGENCIES THAT'LL BE INVOLVED, BECAUSE THEY'RE GOING TO ASK FOR IT. | DON'T
CARE WHO IT IS, WHEN THE ADVERSE ENGAGEMENT COMES ALONG, THEY'RE GOING TO START ASKING
FORIT.

SADIA MIRZA:

A LOT OF TIMES WHEN THE CLIENT WANTS A REPORT, AND ESPECIALLY GIVEN IF THE NATURE OF THE
INCIDENT IS SOMETHING WHERE THERE WASN'T TOO MUCH FORENSICS INVOLVED, SOMETIMES WE'LL
LEAN TOWARDS DOING AN EXECUTIVE SUMMARY. SO AT LEAST WE CAN HAVE THE CONCLUSIONS
DOWN COMING OUT OF THE FORENSIC REPORT, AND WE HAVE THAT TO BACK UP WHAT WE'RE
SAYING, OR AT LEAST PROVIDING OUR LEGAL COUNSEL OR THE NOTIFICATION ADVICE ON. | THINK
WE'VE BEEN LEANING TOWARDS MORE OF THAT EXECUTIVE SUMMARY, AND NOT INCLUDING A VERY
DETAILED OVERVIEW OF WHAT HAPPENED. | DON'T KNOW IF YOU'VE DONE THOSE BEFORE, SHAWN,
BUT THAT'S KIND OF WHERE WE'VE BEEN LEANING.

SHAWN TUMA:

THAT'S WHERE WE LEAN MORE OFTEN. IF WE'RE GOING TO GET ANYTHING, IT'S GOING TO BE AN

EXECUTIVE SUMMARY. | MEAN LOOK, THE PRIVILEGE IS GREAT, BUT THERE'S NO GUARANTEE TO THE
PRIVILEGE, AND THE BEST PRIVILEGE OF ALL IS IF YOU DON'T HAVE IT, WELL THEN IT DOESN'T EXIST.
AND THERE YOU GO, IT'S IN THIN AIR, WHICH ALWAYS LEADS BACK TO PUTTING THE PEOPLE ON THE
WITNESS STAND, AND ASKING THEM QUESTIONS ABOUT FACTS, AND THEY CAN ALWAYS COME OUT.

BUT IT JUST IS A MATTER OF CONVENIENCE | THINK A LOT OF TIMES, IT'S ONE LESS FIGHT YOU'RE
GOING TO HAVE TO HAVE, AND IT'S A GREATER UNDERSTANDING OF YOUR SITUATION, AND WHAT
YOUR OBJECTIVES ARE FOR THIS. WHY ARE WE INVESTIGATING IT? WHERE ARE WE LIKELY HEADED
WITH THIS? AND WHY DO WE NEED A REPORT? IF WE NEED IT, IF WE NEED TO MEMORIALIZE THOSE
FINDINGS, GREAT. WHERE IT REALLY GETS COMPLICATED, AND WE COULD TALK ALL DAY ABOUT THIS,
IS PCI INVESTIGATIONS. WHEN YOU BRING IN THE PCl INVESTIGATOR, AND YOU HAVE YOUR
PRIVILEGE INVESTIGATOR GOING SIMULTANEOUSLY, ALL THOSE KIND OF THINGS IT JUST DOVETAILS
INTO A LOT MORE. BUT | THINK YOU NEED TO QUESTION IT, AND SAY, "HEY, WHY AM | DOING THIS?
WHY DO WE NEED IT?" AND THEN MAKE YOUR DECISION THAT WAY.

KAMRAN SALOUR:

AND SOMETIMES SHAWN, THAT DECISION COMES DOWN TO, WHAT WILL MAKE THE CLIENT FEEL
GOOD AT THE END OF THE DAY? BECAUSE A LOT OF WHAT WE TALKED ABOUT IS, WHY ARE WE EVEN
HAVING A FORENSIC INVESTIGATION? WHY FROM THE CLIENT'S STANDPOINT, AM | INCURRING THIS
ADDITIONAL COST? SOMETIMES THE CLIENT JUST WANTS A PIECE OF PAPER TO MEMORIALIZE THE
COST THAT THEY SPENT ON THE FORENSIC INVESTIGATION.

AND SOMETIMES EVEN IF THERE REALLY ISN'T A GREAT REASON TO HAVE A REPORT, MAYBE JUST THE
FACT THAT THIS IS GOING TO GIVE THE CLIENT SOME PEACE OF MIND, IT'S GOING TO GIVE THEM
JUSTIFICATION FOR THEIR EXPENSE. AND OF COURSE OBVIOUSLY WE DON'T WANT A REPORT THAT'S
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GOING TO HAVE DAMAGING INFORMATION IN THERE, OR ANYTHING THAT COULD COME BACK TO
HAUNT THE COMPANY. BUT IF IT'S A FAIRLY INNOCUOUS SITUATION WHERE MAYBE A REPORT ISN'T
NECESSARILY THE MOST CRUCIAL, BUT REALLY WAS NOT GOING TO CAUSE ANY HARM, BUT THE
CLIENT REALLY INSISTS ON IT, SOMETIMES AS PART OF OUR ROLE OF PLACATING THE CLIENT AND
MAKING SURE THE CLIENT FEELS GOOD ABOUT THE END RESULT, WE MIGHT DEFER TO JUST, "HEY,
LET'S DO AN EXECUTIVE SUMMARY SO YOU HAVE SOMETHING FOR YOUR RECORDS, YOU HAVE THAT
PEACE OF MIND." SOMETIMES THAT'S AS GOOD OF A REASON TO HAVE A REPORT AS ANY.

SHAWN TUMA:

YEAH, | AGREE A HUNDRED PERCENT. AND | THINK THAT'S WHERE YOU'RE GOING TO SEE ALL OF THIS
COMES DOWN TO, IS THERE AREN'T REALLY A LOT OF HARD AND FAST RULES. THERE'S WHERE WE
START MAYBE AS A DEFAULT, AND THEN KIND OF REASONING THROUGH AND FACTORING ALL THESE
THINGS IN, BECAUSE YOU'RE RIGHT, SOME CLIENTS THEY FEEL LIKE, IF | DON'T GET A REPORT THEN
I'VE WASTED MY MONEY, WHAT HAVE | PAID FOR?

KAMRAN SALOUR;:

YEAH. CONVERSELY, I'VE SEEN MANY CLIENTS COMPLAIN ABOUT THE BILLS, SAYING, "l PAID THAT
MUCH FOR A REPORT?" IT'S FOR 10 PAGES OF WRITING, SO IT'S AN INTERESTING DYNAMIC, BUT WE'LL
TALK ABOUT THAT AT ANOTHER TIME.

SADIA MIRZA:

| CAN THINK OF TIMES THOUGH WHERE IT WOULD MAKE SENSE. EVEN IF WE DO AN EXECUTIVE
SUMMARY, | CAN THINK ABOUT CASES NOW WHERE IT'S HELPFUL TO HAVE A RECORD OF AT LEAST
WHAT WAS REVIEWED. ESPECIALLY IF YOU ASSUME THERE'S GOING TO BE, OR YOU BELIEVE THERE'S
GOING TO BE AN INVESTIGATION THAT'S GOING TO FOLLOW OR SOME KIND OF LITIGATION, HAVING A
DOCUMENT THAT SAYS, "LOOK, THIS IS WHAT WAS DONE AS PART OF THE INVESTIGATION." IT'S
NEEDED SOMETIMES TO BE ABLE TO SAY THAT, "YEAH, WE DID A THOROUGH INVESTIGATION, HERE'S
WHAT WAS REVIEWED."

AND SO YOU HAVE TO BALANCE ALL THESE FACTORS TOGETHER, AND | THINK YOU MAKE THEN AN
INFORMED DECISION. AND SO SHAWN, TO YOUR POINT, THERE'S NOT REALLY A RULE OF THUMB
WHEN IT COMES TO FORENSIC REPORTING, IT JUST DEPENDS ON THE PARTICULAR INCIDENT AT HAND.
BUT THIS IS A GOOD SEGUE INTO OUR FINAL QUESTION, | KNOW YOU'VE REVIEWED HUNDREDS OR
THOUSANDS OF FORENSIC REPORTS, ARE THERE ANY TIPS ON THINGS YOU LIKE IN FORENSIC
REPORTS, OR THINGS YOU DON'T LIKE TO SEE? EVERY TIME YOU OPEN UP A FORENSIC REPORT, IS
THERE ONE THING THAT YOU'RE ALWAYS REDLINING OUT OF IT?

SHAWN TUMA:

| THINK THE MOST IMPORTANT THING IS THAT THE INVESTIGATOR UNDERSTANDS THE OBJECTIVE OF
WHY WE'VE RETAINED THEM, AND WHAT THEIR PARTICULAR PURPOSE IS IN THIS CASE. THE ONE
THING THAT | CAN'T STAND IN THE PAST, IS WHENEVER WE BRING SOMEONE IN, IN A LIKELY DATA
BREACH SITUATION, AND THERE'S A PARTICULAR TIMEFRAME WHEN IT STARTED, AND THEY WANT TO
START GOING AND FINDING EVERY POTENTIAL EVENT THAT EVER OCCURRED IN THE HISTORY OF THIS
COMPANY. AND THEY'RE LIKE, "OH LOOK WHAT WE FOUND, FIVE YEARS AGO THIS." AND I'M LIKE,
"THAT IS NOT YOUR JOB RIGHT NOW. STAY FOCUSED, WE'RE NOT TRYING TO GO OUT AND HUNT FOR
10 YEARS OF DATA BREACHES THAT WERE NEVER DISCLOSED, OR NEVER EVEN KNOWN." THAT'S THE
KIND OF THING THAT REALLY DRIVES ME CRAZY, IS WHEN WE GET PUT WITH AN INVESTIGATOR THAT
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MAY NOT UNDERSTAND WHAT THEY'RE DOING IN THIS PARTICULAR CONTEXT, THEY TEND TO DO THAT
KIND OF STUFF.

NOW ON THE OTHER HAND, IF WE'RE RETAINING SOMEONE TO COME IN, LIKE AN INSIDER MISUSE
CASE, WHERE SOMEONE HAS STOLEN COMPANY DATA AND THEY'VE BEEN WITH THE COMPANY FOR
YEARS. HEY, THEN BY ALL MEANS, | WANT YOU TO FIND EVERYTHING THEY'VE EVER DONE, SO THAT
WE CAN USE THIS IN THE LITIGATION AGAINST THEM OR WHATNOT. | MEAN, OBVIOUSLY THAT COULD
BE A DATA BREACH AS WELL, DEPENDING ON WHAT THEY DID WITH IT. UNDERSTANDING THEIR
OBJECTIVE IS REALLY AN IMPORTANT PART, AND THAT'S WHY IT'S GREAT TO WORK WITH EXPERIENCED
INVESTIGATORS THAT WE ALL WORK WITH ON A DAY-TO-DAY BASIS, BECAUSE WE'RE ALL ON THE
SAME TEAM, WE UNDERSTAND WHAT WE'RE TRYING TO DO. BUT ASIDE FROM THAT, WHEN WE WANT
YOUR OPINION, MOST OF THE TIME WE WANT TO JUST STICK TO THE FACTS, AND KEEP IT AS SIMPLE
AS THESE ARE THE FACTS, DON'T GO PUTTING YOUR OPINION IN.

BUT WE ALL KNOW THERE'S THAT ONE AREA, WHERE HOW MANY CASES DO YOU HAVE WHERE YOU
CAN ABSOLUTELY PROVE BEYOND A SHADOW OF A DOUBT THAT THERE WAS NO ACCESS TO OR
EXFILTRATION OF DATA? THAT'S PRETTY RARE. SO MAYBE THAT WOULD BE AN AREA WHERE | MIGHT
WANT A LITTLE BIT OF AN OPINION OF, "BASED ON OUR EXPERIENCE IN DEALING WITH THIS THREAT
ACTOR GROUP, AND KNOWING THEIR HABITS, AND KNOWING THE TOOLS THEY'VE USED, WE DO NOT
BELIEVE THIS WAS A CASE... OR IN OUR EXPERIENCE THIS WAS NOT..." SOMETHING LIKE THAT. | DON'T
MIND A LITTLE BIT OF OPINION THERE SOMETIMES, BUT IT'S GOT TO BE AT THE RIGHT TIME. SO IT'S A
MATTER OF HAVING THEM UNDERSTAND WHY WE HAVE THEM IN THIS CASE, AND KNOWING HOW TO
WORK WITH US, AND US THEM. AND WHAT TO PUT IN WRITING, WHAT TO SEND EMAILS ABOUT, ALL
THOSE KIND OF THINGS, IT'S PART OF WORKING TOGETHER AS A TEAM.

KAMRAN SALOUR:

THAT'S A GREAT POINT, SHAWN, ON THE BALANCE. JUST LIKE WE HAVE TO BALANCE IN THE INSTANT
RESPONSE PROCESS, THE FORENSIC INVESTIGATOR DOES AS WELL, ESPECIALLY IN THE CONTEXT OF
THE REPORT WITH THE BALANCE OF THE FACTS AND THE OPINIONS. AND | ABSOLUTELY AGREE,
THERE'S CERTAIN TIMES WHERE | WOULD LOVE TO HAVE THE FORENSIC REPORT GIVE A REASONED
OPINION ON WHY THE FORENSIC FIRM DOES NOT BELIEVE THERE WAS EXFILTRATION UNDER THE
GIVEN SET OF CIRCUMSTANCES. IN MY EXPERIENCE, MORE RECENTLY | FOUND THAT THE FORENSIC
FIRMS ARE LESS INCLINED TO MAKE THOSE OPINIONS. | CAN ONLY SPECULATE THAT THEY MADE THE
OPINION ONE TIME, AND FOR WHATEVER REASON THAT CAME BACK TO HAUNT THEM. SO THEY HAVE
A LOT OF THEIR OWN INTERNAL COUNSEL THAT PUTS A LOT OF RESTRICTIONS ON THEM, WHICH
SOMETIMES CAN BE FRUSTRATING IN TERMS OF TRYING TO DELIVER THE BEST SITUATION FOR THE
INSURED HERE. HAVE YOU NOTICED MORE PUSHBACK FROM FORENSIC FIRMS ON OPINION?

SHAWN TUMA:

| HAVE. AND WE'RE TRYING TO FIND THE TRUTH HERE, ALL OF US ARE ENGAGED IN THAT SAME
OBJECTIVE, WE WANT TO KNOW THE TRUTH. IF THEY BELIEVE DATA WAS EXFILTRATED, THEN WE NEED
TO GET TO NOTIFYING. BUT THERE ARE SOME OF THOSE CASES WHERE EVERYBODY KNOWS, YOU
JUST KNOW THERE WAS NOTHING MORE THAN SOME INNOCUOQUS LITTLE ACCESS HERE, OR THERE, OR
WHATEVER. BUT SOMETIMES IT REQUIRES SOME LENGTHY CONVERSATIONS OF EXPLAINING, AND
UNDERSTANDING, AND GOING THROUGH THAT, AND | THINK THAT'S A BIG PART OF WHAT OUR ROLE
IS. | MEAN, WE WANT TO FIND THE TRUTH, AND THEN WE WANT TO MAKE SURE THAT OUR REPORT
CONFIRMS IT, AND SUPPORTS IT, AND IT'S CHALLENGING. WHEN THEY UNDERSTAND WHERE WE'RE
TRYING TO GO AND WHY, I'VE FOUND THAT THEY'RE EITHER GOING TO TELL US WHY OR WHY NOT.
AND SOMETIMES THAT'S GOOD ENOUGH, BECAUSE THAT WHY NOT MAY TELL US, YOU KNOW WHAT?
IF THEY CAN'T MAKE THAT CONCLUSION, THEN WE CAN'T REALLY SUPPORT THIS, AND WE NEED TO
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DEFAULT TO THE NOTIFICATION, BECAUSE IT'S JUST TOO MUCH OF THE GRAY AREA, AND THERE'S NO
WAY AROUND IT.

KAMRAN SALOUR:

ABSOLUTELY. UNFORTUNATELY, WE ARE RUNNING OUT OF TIME, AND I'LL SPEAK FOR SADIA HERE, AS
| OFTEN DO, WE WOULD LOVE TO CONTINUE THIS DISCUSSION WITH YOU, SO STAY TUNED, SHAWN,
WE'LL BE REACHING OUT TO YOU, BECAUSE | THINK THERE'S A LOT MORE HERE ABOUT THE INS AND
OUTS OF THE FORENSIC REPORT THAT WE COULD DEFINITELY DISCUSS. BUT | WANTED TO THANK YOU
SO MUCH FOR YOUR TIME AND YOUR INSIGHTS, | CERTAINLY FEEL LIKE | LEARNED A LOT TODAY
ABOUT THE PROCESS. AND SADIA KNOWS THIS, | DESCRIBE WHAT | DO, YOU MAKE IT UP AS YOU GO,
IN RESPECT TO A LOT OF THESE THINGS, BECAUSE THERE AREN'T ANY CLEAR-CUT ANSWERS. AND TO
KNOW THAT SOMEONE OF YOUR CALIBER IN THIS INDUSTRY AND EXPERIENCE HAS A SIMILAR
APPROACH IS VERY GRATIFYING FOR ME INTERNALLY, | APPRECIATE THAT.

AND | REALLY LIKE YOUR MANTRA OF FINDING THE TRUTH, | THINK THAT'S A VERY IMPORTANT
MANTRA TO ECHO AS YOU GO THROUGH THE PROCESS. THAT'S WHAT THE GOAL IS HERE, AND | THINK
THAT'S A GREAT MANTRA TO EXPLAIN REALLY AT THE OUTSET OF WHEN YOU'RE DISCUSSING YOUR
ROLE, THAT MIGHT GO A LONG WAY IN REDUCING SOME OF THE HESITANCY OF HAVING A FORENSIC
FIRM, AT LEAST WITH RESPECT TO INTERNAL IT. WE'RE NOT LOOKING TO FIND BLAME, WE'RE LOOKING
TO FIND TRUTH. SO | REALLY LIKE THAT, AND | MIGHT STEAL THAT FROM YOU, SO | WILL STEAL FIRST
AND ASK FOR A FORGIVENESS LATER.

SADIA MIRZA:
DID YOU SAY WE WERE RUNNING OUT OF TIME OR NO?

KAMRAN SALOUR;:

AM | LONG-WINDED NOW? THANK YOU, SADIA FOR KEEPING ME BACK ON TRACK. | WILL CLOSE THIS
EDITION HERE, AND | WILL STOP WAXING POETIC. THANK YOU VERY MUCH, SHAWN, FOR YOUR TIME,
WE ALL LEARNED A LOT. AS WE CLOSE POD, WE LIKE TO CLOSE IT WITH A TRIVIA QUESTION. AND
TODAY'S TRIVIA QUESTION IS, HOW MANY CHILDREN DOES SHAWN HAVE? AND IF YOU KNOW THE
ANSWER TO THAT QUESTION, YOU CAN EMAIL THE TROUTMAN PEPPER INCIDENT RESPONSE EMAIL, AT
INCIDENT.RESPONSE@TROUTMAN.COM WITH THE NUMBER OF CHILDREN THAT SHAWN HAS, AND THE
FIRST PERSON TO DO SO WILL WIN A TROUTMAN PEPPER HACKER HOODIE. AND SO SADIA DOESN'T
YELL AT ME, | WILL JUST SAY THANK YOU SO MUCH, SHAWN, WE COULDN'T HAVE A MORE ENJOYABLE
TIME, AND WE LOOK FORWARD TO TALKING WITH YOU IN THE NEAR FUTURE. AND THANK YOU OF
COURSE, SADIA, AS ALWAYS.

SADIA MIRZA:

KAMRAN, BEFORE SIGNING OFF | JUST WANT TO CLARIFY THAT IF WE USE THE WORD POD, WE HAVE
TO DO IT MUCH MORE NATURALLY WITH A LITTLE BIT OF SWAG, SO IT COMES OFF MUCH COOLER
THAN WHAT WAS JUST SAID. BUT YES, THANK YOU FOR EVERYONE FOR TUNING INTO THE POD, |
HOPE YOU KNOW WE'RE LOOKING FORWARD TO THE NEXT EPISODE. SHAWN, THANKS SO MUCH.
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