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F
or years, outside of certain regulated industries
and a few cutting-edge businesses, the focus was
on perimeter security, with less attention to a -

plication data security and compliance issues. On Feb—
mary 15, 2005, there was a dramatic and fundamental
shift in management’s focus on security: ChoicePoint
announced that it was a victim of a security breach and
that unauthorized persons were able to gain access to
consumer information. Since that’date, until May 2006,
there have been over approximately 3800 additional
announcements of security data breaches potentially
affecting the personally identifiable information of as
many as 167 million people.1

lata security and compliance issues are now at
the forefront as a concern for both citizens and the
management of businesses. While legal standards for
information se-urit.y for many businesses remain un
certain, one point has become clear in the last year: No
business is immune from having to address the issue
of data compliance and security. For companies oper
ating in regulated industries, experience may exist to
develop and implement appropriate measures to pro
tect sensitive personal information. Other companies,
however, may be starting from scratch. Regardless of
prior experience, a universal question persists—what
standard needs to be met?
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What the FTC Says and Doesn’t Say
The phrase adopted by the Federal Trade

Commission (FTC), and often repeated, is that
every business “[should] maintain or imple
ment internal measures appropriate under the
circumstances to protect sensitive consumer
information.”2Implementing measures to satisfy
this general (and vague) standard is difficult.
Moreover, rapidly developing technology, varia
tions in business requirements, the type and
form of personal data received, the applicability
of varying laws and state and federal enforce
ment authority, and countless other issues, make
it unlikely that a universal legal standard that
provides clear rules will ever be developed.

Instead, the nature of each company’s busi
ness, including an inventory of what informa
tion is collected and where it is retained, will
dictate the measures that must be implemented
to ensure the protection of sensitive information.
Different types of information require different
measures of security. For example, a business
that routinely handles credit card numbers
requires a higher level of protection than a busi
ness that holds little more than a street address.

“[While] there is no such thing as perfect
security, breaches can happen even when a
company has taken every reasonable precau
tion,” said Deborah Platt Majoras, Chairman
of the Federal Trade Commission before the
2005 Congress at the hearing, “Data Breaches
and Identity Theft: Hearing Before the Sen
ate Comm. on Commerce, Science, and Transportation.”
Businesses can look to a number of different sources for
guidance to develop standards to protect sensitive informa
tion. This article will discuss three of those sources:
• the Gramm-Leach-Bliley Act or Financial Services

Modernization Act of 1999 (GLBA);
• enforcement actions by the FTC; and
• commonalities in standards adopted by thc govcrn

ment and various organizations including the Payment
Card Industry (PCI) Data Security Standard; ISO/IEC
17799 and ISO/IEC 27001; SAS7O, and WebTrust and
SysTrust (developed by the American Institute of Certi
fied Public Accountants); and EU Directive 95/46/EC,
European Union Data Protection Directive.

How the GIBA Affects Your Date
Protection Policies

The GLBA is illustrative for many reasons, including
continuing reference to the GLBA as a guide for develop
ing standards for the various notification bills pending be-

fore Congress. The GLBA regulates the collec
tion, use, and disclosure of consumer financial
information by “financial institutions” (e.g.,
non-bank mortgage lenders, loan brokers, and
some financial or investment advisers). 15
U.S.C. § 6801. The major components regard
ing privacy protections in the GLBA include
the Financial Privacy Rule and the Safeguard
Rule, which were promulgated by the Federal
Trade Commission (FTC).

The Financial Privacy Rule requires finan
cial institutions to provide each consumer
with a privacy notice upon the establish
ment of the consumer relationship and then
provide further notice in each subsequent
year) Generally, the privacy notice must
explain the information collected about the
consumer, where that information is stored,
how that information is used, and how that
information is protected. The notice also
must identify the consumer’s right to opt-out
of the information being shared with unaf
filiated parties.

The Safeguard Rule requires financial
institutions to develop a comprehensive written
information security plan that contains reason
able administrative, technical, and physical
safeguards, and measures for continuing to
‘evaluate the plan and force adjustments to the
plan based on the evaluation.4

- Generally, the plan must include:
designation of one or more employees to coor

dinate the information security program:
• identification of reasonably foreseeable internal and ex

ternal risks to the security, confidentiality, and integrity
of customer information, and assessments of the suffi
ciency of any safeguards in place to control those risks;

• implementation of information safeguards to con
trol the risks identified through risk assessment, and
regular tests of the effectiveness of the safeguards’ key
controls, systems, and procedures;

• overseeing service providers; requiring them to protect
the security and confidentiality of customer informa
tion; and

• evaluation and adjustments to the information security
program in light of the results of testing and moni
toring, changes to the business operation, and other
relevant circumstances.
An evaluation of the record of FTC enforcement actions

provides further guidance on standards to pursue in develop
ing a compliance and security program, providing further
definition to the Safeguard Rules. Although not written as
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a privacy law, the FTC has been using the Federal Trade
Commission Act (FTCA), 15 U.S.C. § 41-51, to regulate
and protect personal information. Section 5 of the FTCA
provides the Federal Trade Commission with enforcement
authority over “unfair or deceptive acts or practices.”5

The FTC enforces the substantive requirements of Sec
tion 5 through both administrative and judicial processes.
In the administrative process, the FTC makes the initial
determination whether the practice is an unfair or decep
tive trade practice. When the FTC determines that there is
reason to believe that an unfair or deceptive trade practice
has occurred, it may issue a civil investigative demand and
ultimately a complaint setting forth its charges. Faced with
a possible complaint, a party may elect to accept and submit
to a consent agreement without admitting liability.

Many of the first privacy-related enforcement actions
filed by the FTC focused on the “deceptive” leg of the
FTCA. These cases point to one of the first places to start
a comprehensive review of security practices, specifically

These cases point to one
of the first places to start a
comprehensive review of security
practices, specifically a com
pany’s public statements on
privacy and security.

a company’s public statements on privacy and security.
Beginning in early 2000, it became common practice for
businesses to develop and sponsor “Privacy Statements.” In
these statements, companies would provide assurances to
consumers about how their information would be handled,
to whom it would be distributed, and in some instances the
level and form of security applied to the information.

In early 2002, the FTC relied on the “deceptive” leg
of the FTCA in reaching a settlement with Eli Lilly &
Company (Lilly), which had inadvertently disclosed the
email addresses of the subscribers to its Prozac mailing
list.6 Lilly inadvertently sent a form email to subscribers
of the mailing list concerning its Prozac medication that
disclosed all of the subscribers’ email addresses to each
individual subscriber by including all of their addresses
within the “To:” entry to the message. The disclosure was
contrary to the company’s privacy statement as Lilly prom
ised that all information submitted by customers, including
email addresses, would be kept confidential and that the
company had security measures in place to maintain the

privacy of information. The FTC argued that Lilly had not
instituted appropriate security measures as Lilly:
• “failed to provide appropriate training for its employ

ees” regarding security,
• “failed to provide appropriate oversight and assistance

to employees to ensure compliance with written secu
rity requirements,” and

• “failed to include security in the testing process to avoid
inadvertent disclosure of sensitive information.”
In other words, despite the representations in its Privacy

Statement, Lilly did not have oversight controls in place to
achieve its publicly stated security goals.

Lilly was not alone in being held accountable for their
public statements on privacy and security after a data
breach. Microsoft, Guess?, Inc., Petco, Tower Records, and
others have faced similar actions. Other guiding principles
distilled from these enforcement actions include:
• designing systems to avoid unauthorized access with

reasonable identification and authentication procedures
(i.e., unique IDs and passwords);

• implementing tools to detect unauthorized access that
include the retention of system information to conduct
such reviews;

• protecting against commonly known or reasonably
foreseeable attacks from unauthorized users (e.g., SQL
injection attacks in Guess?, Inc., Petco, and November
2006, Guidance Software, Inc.); and

• encrypting sensitive personal information and user
passwords not only in transit, but also in storage (where
the Privacy Statement promised that the data would be
handled by SSL encryption).
The policies addressing security obviously need to be

consistent with Privacy Statements made to and for the
benefit of the public.

The FTC findings in these matters are instructive even in
the absence of Privacy Statements, as many of the Privacy
Statements made general representations about security,
such as employing “reasonable” measures. In sum, these
cases illustrate the importance of being proactive in respond
ing to potential threats and, as recently stated by the FTC,
“implement[ingj simple, inexpensive and readily available
security measures to protect consumers’ data.”7 Anyone
involved in data security knows that these threats are always
evolving. For example, two years ago the threat came from
“hobby” hackers tempted by the “game” of trying to beat
perimeter security. Today, while these threats still exist, crimi
nals are using hacking techniques that get behind perimeters
with valid user credentials and then seek to exploit vulner
abilities in the application code. The above cases illustrate
the need to have system controls in place to track unusual
usage patterns, and to provide system data to permit forensic
studies to pursue potential unauthorized access.9
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In June 2005, the FTC announced a settlement with BJ’s
Wholesale Club, Inc. (Bl’s))° Unlike the cases involving al
leged deceptive practices, BJ’s did not have a written privacy
policy that made assurances of a certain level of data protec
tion. Instead, the FTC looked at BJ’s security procedures and
deemed them to be insufficient, charging BJ’s with engaging
in conduct unfair to consumers. By this enforcement action,
the FTC signaled to companies that the “unfairness” leg of
the FTCA created some undefined reasonableness standard
with regard to the protection of consumer data. In other
words, it is no longer sufficient merely to seek and satisfy any
security assurances made in a Privacy Statement. Companies
must also continually evaluate their operations and the con
sumer data they handle to develop and implement a program
that maintains and enforces internal measures appropriate
under the circumstances to protect sensitive information.

With the BJ’s action, the FTC provided further guidance
as to what conduct was deemed to be unreasonable and
inappropriate. Specifically, the FTC found that BJ’s:

• did not encrypt credit card numbers while in transit or
when stored on the in-store computer networks;

• stored the information in files that could be accessed
anonymously—i.e., using a commonly known default
user id and password;

• did not use readily available security measures to limit
access to its computer networks through wireless access
points on the network;

• failed to employ sufficient measures to detect unauthor
ized access or conduct security investigations; and

• created unnecessary risks to the information by stor
ing it for periods in excess of the limits established by
certain banking rules and regulations.
In December 2005, the FTC announced another settlement

relying on the “unfairness” leg of the FTCA, this time with
DSW, Inc. (DSW).” The settlement stemmed from DSW’s
March 2005 announcement that a security breach resulted
in the potential release of over 100,000 individuals’ personal
information. The FTC found that DSW created unnecessary
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risks to stored personal information by failing to employ suf
ficient measures to detect unauthorized access. In addition,
the FTC found that DSW retained personal information in
multiple files and stored the information in an unencrypted
format, which could be easily accessed by using a commonly
known user ID and password. The commission also found
that DSW did not use readily available security measures to
limit access to its computer network through wireless access
points on the network, and that it did not sufficiently limit the
ability of computers on one in-store network to connect to
computers in other in-store and corporate networks.

Continuing to pursue companies that failed to exercise
generally accepted standards, the FTC launched an investi
gation into ChoicePoint’s privacy, verification, and compli
ance practices. The FTC found that ChoicePoint failed to
verify properly the identities of customers before provid
ing those customers with access to consumers’ personal
information.’2More specifically, ChoicePoint had accepted
“facially contradictory or illogical application information
[1 without conducting further inquiry to resolve apparent
anomalies.” Further, the FTC found that ChoicePoint failed
to monitor or otherwise identify unauthorized activity, even
after it was notified by law enforcement of fraudulent activ
ity between 2001 and 2004, and despite its knowledge of
suspicious activity. For example, ChoicePoint continued to
provide a high volume of reports even after the subscriber’s
telephone had been disconnected, the address was incorrect,
and the credit card was not associated with the subscriber.
Additionally, the FTC stated that ChoicePoint made false
and misleading representations to both customers and the
public about the safeguards employed to protect the security
of information and ensure compliance with the FCRA.

Looking at the glass from the other side, on June 5, 2007,
the FTC issued a closing letter in an investigation into possi
ble Section 5 violations relating to the breach involving Dollar
Tree Stores, Inc. (Dollar Tree).’3 Dollar Tree had been the vic
tim of a “PED skimming” scheme, where a malicious memory
chip was secretly placed in the PIN entry device (PED) used
at the point of sale to process payment card purchases. The
hidden memory chip was later collected by the criminals,
from which the criminals could extract the consumer’s per
sonal information, including the magnetic stripe data and the
PIN associated with a particular card.

The FTC decided not to pursue an action after apparently
deciding the “risk at issue was [not] reasonably foreseeable
at the time of the compromise.” Providing a road map as to
what might persuade the FTC of Section 5 compliance, other
important factors were: “[1] the nature and magnitude of
the risk relative to other risks; [2] the benefits relative to the
costs of protecting against the risk; [3] Dollar Tree’s overall
data security practices; [4] the duration and scope of the
compromise; [5] the level of consumer injury; and [6] Dollar

Tree’s prompt response.” For Dollar Tree, prominent among
these factors was the short time frame in which PED skim
ming was known by security experts as a risk. The FTC dis
tinguished DSW and other recent enforcement actions based
on the failure in those cases by the company to use inexpen
sive and available solutions to address “well-known” vulner
abilities that resulted in “substantial injury to consumers in
the form of account fraud, time loss, and inconvenience.”

VVhile not a silver bullet, the
private and government standards
can help in-house counsel
to guide the development of
standards appropriate to
company’s business.

In-house Counsel’s Five Step Roadmap
The FTC enforcement actions and now closing letter,

along with the GLBA Safeguard Rules, provide a five-step
roadmap to developing a security plan: (1) assess the risks; (2)
develop a plan; (3) follow the plan; (4) periodically reevalu
ate the plan; and (5) alter the plan based on the reevaluation.
Some of the common areas in-house counsel can evaluate
potential risk include: (a) program oversight (i.e., accountabil
ity); (b) user identification and authentication procedures; (c)
security controls in research and development; (d) third-party
vendors and service providers; (e) data use rules (is it neces
sary and how is the data stored and transmitted); (f) employ
ee and user education; (g) data usage monitoring; (h) tools
to permit detection of unauthorized use; and (i) retention of
data to permit forensic studies of suspected unauthorized use.

Numerous standard setting organizations have worked
to define a process to help companies improve compliance
with a general reasonableness standard. In-house counsel
can see that their company:
• designates one or more employee(s) to coordinate the

safeguards;
• identifies and assesses the risks to consumer informa

tion in each relevant area of the company’s operation;
• designs and implements a safeguards program, and

regularly monitor and test it;
• selects appropriate service providers and contract with

them to implement safeguards;
• evaluates and adjusts the program in light of relevant

circumstances, including changes in the firm’s business
operations, or the results of testing and monitoring of
safeguards; and
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• disposes of customer information in a secure manner
by hiring or designating a records retention manager to
supervise such disposal; shreds or recycles customer in
formation; erases all data when disposing of computers,
diskettes, magnetic tapes, hard drives, etc.; effectively
destroy the hardware; and promptly dispose of outdated
customer information.
In-house counsel should work with the IT team so that

they identify and analyze gaps in the current security pro
cedures and then design and implement solutions to close
those gaps and ensure ongoing conformity. Tests should be
conducted to discover vulnerabilities and security flaws in
computer networks and track emerging internet threats.
Companies should conduct penetration tests (ethical hack
ing) that simulate covert and hostile network attack activities
to identify specific exploitable vulnerabilities and to expose
potential electronic entryways to sensitive data. Companies
also should consider conducting an application review that
identifies security flaws behind the firewall, such as SQL
Injection, cross-site scripting, buffer overflows, and the like.
For more information on these technical terms, see the Web
Security Glossary from the Web Application Security Con
sortium, available at www. webappsec.org/projects/glossary.
Whether the company conducts these tests with internal
resources or hires an external third party will depend upon
the resources available to the company. Under either circum
stance, these tests should be conducted under the supervi
sion of the general counsel’s office and/or outside counsel to
improve privilege arguments.

No Silver Bullet Will Protect Your Company
Security standards established by government agencies

provide another useful resource to identify measures that
improve the likelihood of establishing the reasonableness of
an information security plan. A recent example arose after
the Department of Veterans Affairs announced the theft of
a laptop computer on which unencrypted personal informa
tion was stored. Information on Veterans Affairs Data Se
curity Issue, is available at wwwl.va.goWopa/data/data.asp.
In a memorandum from Clay Johnson Ill, Deputy Director
for Management. the Office of Management and Budget
on June 23, 2006,14 the White House announced stan
dards for the protection of sensitive agency information on
laptop computers and other remote devices. Among other
points, the memorandum referenced a checklist developed
by the National Institute of Standards and Technology and
required:
• data to be encrypted unless designated in writing to be

non-sensitive;
• two-factor authentication;
• require the “time-out” function to lock the computer

after 30 minutes of inactivity; and

• logging of all data that is stored on the remote device
and requiring its removal after 90 days unless use is
still required.
While not a silver bullet, the private and government

standards can help in-house counsel to guide the develop
ment of standards appropriate to company’s business. The
above discussion provides a starting point for developing
an information security program that maintains and imple
ments internal measures appropriate under the circum
stances to protect sensitive information.

In the end, expertise both as to the company’s practices
and as to general industry norms will be important in crafting
a security plan that protects the company against claims of
negligently handling protected data. At the moment, the stan
dard for reasonable data security is not unlike the standard de
scribed by United States Supreme Court Justice Potter Stewart
for identifying pornography—”l know it when I see it.”’3 With
the help of a knowledgeable team of business people, security
and technical personnel, and lawyers, companies can develop
defensible and effective data security plans.

Have a comment on this article? Email editorinchief@acc.com.
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