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The Dec. 14, 2022, introduction of the Digital Asset Anti-Money Laundering Act[1] by Sens. Elizabeth Warren, D-

Mass., and Roger Marshall, R-Kan., marks the end of a tumultuous year in the cryptocurrency industry that saw a

massive contraction in market cap and criminal and civil charges levied against the CEO of one of the world’s

largest cryptocurrency exchange platforms.[2]

If passed, the act would dramatically change how the federal government regulates cryptocurrency entities by

recategorizing certain cryptocurrency firms as money services businesses, thereby broadening the reach of anti-

money laundering statutes like the Bank Secrecy Act and regulations like the know-your-customer

requirements.[3]

Further, it would ban the use of anonymity-enhancing technologies in cryptocurrency transactions.[4] While

cryptocurrency exchanges are already regulated under the current scheme, the vast majority of cryptocurrency

industry participants, such as wallet providers and miners, have to this point evaded federal regulation. The act

seeks to bring the entire industry under the federal regulatory umbrella.

The act also would require the Financial Crimes Enforcement Network of the U.S. Department of the Treasury to

adopt a proposed rule that would amend existing know-your-customer requirements by placing greater record-

keeping and recording responsibilities on money services businesses whose customers transact with certain

cryptocurrency entities.[5]

FinCEN had previously proposed a rule that would, among other things, amend the Bank Secrecy Act’s definition

for monetary instruments to include cryptocurrency and require banks and money services businesses to file

reports for cryptocurrency transactions valued at $10,000 or higher. This proposed rule has not yet been adopted

but would be if the act becomes law.

These proposed changes to the existing federal scheme for the cryptocurrency industry would likely impose

significant costs on cryptocurrency entities to create or update anti-money laundering and know-your-customer

programs.[6]

Firms failing to do so would run the risk of financial liability, as FinCEN can assess massive civil money penalties
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on firms that fail to comply with Bank Secrecy Act and know-your-customer requirements.[7] Additionally, FinCEN

proceedings can run parallel to and assist criminal investigations, which could create dual civil-criminal liability for

violating firms.[8]

Although the act fails to provide guidance on whether cryptocurrency is a commodity or a security,[9] and therefore

does not clarify whether cryptocurrency would be subject to regulation[10] by either the Commodity Futures

Trading Commission or the U.S. Securities and Exchange Commission, or both, it hedges future resolution of this

distinction by imposing identical requirements on both agencies[11] and demonstrates that Congress is intent on

reining in an industry predicated, at least in part, on unregulated transactions.

Whether the act passes into law remains to be seen. However, it is likely that further regulation in this industry is

on the horizon, and companies in the cryptocurrency space should take note of the act and at a minimum view it

as a harbinger of what is to come as they assess whether they need to create or update an anti-money laundering

compliance program.

The Current Anti-Money Laundering Regulatory Scheme and Cryptocurrency

Congress imposes record-keeping and reporting requirements on financial institutions through the Bank Secrecy

Act and its corresponding know-your-customer requirements to prevent illicit money laundering.[12]

The requirements apply to financial institutions as defined by the regulations.[13] A money services business is

one such financial institution under the regulations.[14]

As such, a money services business is required to verify customer identification, file currency transaction reports,

keep certain records and respond to law enforcement requests.[15] Cryptocurrency exchanges like Binance

already are registered as money services businesses with FinCEN under the current scheme.[16]

FinCEN, which is a bureau within the Department of the Treasury that has the authority to enforce compliance with

the Bank Secrecy Act and know-your-customer requirements,[17] can impose civil money penalties on firms that

violate these anti-money laundering statutes and regulations[18] and help support criminal investigations by the

U.S. Department of Justice.[19]

The danger of FinCEN civil money penalties is not to be overlooked — such penalties can run into the tens of

millions. For example, FinCEN recently assessed a roughly $29 million penalty on another cryptocurrency

exchange, Bittrex, for failing to develop an effective anti-money laundering program.[20]

FinCEN also has the authority to augment the anti-money laundering regime by promulgating rules.[21] FinCEN

issued a notice of proposed rulemaking concerning the cryptocurrency industry on Dec. 23, 2020.[22]

The proposed rule, which has not yet been finalized, would not only define cryptocurrency as a “monetary

instrument” under the Bank Secrecy Act and require banks and money services businesses to file reports for

cryptocurrency transactions valued at $10,000 or higher, but also would reach those persons and entities that

store their cryptocurrency in so-called unhosted wallets.[23]
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Specifically, the new FinCEN rule would require banks and money services businesses to keep records and verify

the identity of their hosted wallet customers when such customers engage in transactions greater than $3,000 with

unhosted wallet-holders.[24]

If adopted, this proposed FinCEN rule would therefore significantly expand the universe of regulated

cryptocurrency transactions by regulating peer-to-peer transactions and the decentralized applications that

facilitate these transactions. By the terms of the act, this FinCEN proposed rule would be adopted if the act

becomes law.

Digital Asset Anti-Money Laundering Act and Its Implications

As summarized above, the recently proposed act would bolster FinCEN’s role in regulating cryptocurrency while

also bringing more facets of the cryptocurrency industry under federal anti-money laundering regulatory scrutiny.

In fact, a closer look at the act reveals that the increased role of FinCEN is specifically contemplated by the bill.

Indeed, the very first sentence of the act “require[s] the Financial Crimes Enforcement Network to issue guidance

on digital assets.”[25]

The act further directs FinCEN to adopt a rule categorizing the following entities as money services businesses:

custodial and unhosted wallet providers, cryptocurrency miners, validators “or other nodes who may act to

validate or secure third-party transactions,” independent network participants, and “other validators with control

over network protocols.”[26] FinCEN would also be required to adopt its Dec. 23, 2020, proposed rule described

above.[27]

Additionally, the act directs the Treasury Department to adopt a rule banning financial institutions from using so-

called mixers, or anonymity-enhancing technologies, and from handling cryptocurrency that passed through a

mixer.[28]

Cryptocurrency mixers collect together cryptocurrency deposits by many users and blend or stir the source funds

together and then withdraw the funds to new wallet addresses under the control of each user that are different

from the original wallet addresses that contained the deposits.

This process obscures the public origin and destination of cryptocurrency and attempts to anonymize the identity

of the original holder. Mixers have already been the focus of federal regulators: FinCEN assessed a $60 million

civil money penalty in 2020 on a cryptocurrency mixing firm that facilitated purchases of illegal drugs and permitted

bitcoin laundering.[29]

It has been, to this point, unclear which federal agency should be the primary regulator of the cryptocurrency

industry. Both the CFTC and the SEC have taken a role in regulating certain cryptocurrencies — with some

cryptocurrencies classified as commodities,[30] and thus subject to CFTC regulation, while other cryptocurrencies

have been classified as securities, and thus subject to SEC regulation.

The proposed act seems to intentionally do little to clear up this ambiguity. It does not purport to curtail or enlarge

the CFTC or the SEC’s jurisdiction to regulate cryptocurrency.[31] It only imposes identical monitoring
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requirements on both the CFTC and the SEC to create programs that monitor compliance with anti-money

laundering regulations.[32]

Further demonstration of this agnostic approach to the cryptocurrency regulatory powers of the CFTC and SEC is

the act’s inclusion that each agency monitor entities “[already] regulated” by the respective commissions.[33]

Passage of the act would certainly impose significant compliance responsibilities and costs on large segments of

the cryptocurrency industry. The cryptocurrency wallet market in the U.S. has an estimated value of $2 billion.[34]

The U.S. constitutes 38% of global bitcoin mining,[35] an industry that yields over $12 million per day.[36]

Large firms that operate mining services and unhosted wallets would be exposed to the high costs of compliance

with anti-money laundering regulations. To illustrate, LexisNexis issued a report in September 2022, estimating

that North American firms spent $56.7 billion from May 2021 to May 2022 to comply with anti-money laundering

statutes and regulations.[37]

Even firms that were previously regulated under the existing federal scheme, such as cryptocurrency exchanges,

would see increased compliance costs because of the act’s requirement that FinCEN adopt its rulemaking on

record-keeping and reporting for unhosted wallet transactions.

A prohibition of mixer or otherwise anonymity-enhancing technology use would also greatly impact the

cryptocurrency industry and potentially exclude billions of dollars in cryptocurrency from the U.S. market.

Chainalysis published a report estimating that mixing services received roughly $4.5 billion during the first two

quarters of 2022.[38] And while a large portion of this funding came from illicit sources, not all cryptocurrency fed

through mixers originate from illicit sources; centralized exchanges use mixers as well.[39]

Prohibiting financial institutions from handling mixed cryptocurrency could decrease money laundering, but it

would radically change an industry inextricably tied to decentralized transactions and privacy among transacting

parties.[40]

The act’s failure to elevate either the CFTC or the SEC as the main regulatory authority for cryptocurrency may

signal that Congress is interested in regulating as many aspects of the industry as is practicable, or it may be tacit

recognition of the fact that whether cryptocurrency is a commodity or a security is a complicated issue that is not

yet ripe for resolution.

Either way, the dual monitoring requirements levied by the act on both the CFTC and SEC[41] demonstrate an

intent to employ both regulatory bodies in the fight against money laundering.

Conclusion

The Digital Asset Anti-Money Laundering Act is a bipartisan piece of legislation that on its face appears to be

aimed at preventing the perpetration of illegal activity through cryptocurrency transactions.

The introduction of the act caps a year in which the SEC and a separate group of bipartisan senators proposed
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new methods of regulating cryptocurrency under existing federal financial enforcement statutes, and in which

cryptocurrency prosecutions and civil suits have been making headlines and causing shockwaves in the entire

cryptocurrency industry.

While it is unclear whether the act will pass into law, individuals and companies operating in the cryptocurrency

space should be mindful of the proposed changes the act would bring.

It seems likely that Congress, the CFTC and the SEC will continue to seek further regulation of the entire industry,

and that some aspect of that regulation will focus on anti-money laundering. Those entities that are operating in

the cryptocurrency space would do well to evaluate their anti-money laundering protocols and consult with

experienced counsel to be prepared for the likely changes in the regulatory landscape.
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