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EXECUTIVE SUMMARY

The California Consumer Privacy Act’s (CCPA) cybersecurity audit regulations, finalized September 23, 2025,

became effective January 1, 2026, establishing the first state privacy law of general applicability mandating

independent cybersecurity audits. Unlike sector-specific requirements such as New York Department of Financial

Services (NYDFS) Part 500 (financial services) or Health Insurance Portability and Accountability Act (HIPAA)

(health care), these regulations apply to any business meeting the applicability thresholds — from bakeries to

banks.

This analysis compares the CCPA’s 18 core cybersecurity components against four established frameworks:

NIST Cybersecurity Framework 2.0
NYDFS 23 NYCRR Part 500
CIS Controls v8.1
ISO/IEC 27001:2022

The regulations explicitly permit leveraging audits prepared for other purposes under existing frameworks,

provided scope and independence requirements are met.

Note on Standard of Review (a theme throughout this article): The CCPA cybersecurity audit regulations

apply a flexible, risk-based standard throughout. Auditors evaluate each of the 18 cybersecurity components “to

the extent applicable” to the covered business’s information systems, taking into account the business’s size,

complexity, and risk profile. No single control is universally mandatory. This article’s references to audit

components, requirements, and recommended practices should be read with that standard in mind. Where we

describe a control as an audit criterion or area of focus, we mean that auditors will evaluate it as applicable, not

that it is an absolute mandate for every covered business.

As the California Privacy Protection Agency’s (CalPrivacy) Regulatory Impact Assessment notes: “Four common

security frameworks (the CSF, CIS Critical Security Controls v.8, ISO/IEC 27001, and SOC 2, Type II) each have

some overlap with the [rule’s]18 core components.” The Assessment estimates companies with existing

framework certifications can reduce compliance costs by approximately 30%.

Key Finding: Organizations with mature ISO 27001 or NIST CSF programs will find strong alignment with most
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CCPA audit requirements, but should plan to supplement existing controls in three critical areas: (1) Personal

information inventories and classification tied to CCPA definitions, (2) vulnerability disclosure process (including

vulnerability disclosure programs and/or bug bounty programs), and (3) phishing-resistant multifactor

authentication (MFA) across all user populations including contractors and service providers.

Applicability Thresholds

The following table compares applicability thresholds across all five frameworks. Note that CCPA’s cybersecurity

audit requirements apply to any qualifying business regardless of industry sector (based on revenue and

processing of personal information (PI) as defined under the law), while NYDFS Part 500 is limited to financial

services entities. NIST CSF, CIS Controls, and ISO 27001 are voluntary frameworks with no mandatory

thresholds, though they are widely adopted as compliance benchmarks and are explicitly referenced in the CCPA

regulations as acceptable audit foundations.

CCPA (California) NIST CSF 2.0 NYDFS Part 500 CIS Controls v8.1 ISO 27001:2022

1) More than 50% of
annual revenue from
selling or sharing
California PI; OR (2)
Annual gross
revenues exceeding
$26,625,000 AND
processed:
– PI of 250,000 or
more consumers /
households, or –
Sensitive PI of
50,000 or more
consumers.

Voluntary
framework; no
mandatory
thresholds;
applicable to all
organizations
regardless of size or
sector.

Entities operating
under NY DFS
license; includes
banks, insurers,
money transmitters,
licensed lenders.

Voluntary
framework; scalable
via Implementation
Groups (IG1-IG3)
based on
organizational risk
profile.

Voluntary
international
standard; applicable
to any organization
seeking ISMS
certification; 93
controls in four
themes.

Compliance Timeline Comparison

CCPA’s phased compliance timeline is based on gross annual revenue:

– For Group 1 (organizations with more than $100 million in annual gross revenue), the audit period begins
January 1, 2027, and the certification is due April 1, 2028.

– For Group 2 (organizations with $50 million to $100 million in annual gross revenue), the audit period begins
January 1, 2028, and the certification is due April 1, 2029.

– For Group 3 (organizations with less than $50 million in annual gross revenue), the audit period begins
January 1, 2029, and the certification is due April 1, 2030.

All covered businesses, regardless of revenue tier, are subject to the underlying obligation to maintain a

cybersecurity program consistent with CCPA requirements from January 1, 2026, the date the regulations took

effect. The phased schedule governs when the formal audit period begins and when certifications must be filed,

not when the obligation to protect California consumer data arises. This timeline creates urgency for organizations

that have not yet implemented comprehensive cybersecurity programs. The phased certification deadlines for all

groups are set out in the table below.

CCPA Deadlines NIST CSF 2.0 NYDFS Part 500 CIS Controls v8.1 ISO 27001:2022
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– More than $100
million: April 1, 2028.
– $50-100 million:
April 1, 2029.
– Less than $50
million: April 1, 2030
Annual thereafter for
all; no gaps in
coverage.

No mandatory
deadlines; voluntary
adoption with
continuous
improvement cycle
recommended.

Fully effective; Class
A companies (more
than $20 million New
York revenue AND
– More than 2,000
employees or
– more than $1
billion total revenue)
require external
audit annually; Nov
2025 universal MFA.

No mandatory
deadlines; self-
paced
implementation
based on chosen
Implementation
Group (IG1-IG3).

Certification audit
every three years
with annual
surveillance audits;
transition to 2022
version completed
Oct 31, 2025.

Core Cybersecurity Components: Five-Framework Mapping

The CCPA regulations identify 18 cybersecurity program components that auditors must evaluate to the extent

applicable to the covered business’s information systems. The framework is explicitly nonprescriptive: not every

component will be relevant to every business, and the auditor evaluation of each component is subject to each

covered business’s size, complexity, and risk profile per §7123(c). The following table maps each component to

equivalent controls in the four comparison frameworks. Reading guide: green text in the CCPA column indicates

CCPA is more restrictive in scope if applicable than the comparison frameworks; purple text indicates a control

area CCPA imposes that no comparison framework independently requires; blue text in the framework columns

identifies the key point of difference from CCPA for that framework. No color indicates the control scope if

applicable is substantially similar across frameworks.

# CCPA Component NIST CSF 2.0 NYDFS Part 500 CIS Controls

v8.1

ISO

27001:2022

1 Authentication (MFA, Phishing-

Resistant MFA, and Strong

Passwords) [§7123(c)(1)]

Includes MFA, phishing-resistant

MFA, and strong password

requirements for all users.

Phishing-resistant MFA required

for employees, contractors, AND

service providers — broader user

scope than any comparison

framework.

PR.AA-3:

Authentication

& access

management.

MFA

supported;

flexible

technology.

No technology

mandate; no

service provider

MFA scope

requirement.

§500.12: Universal

MFA mandated

(November 2025).

Covers employees

and contractors.

Strongest existing

MFA mandate, but

limited to financial

services licensees;

does not explicitly

extend to service

providers.

CIS 6 (6.3-6.5):

MFA for

privileged

accounts.

Does not require

phishing-resistant

MFA across all

user populations

or service

providers.

A.8.5 / A.5.15:

Secure

authentication.

Authentication

technology and

scope left to

organizational

risk

assessment.
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preserving flexibility across

industries.

flexible

technology

standards.

approach.

2 Encryption at Rest and Transit

[§7123(c)(2)]

Both at-rest and in-transit

encryption required. No specific

encryption standard mandated,

PR.DS-1,

PR.DS-2: Data

security

controls.

Encryption

supported;

§500.15: Encryption

of nonpublic

information; covers

both at-rest and in-

transit.

CIS 3 (3.6,

3.9-3.11): Data

protection;

encryption and

key management

practices.

A.8.24: Use of

cryptography;

A.5.14: Info

transfer

controls. Stand

ard-agnostic

3 Account Management and

Access Controls [§7123(c)(3)]

Least-privilege access, limiting and

monitoring privileged accounts,

restricting PI access to those who

need it.

Explicitly includes restriction and

monitoring of physical access to

personal information — often

overlooked in traditional IAM

programs.

PR.AA-1

through

PR.AA-6:

Identity and

access

management.

Strong IAM

coverage.

§500.7: Access

privileges and

management.

Privileged access

controls required.

CIS 5 & 6:

Account and

Access Control

Management.

Physical access

to PI not

separately

addressed as a

distinct access

control

requirement.

A.5.15-18,

A.8.2-5: Access

control and

user access

management.

4 Personal Information

Inventories [§7123(c)(4)]

Must inventory ALL California

PI/SPI by CCPA-defined

categories; map storage locations,

data flows, and all third-party

access including cloud

environments.

Requires a California PI/SPI-

specific inventory mapped to

CCPA definitions. No other

framework independently

mandates this at the PI category

level.

ID.AM-1,

ID.AM-2: Asset

inventory

(general).

Supplement

required: add

CCPA PI/SPI

category

tagging and Cal

ifornia-specific

data flow

mapping.

§500.13: Asset

inventory (general).

Supplement

required: add PI

classification using

CCPA personal

information and

sensitive PI

definitions.

CIS 1, 2, 3:

Hardware,

software and data

inventory

(general).

Supplement

required: build

CCPA-specific PI

data map with

category tagging

and cross-border

flow tracking.

A.5.9,

A.5.12-13:

Information

classification

(general).

Supplement

required: add

CCPA PI/SPI

categories and

cross-border

data flow

documentation.

5 Secure Configuration

[§7123(c)(5)]

Hardening, patch management,

change management, and

masking of sensitive PI where

appropriate — covers both on-

premises and cloud.

PR.PS-1:

Configuration

management

processes.

Hardening and

change control

well-covered.

§500.2(b):

Cybersecurity

program

requirements include

configuration

standards and

patching.

CIS 4 (4.1-4.12):

Secure

configuration for

enterprise assets

and software.

Strong alignment.

A.8.9:

Configuration

mgmt; A.8.8:

Technical

vulnerability

mgmt. Patch

management.
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Disclosure [§7123(c)(6)]

Internal and external vulnerability

scans, penetration testing; covers

all third-party and cloud

environments.

Vulnerability disclosure process (of

which vulnerability disclosure

programs (VDP) or bug bounty

programs satisfy) is required.

No other framework independently

requires a formal disclosure

process.

identified;

DE.CM:

Continuous

monitoring for

threats.

No vulnerability

disclosure or

VDP

requirement.

vulnerability

assessments

mandated annually.

No vulnerability

disclosure or VDP

requirement.

Vulnerability

Management —

scan, prioritize,

and remediate

vulnerabilities.

No vulnerability

disclosure or

VDP requirement.

vulnerability

management;

A.5.7: Threat

intelligence

(partial).

No stand-alone

vulnerability

disclosure

requirement.

6 Vulnerability Scanning,

Penetration Testing and

ID.RA-1: Asset

vulnerabilities

§500.5: Penetration

testing and

CIS 7:

Continuous

A.8.8:

Technical

7 Audit Logging [§7123(c)(7)]

Centralized storage, retention, and

monitoring of logs. Logs must

support detection and investigation

of incidents.

DE.CM:

Continuous

monitoring;

PR.PS:

Security

logging. Log

aggregation

and review.

§500.14(a): Audit

trail systems

required. Maintain

and review logs

regularly.

CIS 8 (8.1-8.12):

Audit Log

Management —

centralized logs,

retention

schedules, and

analysis.

A.8.15: Logging

activities;

A.8.16:

Monitoring

activities.

Retain logs per

retention

schedule.

8 Network Monitoring and

Defenses [§7123(c)(8)]

Detect unauthorized access,

destruction, use, modification, or

disclosure of PI. Bot-detection and

IDS/IPS listed as examples — not

mandates.

DE.CM-1:

Network

monitoring;

PR.DS-2: Data

in transit

protection.

Detection and

response.

§500.14(b): Monitor

activity of authorized

users. Detect

unauthorized

access.

CIS 13: Network

Monitoring &

Defense —

IDS/IPS, bot

detection, traffic

analysis.

A.8.20:

Network

security;

A.8.21: Web

services

security.

Monitoring and

intrusion

detection.

9 Antivirus and Anti-Malware

Protections [§7123(c)(9)]

Deploy and maintain antivirus and

anti-malware solutions across all

information systems.

PR.PS:

Platform

security;

DE.CM:

Detection

processes.

AV/anti-

malware

deployment

covered.

Implied under

general

cybersecurity

program

requirements.

No dedicated

malware defense

section; assumed

baseline only.

CIS 10

(10.1-10.7):

Malware

Defenses —

endpoint

protection, AV,

sandboxing,

scanning.

A.8.7:

Protection

against

malware. Anti-

malware tools,

updates, and

user

awareness.
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1

0

Segmentation of Information

Systems [§7123(c)(10)]

Segmentation via properly

configured firewalls, routers, and

switches. Reduces attack surface

and limits lateral movement.

PR.DS: Data

security;

DE.CM:

Network

configuration

monitoring.

Segmentation

covered.

Implied under

§500.2(b)

cybersecurity

program

requirements.

No dedicated

segmentation

section.

CIS 12: Network

Infrastructure

Management —

network

segmentation and

architecture

controls.

A.8.20:

Network

security —

network

segregation

and perimeter

controls.

1

1

Port & Protocol Management

and Protection [§7123(c)(11)]

Limitation and control of ports,

services, and protocols to reduce

attack surface.

PR.PS:

Platform

security

(network

configuration);

DE.CM:

Continuous

monitoring.

Port/protocol

management

implied.

Implied under

general program

requirements.

No dedicated

port/protocol section.

CIS 4 (4.4-4.5):

Secure

configuration —

disable unused

ports, protocols,

and services.

A.8.20:

Network

security;

A.8.21: Web

services

security. Port

and protocol

controls.

1

2

Cybersecurity Awareness

[§7123(c)(12)]

How the business maintains

current knowledge of evolving

threats. Distinct from training — a

robust training program alone does

not satisfy this component.

CCPA separately enumerates

awareness (§7123(c)(12)) and

education/training (§7123(c)(13))

as two distinct audit components.

All comparison frameworks treat

them as one combined

requirement.

PR.AT:

Awareness and

training

programs.

Awareness and

training

addressed as

one combined

program; not

separately

distinguished.

§500.14(a)(3):

Security awareness

training. Annual

cadence.

Awareness and

training not

separately

distinguished.

CIS 14: Security

Awareness

Training.

Awareness and

training

addressed as one

combined control.

A.6.3:

Information

security

awareness and

training.

Awareness and

training

addressed as

one combined

control.
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onboarding, annually, and

following a security breach.

Second of two distinct components

under CCPA. Covers employees,

contractors, and all persons with

system access, at onboarding and

annually.

coverage —

good

alignment.

requirements. and periodic

training

required.

1

3

Cybersecurity Education and

Training [§7123(c)(13)]

Training for employees,

contractors, and all persons with

system access. Required at

PR.AT:

Awareness and

training

programs.

Comprehensive

training

§500.14(a)(3):

Security awareness

training required for

relevant personnel

annually.

CIS 14: Security

Awareness

Training — role-

based training

and awareness

program

A.6.3:

Information

security

awareness and

training.

Onboarding1

4

Secure Development and

Coding Practices [§7123(c)(14)]

Secure coding standards, code

reviews, and security testing as

part of SDLC. Applies to both

internally developed and procured

software.

PR.PS:

Platform

security; SSDF

integration.

Secure

development

lifecycle and

code practices.

§500.8: Application

security

requirements and

testing. SDLC

security mandate.

Good alignment.

CIS 16:

Application

Software Security

— secure dev

practices, code

reviews,

SAST/DAST

testing.

A.8.25-31:

Secure

development

lifecycle —

design, coding,

security testing,

and

deployment.

1

5

Oversight of Service Providers,

Contractors & Third Parties

[§7123(c)(15)]

Oversight of service providers,

contractors, and third parties

accessing or processing California

PI. Third-party environments are

expressly within the audit’s reach.

Contractual audit cooperation

required — vendors processing

California PI are within the audit’s

scope. No other framework

independently mandates audit

cooperation.

GV.SC: Supply

chain risk

management.

Third-party

security

governance.

No contractual

audit

cooperation

requirement.

§500.11: Third-party

service provider

security and contract

provisions.

No contractual audit

cooperation

requirement.

CIS 15: Service

Provider

Management.

Third-party risk

assessment and

oversight.

No contractual

audit cooperation

requirement.

A.5.19-22,

A.5.23:

Supplier

security and

cloud services.

Contractual

requirements.

No contractual

audit

cooperation

requirement.

1

6

Retention Schedules & Proper

Disposal of Personal

Information [§7123(c)(16)]

Retention schedules and secure

disposal of PI no longer needed.

Existing schedules should be

reviewed to confirm coverage of

CCPA PI/SPI definitions

specifically.

PR.DS: Data

security; PR.IP:

Information

protection. Data

lifecycle

management.

§500.13(a)(2): Data

retention and

destruction policy.

Secure disposal

required.

CIS 3 (3.1, 3.4):

Data protection —

secure disposal

and data

retention controls.

A.8.10: Info

deletion;

A.7.14: Secure

disposal of

equipment and

media.
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1

7

Security-Incident Response

Management [§7123(c)(17)]

Incident response program,

documented procedures, response

capabilities, and testing. Covers

review of actual security incidents

during the audit period.

Audit report must separately

include samples of breach

notifications issued during the

audit period (§7124(a)(9)) — a

unique CCPA audit report

requirement not found in other

frameworks.

RS: Respond

function

(RS.MA,

RS.AN, RS.CO,

RS.MI).

Comprehensive

IR planning and

capabilities. No

audit-specific

notification

sample

requirement.

§500.16: Incident

response plan

required with

documented

procedures and

annual testing.

No requirement to

include breach

notification samples

in the audit report.

CIS 17: Incident

Response

Management — IR

plan, roles,

communication,

and testing.

A.5.24-28:

Incident

management &

evidence

collection.

Forensic

evidence

handling.

1

8

Business Continuity and

Recovery [§7123(c)(18)]

BC/DR plans, data-recovery

capabilities, backups, and regular

testing to ensure availability of PI

during disruptions.

RC: Recover

function

(RC.RP,

RC.CO).

Recovery

plans, communi

cations, and

improvements.

§500.16(b)(6):

Business continuity

planning required as

component of

incident response

plan.

CIS 11

(11.1-11.5): Data

Recovery —

backup

processes,

testing, and

documented

recovery plans.

A.5.29-30: ICT

continuity;

A.8.13-14:

Backup and

redundancy.

Full BC/DR

scope.

Note: Risk assessment is a separate regulatory obligation under Article 10 (Cal. Code Regs., tit. 11, §§

7150-7152) and is not one of the 18 cybersecurity audit components enumerated in § 7123(c). Organizations

subject to the cybersecurity audit requirement are also separately obligated to conduct privacy risk assessments,

with attestation submissions due to CalPrivacy by April 1, 2028.

Auditor Independence Requirements

The CCPA regulations permit either internal or external auditors, provided independence requirements are met.

Internal auditors must report to an executive who does not have direct responsibility for the cybersecurity program

being audited. This is more flexible than NYDFS Part 500’s requirement that Class A companies use external

auditors but more prescriptive than purely voluntary frameworks. ISO 27001 certification requires an accredited

third-party certification body, which may satisfy CCPA independence requirements if audit scope alignment is

demonstrated.

CCPA NIST CSF 2.0 NYDFS Part 500 CIS Controls v8.1 ISO 27001:2022
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independent
professional using
accepted auditing
standards”; cannot
participate in develo
ping/maintaining
program being
audited

assessment optional
but recommended
for credibility

New York, and either
more than 2,000
employees or more
than $1 billion in
total revenue)
require external
independent audit
annually; others may
use internal auditors
with proper
independence

benchmarks and CIS-
CAT assessments

audits; annual
surveillance audits;
recertification every
three years

Internal or external
auditors permitted;
must be “qualified,
objective,

Framework provides
structure; self-
assessment
permitted; third-party

Class A companies
(greater than $20
million in gross
annual revenue in

Self-assessment
typical; third-party
validation available
through CIS

Certification requires
accredited third-
party certification
body; Stage 1 and 2

Key Compliance Deadlines Summary

The following timeline summarizes critical CCPA cybersecurity audit milestones. Do not wait for certification

deadlines.

Organizations should note CalPrivacy and attorney general (AG) investigations and enforcements do not
depend on audit certification submission dates.

As of January 1, 2026, businesses are expected to maintain cybersecurity programs regardless of when their
first audit certification is due.

As for the audit certifications, businesses will have to demonstrate compliance with the audit requirements with
audit periods phasing in beginning as soon as January 1, 2027 (with reports due April 1, 2028).

Businesses should scrutinize and evaluate their security posture on an ongoing basis regardless of audit timing to

maintain ongoing compliance. Additionally, auditor capacity constraints are expected as deadlines approach —

early engagement is essential for securing qualified audit resources. Organizations should anticipate external

auditor capacity constraints as deadlines approach; early engagement is essential.

Date Milestone

Jan 1, 2026 CCPA cybersecurity audit regulations effective.
Organizations should have policies and procedures in
place.

Jan 1, 2027 Audit period begins for businesses with >$100 million
gross revenue. Controls must be operational and
auditable from this date forward.

April 1, 2028 First certification due for businesses with >$100 million
gross annual revenue.

April 1, 2029 First certification due for businesses with $50-100
million gross annual revenue.

April 1, 2030 First certification due for businesses with <$50 million
gross annual revenue. All qualifying businesses now
subject to annual audits with no gaps in coverage.

CRITICAL WARNING: Litigation Risk – Private Rights of Action and Discoverability.

The CCPA cybersecurity audit regulations carry significant litigation implications beyond regulatory enforcement.

California’s private right of action under Civil Code section 1798.150 for data breaches (allowing statutory
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damages of $107 to $799 per consumer per incident) remains available regardless of CalPrivacy or AG

enforcement activity. Separately, CalPrivacy and the AG have their own enforcement authority under Civil Code

section 1798.155, allowing civil penalties of up to $2,663 per violation and $7,988 per intentional violation,

independent of the consumer private right of action. The precise scope of the private right of action in the context

of cybersecurity audit deficiencies remains an evolving and contested legal question.

Critically, cybersecurity audit reports and underlying documentation may be discoverable in litigation, meaning
gaps identified in audits can become plaintiffs’ exhibits in breach and negligence lawsuits.

Organizations have historically pointed to CIS Controls implementation under the CCPA as evidence of
“reasonable security” to defend against negligence claims; yet, the CCPA audit requirements now create a
more specific — and auditable — standard against which adequacy will be measured.

A well-conducted audit that accurately identifies and documents a remediation roadmap is evidence of a good-
faith compliance program, but there is no formal safe harbor in the CCPA cybersecurity audit regulations for
completing an audit. A deficient audit can provide a roadmap for plaintiffs’ counsel, while a gap-filled report with
an incomplete or unrealistic remediation plan creates its own risks. How audit findings are scoped, documented,
and characterized (and what materials are prepared in advance under attorney-client privilege) is therefore as
strategically significant as the audit itself. This dual exposure (regulatory enforcement plus private litigation)
makes audit preparation not merely a compliance exercise but a litigation risk management imperative.

Organizations should conduct gap assessments and remediation under attorney-client privilege before formal

audits memorialize any deficiencies in discoverable records.

10 PRACTICAL IMPLEMENTATION TIPS

The following 10 recommendations provide actionable guidance for organizations preparing for CCPA

cybersecurity audit compliance. These tips draw on best practices from NIST CSF, ISO 27001, NYDFS Part 500,

and CIS Controls implementations, adapted for California’s specific requirements.

1. Start Your Gap Assessment Now — Not Later

Waiting for certification deadlines is the most common and costly mistake. Begin immediately.

Map current controls against all 18 CCPA components (use the five-framework comparison table above as your
gap assessment baseline). Confirm whether the business’ cybersecurity program reasonably protects personal
information from the following:

– Unauthorized access, use modification, destruction or disclosure; and

– Unauthorized activity that results in loss of availability of personal information.

Prioritize the three critical gaps: Personal information inventories, Vulnerability Disclosure Process (VDP/Bug
Bounty), and Multi-Factor Authentication (MFA) scope.

Document existing controls with audit-ready evidence.

Consider independent assessment under attorney-client privilege before formal audit to potentially avoid
disclosure and/or liability related to the findings and any gaps.

2. Leverage Existing Frameworks — Don’t Reinvent
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The regulations explicitly allow using existing audits. Supplement, don’t replace.

NIST CSF 2.0 is explicitly recognized — use it as your foundation.

ISO 27001 and SOC 2 Type II audits provide strong foundational coverage for most CCPA audit components,
with targeted supplementation required for CCPA-specific gaps.

Create unified control inventory mapping across frameworks.

Align audit schedules to minimize duplication and cost.

3. Prioritize PI Data Mapping — It’s More Than Asset Inventory

This is the most underestimated requirement. CCPA demands PI-specific granularity.

Document all PI categories (general vs. sensitive per CCPA definitions).

Map storage locations: on-premises, cloud, and third-party systems.

Track data flows across internal systems, cloud environments, and third-party processors; organizations with
international operations should also document cross-border flows as part of vendor oversight.

Implement data classification and labeling/tagging within systems.

Review quarterly or upon material system changes; update accordingly.

Link to consumer rights processes (access/deletion requests).

4. Expand MFA to ALL User Populations

CCPA auditors will specifically evaluate whether phishing-resistant MFA is in place for employees and

contractors (an explicit audit criterion under Section 7123(c)(1)), as well as appropriate authentication for

service providers based on risk profile. Most programs currently fall short of this standard.

Inventory every user population with system access.

Prefer phishing-resistant methods: FIDO2/WebAuthn, hardware tokens.

Avoid SMS/push-based authentication where possible.

Prioritize rollout for privileged access and high-risk roles.

Document compensating controls with CISO/senior security executive approval and annual review.

5. Implement a Vulnerability Disclosure Process (including Potentially VDP and/or Bug
Bounty Program, a “VDP”)

The appropriate vulnerability disclosure structure depends on the organization’s size, complexity, and risk profile.

The following reflects a robust approach for organizations with significant digital infrastructure. Vulnerability

disclosure and reporting process, including potentially bug bounty and ethical hacking programs, is explicitly listed

within the vulnerability scanning and penetration testing component (§7123(c)(6)). A formal VDP is often missing

even in mature programs.

Consider implementing a formal VDP, which may include publication on your website with defined scope and
safe harbor language, or an alternative internal vulnerability reporting mechanism appropriate to the
organization’s risk profile.
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Include safe harbor language protecting good-faith researchers.

Establish submission mechanism (email or platform like HackerOne).

Define SLAs: 48-hour acknowledgment, severity-based remediation timelines.

Consider bug bounty for high-risk applications.

Document ALL reports received and remediation actions, including internal and external security audits and
assessments, penetration tests, and vulnerability assessments.

6. Engage Auditors Early — Capacity Will Be Constrained

Start vetting auditors in 2026 for 2028 certifications. Qualified auditors will be scarce.

Verify independence: auditors cannot have developed/maintained your program.

Document auditor’s cybersecurity expertise and auditing expertise.

Internal audit OK if reporting to executive without cybersecurity responsibility.

Consider privileged pre-audit to identify gaps and risks first.

Budget appropriately — CalPrivacy estimates significant costs for unprepared organizations.

7. Secure Executive and Board Buy-In

CCPA certification creates personal accountability. The certifying executive signs under penalty of

applicable law, making false certification a source of regulatory and personal liability.

Brief leadership and board on obligations and exposure.

Identify certification signatory with direct audit responsibility.

Establish regular compliance reporting cadence.

Incorporate milestones into strategic planning and budgets.

Document all oversight activities (board minutes, management reports).

8. Enhance Breach Documentation — Samples Required

CCPA audits must include breach notification samples. This is unique and often missed.

Maintain copies of ALL notifications (consumer and regulator).

Document timelines proving deadline compliance.

Record scope determinations and supporting analysis.

Retain incident remediation evidence for five years.

Update Incident Response plan templates to facilitate evidence collection.

9. Strengthen Third-Party Risk Management

Your vendors must cooperate with audits. Update contracts now.

Add audit cooperation and access provisions to contracts.

Require security questionnaires and evidence production.
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Include incident response collaboration and notification obligations.

Validate flow down requirements to sub-processors are in place and effective.

Request SOC 2, ISO 27001, or equivalent—don’t rely on self-attestation.

Formally risk assess all third parties integrating with systems, accessing, processing, or storing PI.

Implement ongoing monitoring, not just point-in-time risk assessment.

10. Build Your Audit-Ready Evidence Repository Now

Don’t scramble before audits. Centralize documentation today.

Organize by CCPA component (all 18).

Include policies, procedures, and implementation evidence around acceptable use, remote access, and BYOD
policies and procedures.

Maintain current network diagrams, data flow diagrams, and system inventories as core audit evidence.

Keep identity and access management (IAM) architecture documents, role definitions, security organization
chart and documentation on roles and responsibilities up to date.

Maintain training records and effectiveness metrics.

Store risk assessments and remediation tracking.

Archive pen test and vulnerability scan reports.

Keep incident documentation and lessons learned.

Implement version control aligned with five-year retention

Consider GRC platforms for evidence collection and auditor access.

CONCLUSION

Organizations with existing ISO 27001, NIST CSF, NYDFS Part 500, or CIS Controls programs have a meaningful

head start on CCPA cybersecurity audit compliance. CalPrivacy’s Regulatory Impact Assessment acknowledges

significant overlap between California’s requirements and established frameworks, estimating that organizations

with existing certifications can reduce compliance costs by approximately 30%. However, California-specific

requirements around personal information inventories, vulnerability disclosure programs, and phishing-resistant

multi-factor authentication scope to the extent applicable demand focused attention even for mature security

programs.

The frameworks compared in this analysis provide complementary strengths: ISO 27001 offers comprehensive

Information Security Management System (ISMS) governance; NIST Cybersecurity Framework (CSF) provides

flexible risk-based structure; CIS 18 Controls deliver prioritized technical safeguards; and NYDFS Part 500

demonstrates regulatory expectations emblematic of a mature enforcement environment. Ultimately, organizations

that use CCPA cyber audit compliance to mature their overall security programs — rather than treating it as a

checkbox exercise — will achieve better security and privacy management outcomes, meet regulatory

requirements more efficiently and cost-effectively, and position themselves to unlock the full value of their data

assets through enhanced data usability and value.

Key Takeaways. Begin gap assessments now; prioritize the identified supplementation areas; engage qualified
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auditors early; and ensure executive leadership understands their compliance and certification obligations. With

proper preparation, the CCPA cybersecurity audit requirements represent an opportunity to strengthen

organizational security posture while demonstrating compliance with California’s landmark privacy regulations.

Next Steps.  If you have any questions about the requirements or how our recommended 10 implementation tips

would apply to your company, please contact Jim Koenig, Dave Stauss, Laura Hamady, Marc Loewenthal, and 

Mac McCullough, or any member of our Privacy + Cyber + AI practice team with questions.
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