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Data Breaches, Leaked Documents and the Attorney-
Client Privilege: Can the Bell Really Be Unrung?
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Hartford Office Managing Partner Ted Augustinos, Co-Leader of Locke Lord’s Privacy and Cybersecurity

Practice Group, and Hartford Partner Donald Frechette co-authored an article for Cybersecurity Law Report

discussing the legal issues that arise when a data breach or information leak includes information and materials

protected by attorney-client privilege. The authors explain the circumstances that could lead to such a situation

and court decisions that have set a precedent concerning this type of information. They outline best practices to

protect clients’ sensitive information, including establishing, updating and documenting safeguards, minimizing

data collection and retention, providing security awareness training and responding promptly to incidents.

“Taking reasonable steps to protect data will both mitigate the risk that attorney-client privileged information is

compromised, and help establish that the “reasonable precautions” standard … has been met to protect the

attorney-client privilege following a compromise of privileged information,” they write.

To read the full article, click here (subscription may be required).

RELATED INDUSTRIES + PRACTICES

Data + Privacy

Privacy + Cyber

Powered by TCPDF (www.tcpdf.org)

©2025 Troutman Pepper Locke 1

https://www.troutman.com
https://www.troutman.com/professionals/theodore-p-augustinos/
https://www.troutman.com/professionals/donald-e-frechette/
https://www.lockelord.com/~/link.aspx?_id=589C7937AEAE4399A76E0AB155CFC748&_z=z
https://www.lockelord.com/~/link.aspx?_id=98FB936CA182487DAD6C635F85D5C9A1&_z=z
https://www.cslawreport.com/7593941/data-breaches-leaked-documents-and-the-attorneyclient-privilege-can-the-bell-really-be-unrung.thtml
https://www.troutman.com/services/practices/privacy-and-cybersecurity/data-and-privacy/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/
http://www.tcpdf.org

