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KEY POINTS

OCR’s proposed 2025 HIPAA Security Rule update has a projected finalization date of July 2027, moved from
the original May 2026 target and classified as a “long-term action” in the OMB Unified Agenda.

The 2024 Change Healthcare ransomware attack — the largest protected health care data breach in U.S. history
— has renewed pressure on OCR to modernize the HIPAA Security Rule’s cybersecurity requirements.

A coalition of more than 100 health care organizations, led by CHIME, sent a December 2025 letter to HHS
Secretary Robert F. Kennedy Jr. urging full withdrawal of the proposed Security Rule update, citing its
deregulatory inconsistency and compliance burden.

Prior HIPAA rulemaking history — including the 2013 Omnibus Rule and the court-vacated 2024 Reproductive
Health Care Privacy Rule — suggests finalization in revised or consolidated form is more likely than adoption of
the proposed rule as written.

Since enacting HIPAA’s Privacy and Security Rules, the Department of Health and Human Services (HHS) Office

for Civil Rights (OCR) has seen repeated delays in finalizing proposed rule updates. The 2025 Security Rule is the

latest example. This update is poised to create sweeping changes that would be materially time-consuming and

costly for covered entities and business associates to implement, which is why all eyes have been on the status of

its implementation. While delays may be more likely absent a binding deadline, the underlying causes reveal more

about whether, when, and in what form a rule may be finalized.

PREVIOUS HIPAA RULE UPDATE DELAYS

Historically, HIPAA rule updates have been subject to delays due to external pressures, such as political drivers,

enhanced cybersecurity threats, or simply poor timing. The first major update to HIPAA came after the HITECH

Act passed in 2009, directing HHS to implement significant amendments. OCR published the proposed rule in July

2010, but only finalized it in the January 2013 HIPAA Omnibus Rule.[1] Although the final rule publication was

delayed, the HITECH Act updates were finalized under a single president’s administration, unlike the current

scenario for the present proposed Security Rule update.

The next largest proposed Privacy Rule modification, the 2021 Coordinated Care update, was created at the end

of President Donald Trump’s first administration and lay dormant throughout President Joe Biden’s term.[2]

©2026 Troutman Pepper Locke 1

https://www.troutman.com
https://www.troutman.com/professionals/brent-t-hoard/
https://www.troutman.com/professionals/emma-e-trivax/
https://www.healthcareitnews.com/blog/getting-ahead-new-hipaa-security-rule-practical-steps-you-can-take-now


However, since the commencement of Trump’s second administration, the proposed rule has shown meaningful

signs of revival with its submission to the Office of Information and Regulatory Affairs (OIRA)[3] and the OCR’s

tribal consultation, both occurring in 2026.[4]

Conversely, the 2024 Reproductive Health Care updates to the Privacy Rule were finalized in just one year,

serving as an outlier driven by political factors following Dobbs v. Jackson Women’s Health Organization.[5]

Nevertheless, a Texas federal court vacated most of the final rule in June 2025,[6] illustrating that timely

finalization does not guarantee survival.

THE 2025 SECURITY RULE UPDATE’S FUTURE

The proposed 2025 Security Rule update represents a substantive revision with widespread backlash and critique.

Published 14 days before Trump’s second term began,[7] the incoming administration inherited a freshly proposed

and harshly criticized rule it did not create, raising speculation about cross-administration delays.

The proposed rule generated nearly 5,000 comments by March 2025. The original May 2026 finalization target has

since passed, with a new projected goal for finalization set for July 2027.[8]

While numerous factors impact finalization of the Security Rule update, the tension between mounting pressure for

stronger and more modern cybersecurity standards and widespread opposition to the onerous compliance burden

is at the forefront.

The Change Healthcare breach in 2024, the largest health care data breach in U.S. history, renewed urgency to

address the gaps that the proposed Security Rule update purports to target. Notwithstanding such pressure,

industry opposition has been broad and organized. A coalition of 100 health care organizations wrote to Secretary

Robert F. Kennedy in December 2025 urging full withdrawal of the proposed rule, citing inconsistencies with the

administration’s deregulatory priorities.[9] This level of organized pushback against an already cross-

administration proposed rule suggests that revision or prolonged delay would be more likely than finalization in its

current form.

Another key consideration is whether the Security Rule update will be finalized independently or consolidated with

the pending Privacy Rule update, resembling the 2013 Omnibus Rule. While the Privacy Rule’s 2026 OIRA

submission has renewed consolidation speculation, the updated Security Rule’s July 2027 finalization date may

signal a stronger likelihood of independent finalization. Whether an omnibus approach would accelerate

finalization or result in further delay is uncertain but raises the possibility that both updates could ultimately come

to fruition.

Ultimately, the future of the Security Rule update is uncertain. Nevertheless, we present the following scenarios in

the order we view as the most likely to least likely:

We may see the Security Rule update released in July 2027 in materially revised form, signaling a response to
unrealistic and/or onerous operational aspects of the proposed rule and the pushback from industry
stakeholders.

We may see the Security Rule released in July 2027 combined with the Privacy Rule updates as one omnibus
rule update.
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We may see an option that we cannot predict. However, based on past trends, that is quite unlikely.

Although also unlikely, any updates could be delayed beyond 2027 or abandoned.

We believe it is even more unlikely that the Security Rule update will be released in July 2027 in the exact same
form as it was in the proposed rule.

The Troutman Pepper Locke team is ready to assist with your HIPAA, privacy, cybersecurity, and compliance

needs. We will keep you up to date on any updates surrounding the proposed Security Rule. Please contact Brent

Hoard at brent.hoard@troutman.com or Emma Trivax at emma.trivax@troutman.com for more information.
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