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David advises clients on all aspects of technology and data law, including data privacy, information security,
artificial intelligence (AI), financial reporting, data governance, technology-related transactions, and data
monetization and use. His pragmatic, risk-based approach helps clients see around corners and achieve their
objectives.

OVERVIEW

David has extensive experience enabling his clients’ data leverage and monetization strategies, business plans,
and products and services as they confront the novel and rapidly evolving complexities in this space. He combines
deep knowledge of the privacy, security, and data landscape with practical risk-informed compliance advice, which
is highly valued by technology and traditional companies seeking to build their data and technology strategies.

David has advised clients on a multitude of privacy, data, and technology-related issues, including data ownership
and use rights, compliance with U.S., federal, and international privacy laws, data localization and transfers,
commercial technology transactions, identity management, data brokerage, advertising and media data issues,
data mapping, consent-flow management, privacy and cyber financial reporting, and privacy and data due
diligence related to hundreds venture financing, mergers and acquisitions, and IPO transactions.

David is a pioneer in the data protection space and is regularly sought after to handle complex and cutting-edge
data security and protection issues, including data breach response, cybersecurity risk management, incident
response planning and preparedness, cyber insurance coverage, and running multidisciplinary tabletop and
scenario-base exercises for information security teams, top management, and boards. He is a leading voice on
incident response strategies, communications, and impact mitigation, and has helped thousands of companies
successfully respond to security incidents, including navigating the SEC’s cyber security rule, and developing
materiality assessment processes and playbooks.

David’s clients range from startups to Fortune 500 multinationals across all industries, including ecommerce, data
brokers, consumer products, hospitality, social media, technology, health care, AI, finance, and energy. He co-
founded a Chambers USA-ranked law firm and is a top-ranked attorney in multiple categories by Chambers USA
and Chambers Global in privacy, cybersecurity, and incident response. David is also recognized by Legal 500
USA, and WWL: Data for his experience in privacy and data security.

David’s career has included roles such as U.S. practice group leader of a prior technology
firm’s Chambers-ranked practice, global co-chair of another major law firm’s data protection practice, and
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assistant general counsel at AIG. David has also held leadership positions in the American Bar Association,
including chairing the Science and Technology Law Section’s Information Security Committee. He frequently
speaks and writes, is interviewed on technology, privacy, and data security issues, and is a highly respected in the
field.

AWARDS

Chambers USA: Privacy & Data Security: Cybersecurity – Nationwide (2024-2025)

Chambers USA: Privacy & Data Security: Privacy – Nationwide (2019-2025)

Chambers Global USA: Band 1 for Privacy & Data Security: Incident Response – Nationwide (2023)

Chambers USA: Privacy & Data Security: Incident Response – Nationwide (2021-2022)

The Legal 500 US: Leading Lawyer in Cyber Law (Including Data Privacy and Data Protection) (2023-2025)

TOP AREAS OF FOCUS

Advanced Technology: Leading-Edge Issues

Incidents + Investigations

Insurance + Reinsurance

Media, Technology + Cyber Liability Insurance

Payments + Financial Technology

Privacy + Cyber

ALL AREAS OF FOCUS

  Advanced Technology: Leading-Edge Issues

  Data + Privacy

  Incidents + Investigations

  Insurance + Reinsurance

  Media, Technology + Cyber Liability Insurance

  Payments + Financial Technology

  Privacy + Cyber

PROFESSIONAL/COMMUNITY INVOLVEMENT

International Association of Privacy Professionals

EDUCATION AND CERTIFICATIONS

EDUCATION

DePaul University College of Law, J.D., 1996

Michigan State University, B.A., 1992, accounting

BAR ADMISSIONS

Colorado

Illinois

©2025 Troutman Pepper Locke 2

https://www.troutman.com/services/practices/privacy-and-cybersecurity/advanced-technology-leading-edge-issues/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/incident-investigations/
https://www.troutman.com/services/industries/insurance/
https://www.troutman.com/services/industries/insurance/cyber-insurance/
https://www.troutman.com/services/industries/financial-services/fintech/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/advanced-technology-leading-edge-issues/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/data-and-privacy/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/incident-investigations/
https://www.troutman.com/services/industries/insurance/
https://www.troutman.com/services/industries/insurance/cyber-insurance/
https://www.troutman.com/services/industries/financial-services/fintech/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/


SPEAKING ENGAGEMENTS

Speaker, “The Balancing Act: Addressing Tracking Technology Litigation, Regulatory Enforcement, and
Business Impacts,” Troutman Pepper Locke, October 9, 2025.

Speaker, “State Privacy Law Evolution: New Legislative and Regulatory Enforcement Approaches,” Troutman
Pepper Locke and myLawCLE, July 23, 2025.

Panelist, “U.S. Privacy Law Update and Overview,” California Lawyers Association 48th IP Law Institute, March
7, 2025.

Panelist, “Year One of the SEC’s 8-K Cyber Rule Filings,” PLUS D&O Symposium, March 4, 2025.

Panelist, “Privacy Forum,” Rocky Mountain Information Security Conference, June 7, 2023.

Presenter, “Beyond Personal Data: Data Regulations, Localizations and Limitations,” 21st Annual Rocky
Mountain Intellectual Property & Technology Law Conference, June 2, 2023.

Panelist, “Cyber Resilience & the Evolving Cyber Threat Landscape,” American Institute of Certified Public
Accountants (AICPA) Conference, November 15, 2022.

Guest, Privacy Governance v. Cybersecurity Governance, “ADCG on Privacy & Cybersecurity” podcast,
Association for Data and Cyber Governance, August 22, 2022.

Panelist, “Customer Loyalty, Privacy & Governance,” SPOKES Privacy Technology Conference, June 23,
2022.

Presenter, “Privacy and Cybersecurity Developments: The Americas,” CLE presentation to Marsh McLennan,
June 22, 2022.

Speaker, “You’ve got to move it: Data protection and privacy with cross-border transfers,” The Master’s
Thought Leadership Conference, June 21, 2022.

Presenter, “2022 Data Privacy & Security Update,” 20th Annual Rocky Mountain Intellectual Property &
Technology Law Institute, June 2, 2022.

Moderator, “Ransomware Response,” The Institute for Law and Technology’s Cybersecurity and Data Privacy
Law Conference, September 22, 2021.

Presenter, “Data Breach – A War Game,” 19th Annual Rocky Mountain Intellectual Property & Technology Law
Institute, June 3, 2021.

Speaker, “Employee DSARs: The Coming Deluge,” Exterro webinar, March 4, 2021.

Speaker, “Cyber Insurance Trends,” Association of Corporate Counsel (ACC) Foundation’s Virtual
Cybersecurity Summit, March 4, 2021.

Speaker, “The Cybersecurity War Room: Practicing Your Response to the First 72 Hours of a Breach,” ACC
SoCal webinar, June 9, 2020.

PUBLICATIONS

Co-author, “Reproductive Health Data Privacy Laws in Flux – Compliance in an Ever-Changing Landscape,”
Troutman Pepper Locke, October 6, 2025.

Author, “The Balancing Act: Tracking Technology Trends and Risk Mitigation Techniques,” Privacy + Cyber +
AI, September 11, 2025. Republished on ALM’s Business Crimes Bulletin on September 30, 2025 and on 
Law.com on October 14, 2025.

Co-author, “Colorado AI Act Effective Date Delayed,” Privacy + Cyber + AI, August 27, 2025.

Co-author, “Colorado AI Act Amendment Bills for Special Session Released,” Privacy + Cyber + AI Blog, August
20, 2025.

Co-author, “Virginia’s Protection of Reproductive Health Information Law – Part Two, Compliance and
Implementation,” Troutman Pepper Locke, July 10, 2025.

Co-author, “New Wave of Privacy Litigation: Plaintiffs Press Untested Theories Under 2005 Colorado
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Prevention of Telemarketing Fraud Act,” Troutman Pepper Locke, July 7, 2025.

Co-author, “Virginia’s Protection of Reproductive Health Information Law – Part One, Scope, Applicability, and
Penalties,” Troutman Pepper Locke, June 25, 2025.

Co-author, “California Seeks Collaboration From the Global Privacy Frontier,” Bloomberg Law, June 13, 2025.

Podcast, “Facial Recognition and Legal Boundaries: The Clearview AI Case Study,” Regulatory Oversight
Podcast, June 10, 2025.

Co-author, “DOJ’s Data Security Program Is Blurry on Audits, Recordkeeping,” Bloomberg Law, May 22, 2025.

Co-author, “DOJ’s Latest Guidance on the Data Security Program – What’s New?,” Troutman Pepper Locke,
April 16, 2025.

Co-author, “New DOJ National Security Division Data Security Rules Take Effect on April 8: Is Your
Organization Exposed?,” Troutman Pepper Locke, April 3, 2025.

MEDIA COMMENTARY

Featured and Quoted, “Navetta Discusses Combining Legal Knowledge With Tech Advancement,” IAPP, May
27, 2025.

Interviewed, “Why the Digital Asset & Crypto Industry Both Regulatory Clarity and a Legislative Framework,”
Nasdaq TradeTalks on Regulatory Landscape, April 2, 2025.

Quoted, “Former Cooley Atty To Co-Lead Troutman Cybersecurity Team,” Law360, March 10, 2025.

Powered by TCPDF (www.tcpdf.org)

©2025 Troutman Pepper Locke 4

https://www.troutman.com/insights/new-wave-of-privacy-litigation-plaintiffs-press-untested-theories-under-2005-colorado-prevention-of-telemarketing-fraud-act.html
https://www.troutman.com/insights/virginias-protection-of-reproductive-health-information-law-part-one-scope-applicability-and-penalties.html
https://www.troutman.com/insights/virginias-protection-of-reproductive-health-information-law-part-one-scope-applicability-and-penalties.html
https://www.troutman.com/insights/california-seeks-collaboration-from-the-global-privacy-frontier.html
https://www.troutman.com/insights/facial-recognition-and-legal-boundaries-the-clearview-ai-case-study.html
https://www.troutman.com/insights/dojs-data-security-program-is-blurry-on-audits-recordkeeping.html
https://www.troutman.com/insights/dojs-latest-guidance-on-the-data-security-program-whats-new.html
https://www.troutman.com/insights/new-doj-national-security-division-data-security-rules-take-effect-on-april-8-is-your-organization-exposed.html
https://www.troutman.com/insights/new-doj-national-security-division-data-security-rules-take-effect-on-april-8-is-your-organization-exposed.html
https://www.troutman.com/insights/navetta-discusses-combining-legal-knowledge-with-tech-advancement.html
https://www.troutman.com/insights/why-the-digital-asset-and-crypto-industry-both-regulatory-clarity-and-a-legislative-framework.html
https://www.troutman.com/insights/former-cooley-atty-to-co-lead-troutman-cybersecurity-team.html
http://www.tcpdf.org

