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OVERVIEW

Stephen counsels clients on a wide range of privacy and cybersecurity issues. As a former assistant state AG, he
has gained significant trial and appellate experience with issues involving consumer-facing products and services.

Before joining the firm, Stephen served as an assistant attorney general for the Criminal Appeals Section of the
Office of the Attorney General of Virginia, where he presented oral arguments, filed more than 100 appellate
briefs, petitions, and other pleadings in federal and state courts, and successfully petitioned, argued, and obtained
a unanimous published reversal in the Supreme Court of Virginia.

Stephen also practiced as an assistant attorney general in the Consumer Protection Section, where he
investigated and litigated cases related to consumer-protection, charitable-solicitation, and antitrust, including as
lead attorney for the states on several multistate investigations and settlements. Additionally, he counseled and
advised the Virginia Department of Agriculture and Consumer Services’ Office of Charitable and Regulatory
Programs.

Stephen is an IAPP CIPP/US Certified Information Privacy Professional.

TOP AREAS OF FOCUS

e Data + Privacy
¢ Litigation + Trial

¢ Privacy + Cyber

PROFESSIONAL EXPERIENCE

® Assistant attorney general, Criminal Appeals Section, Office of the Attorney General of Virginia, 2021-2024
® Assistant attorney general, Consumer Protection Section, Office of the Attorney General of Virginia, 2014-2021
® Public service fellow, Consumer Protection Section, Office of the Attorney General of Virginia, 2013-2014

EDUCATION AND CERTIFICATIONS
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https://www.troutman.com
https://www.troutman.com/office/richmond/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/data-and-privacy/
https://www.troutman.com/services/practices/litigation-trial/
https://www.troutman.com/services/practices/privacy-and-cybersecurity/

EDUCATION

e University of Virginia School of Law, J.D., 2013, managing editor for business, Journal of Law & Politics;
editorial board, Articles Review Committee, Virginia Law & Business Review

e The University of Utah, B.A., cum laude, 2009, linguistics major; English minor

BAR ADMISSIONS

* Virginia

COURT ADMISSIONS

e U.S. Court of Appeals, Fourth Circuit

e U.S. District Court, Eastern District of Virginia
e U.S. District Court, Western District of Virginia
e U.S. District Court, District of Colorado

¢ Virginia State Courts

LANGUAGES
e Spanish
PUBLICATIONS

® Co-author, “Virginia's New Arbitration Fairness Act: What Businesses Need to Know About SB 227,” Consumer
Financial Services Law Monitor, April 27, 2026.
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