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Encrytion technologies may not be optional
No, il arcle is rit about NCR Buildiig

26. at leat not diy. We mow the hitory of
Btudlg 26 iud ihe eilns Ulere 10 decpher
the enCl'Pled communlcitions crte by

iheGerianNavy's Engniamochie in Worl
Y.\u n. No, what ( ani InJldng obout relates
10 elecrrnlc Inonnotion and the growmg
oblg:n of compaes to tak rensble
sieps 10 mil It more dlcult for ci to

underinnd and us pennlnonnodon of
cuomers ronsersand emplO)=

So wIty menlln Buing 2& The Engma
macle prodes n god exple to under.
sta mode computer encrypdon tel\ol-
oge5 and uie nee 10 prtec data l1ùn of
Ùie e-mtis you send and uie donenlS you
geerwtelilnlener generaied bya typewriter.
(n other wolds, If s peiwn C1i red the e.
miiç onll doments Uln iiodrlg prevents
mat persn frm leiig die rontents of the
lenet However, 1,1ui uie Engma iiiacliiiie. a
leiercouk be undemoodonl)' lfthe repient
had uie key to U1. Eilgnaie.

Encrydon tecoloiiy behave in maii)'
rl!em jUst lIke Ule Eni¡¡:i mni:hlne.

Without Ù1e Enigma macliine (encr;'Pllonl.
dncrnenlS nnd dub ùiai reide on com.
puters an d e-mai move aboui the Imemet
appe hi whot Is baaiy
hum redale dea tex
¡\iiyon. who intercpts U1e
e-n~oracctrecom..
puter= read UlecontenlS
ofùi dncnient wiUllinJe
el1n. Encryption con,..ns
lbedaciso tl only some-
oiie \vlih Ule key ca red
ùie doi;men~ In oùier
wonl, If a cñminal ¡'tter- Expert
cepts an encryied e-mai Advice
(i trit or siea a lop-
lOp (at re) wiil enCr'Pted Ilrm Rither
data then he wil ner the
encryption ke before Ùie
di ca be viewed and Ù1e liorrllon us

for imprope pur=
COmpanes operting in reated indus-

tr sui as ba anti hopital, have hea
abot enC1tion, uid probably \f
emplo¡£ th tecology Ú1 U1elr sety
progr For exple. the 'Sety Rule."
foundJi the Henih Jn Rirtablltyan
Accunuillty Aer, ie core entities
to ens Ù1e ronlidentJallty of eleclrrùc
proieced heih ùúonnation, an to proll!

agat renably anticiated tlts or ha-

ar (45 G. § 164.3111n)). The Gr-
Le-Blley At place sl reuients
on Iianciallnstinionsvia Ù1eSe Rue
(16CF Pa314). HO\\'r, fueemploymeni
of encriJn was not mOldaiory it was Just a
goprac:
More reendy, encrytion ho reeiv

anention beus of rJ breches at DS
1J Ma.'C an oùie notale rompaes Th
attenllan IsduetoStaie laws ihauequicom-
Jle: 10 provide noti when ciln have
oblaed uiuihori acc to dam On met
Ù1re is not an Industr unffected by a diu
brech an uie nolìe lall'). l1ie eplcenær
forÙ1es laws was Cnmias Senale Bm 13BE

effecùve In 200. Afer 200 when Ule lega-

Ilon goed riionet)\ 4l sttcs, bicludlgOho
(OhlRev COe§§ 1347.12, 1349.19),faUowed
OiolTa's lead and pll neiy Idenllca

legadon. tmpomindy, most of thes notice

starutesprnlde di \fUle dam was encrted.
U1ennotii: Isnotre under Ule liiw.

So iiiiat is ihe big del nbout hai1ng to pro-
vleiiotícelt Is more Uian itl iho cost of e
Ieter and sinp. The mas oIous rens
Is cnpture byus\ple questin: wh.t com.
pay wants 10 ieU lis CUomer U1t U1e per-
sonal Jirmation thy provided to Ule rom.
pay \Iay now ba in tlehnndsofJdentityihft

as costs asc:ted ,\idi Invetigations. cl
action litigoon, public reations and media
plan and dei~opì£ pro In the mid
of a cr For 1J Mo."". lbe COIS reulied In

it rerùng a rerv of SI07 mIon In ¡is
send quarer 20 IQQ. The simple us
of enction tecnologies ITghl have pre-

vente ihes loss
But us of enciyplion may no longer be

opHonaL It cena~' is now re for com-

paes doing busines Í\ Nel'da, whIch
enaced NIl 597.970. Efec Oc 1.2008.
the statute reuir "eiu:ilon" if penii
inonation about a CUomer ihOl Is irons-
nuned to a persn oulSìde ofU1e =r Sý-
lein.1l deliitìon ofa cus!omer Is iioil!in-

hed to redei\is ofNevd~, but ony persn a
compay doe buses with inNevda
S1mUary, on May I, 20, comples han-

dlg lbe darn of redents of Mast:usrt
wil befnce wllb asim lIcncrytion reuire.
ment and even bronder reuirmenlS as to
datu sectY (201 CMR 17.03). In su, ùi
Ml1chusns re.llon relr evei)' busi.
nes harbig Masdiiisti rents' pe-
sonnJ dam to (lIIJUìl firelliiIs and enciyi
datu wlienC\'er It Is naùnro or store on
portble dev; (2) develop a seiity pro-
gr, designate an emplo¡'ee to niii ¡~
ii dipUne employe \~olatii, and (3~
train employee re:igsetit)~

!I the proverb suys: "" good pl:u today Is

bener Ù1m 0. penec plan tomonow," As i.,ih
U1e brech notice law in Calfomia. it Is likely
U1at oihrstlteswíl foUow the lead of Nevda
and ~Iascliusus and pos siar leg-
lodon and deveop comparle reations.

l.es, the ca ro Unlg up behind
ihe us of encrylln as not onl a good dOla
seiii¡' 1001. but also as a leg reulremcn~
Aslngwliere ih teclogy could be us
ful. and birorpornng ie into a genem! dam
seôty reme proteCl your cutomer, an
lbe futu SU= of your busines
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