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Encryption technologies may not be optional

No. this article is not about NCR Building
26, at Ieast not directly, We knowv the history of
Butlding 26 and the effonts there 10 decipher
the encrypted communications created by
the German MNavy’ Enigma maching inWorkd
War I1. No, what [ amy talking obout relates
10 elecaonic information and the growing
oblfgadon of companies to take reasonahie
steps to make It more diffeult for ciiminals to
undersend and use persanal informadon of
custoniers, consumers and employees,

Sa vidty mention Building 26t The Enlgma
machine provides a good example to under-
stand modem computer encrypdon technol-
ogies and the need (o protect data, Think of
the e-malls you send and the docwnents you
generatelke nletter generated bya typewrier.
In qther words, I 8 person can read (e e-
malls and documents, then totitng prevents
that persan from learning the contents of the
leaer However, witlt the Enigia minching a
lener could be understond oy Fthe reciplent
liad the key to the Enlgmacede.

Encrypdon technalogy Lehaves in many
respects just llke the Enigma machine.
Without the Enigma machine {encrypdon},
documents and data that reside on conv
puters and e-mail move about the fmemet
appear in what is basically
human readable clear text
Anyone who intercepls the
e-muail or accesses tha com-
puter can read the contents
of the document with linle
effore. Encrypton converts
the dat so that gnly some-
one with the key can read
the document. In other
words, I a ciminal Dnter-
cepts an enceypied e-mail
(in wansit) or steals a lop-
top (at rest) with encrypted
data, then he will need the
encrypiion key before the
datn can be viewed end the informadon used
for improper purposes.

Companles operating in regulated Indus-
trdes. such s banks ant hospials, have heard
about encryption, and probably discussed
employing this technology in thelr security
programs. For example, the *Security Rule”
found In the Health Insurance Portabllity and
Accountsbllity Act, requires covered entities
to ensure the confidendality of electronic
protected health information, and te protect
aginst reasonably andcipated threats or haz-
ards (45 CFR. § 164305la)). The Gramm-
Leach-Bliley Act places simllar requirements
on financialinsttutions via the Safeguard Rule
{16 CER. Parr314). However, theemployment
of encrypion was notmandatory; it was justa
good practce.

More recently, encrypton has recelved
atiention because of data breaches at DSW,
T Maxx and other notable companies. This
Atention Isdue tostale laws that requirecom-
panies 1o provide notice when criminals have
obtained sinauthorized access 1 datn (in fact
there i not an industry unaffected by a data
breach end the notice laws). The epicenter
for these laws wis California’s Senate Bill 1388
effective in 2008, After 2005 when the legisla-
tion gained notoriety, 48 states, Including Ghio
(Ohlo Rev. Code §§ 1347.12, 1348.19), followed
Callfornfa’s lead and passed neardy identcat
legisladon. Imporantly, most of these notive
starutes provide thatifthe datuwasencrypted,
then notice is not required under the law.

So what is the blg desl about having to pro-
vide notice? It s more than just the cost of &
Jetter and stornp. The mast olwious response
Is coptured by a simple question: what com-
pany wants 10 teli Iis cusiomer that the per-
sonal Informaton they provided to the com-
pany may now be in the hands of identity theft
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us costs assaciated with investgadons, class
oction lidgaton, publle relations and media
plans, and developing processes in the midst
of a cyisis. For TT Muxx, the costs tesulted in
it reporting o reserve of S107 milllon In s
second quarter 2008 10Q, The simple use
of encryption technologies might have pre-
vented these losses.

But use of encryption may no longer be
optlonal, it cersainly is now required for conw-
panles doing business ity Nevada, which
enacted NRS 537970 Effective Oct. 1, 2008,
the swtute requires “encrypton” iff personal
information about a cusiorner thnt Is trats-
ntined 10 a person autside of the secure sys.
ten. The definition of a customer Is wot fin-

fied 10 residerys of Nevads, but any person a
company doss bustness with in Nevada.

Stmfarly, on May 1, 2008, companies han-
dling the data of residents of Massachusets
will befaced with asimllarencryptionrequire-
ment and even broader requirements as to
dat security (201 CMR 17.03), In sum, the
Massachusens regulation requires every busi-
ness handling Massachusets residents' per-
sonnl data to (1] build firewvalls and encrym
data whenever It is transnined or stored on
portable devices; {2) develop a security pro-
grar, designate an employee 10 manage it.
and disdpline employee violators, and @1
train employees reganding securiny

As the proverb suys: *A good plan today &

benter thm a perfect plan tomormow” As with
the breach notice law in California, it iskely
that other states will follow the lead ofNevada
and Massachuserns and pass simiar legis-
ladon and develop comparable regufadons.
Regardless, the cands are Uning up behind
the use of encrypiion as not oty a good dota
security 10ol. but also as & Jegnl requirement,
Assessingwlhierethls technology could be use-
fu), and incorporadng ic into a general dam
security reglme protects your customers, uxl
the future suceess of your business.
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