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ranchise businesses regularly rely upon confidential and

proprietary information, including protectable trade

secrets. In fact, the core of a franchisor’s business lies in
the distinctive franchise system developed by the franchisor
for operation of its particular business concept. A franchise
system derives competitive and economic value precisely
because it is not generally known by the public. This allows a
franchisor to license the system for use by franchisees (along
with identifying trademarks) for a fee.

Yet, protecting franchise trade secrets can be easier said than
done. Enforcing trade secret rights requires proof (1) that the
information making up the trade secrets is not generally known
or readily ascertainable and has economic value, and (2) that
reasonable means have been taken to keep the information
secret. A well-prepared franchisor can significantly improve its
chances of successfully protecting its trade secrets and other
confidential information, and thus protecting the core value in
its business for the benefit of it and its franchisees.

Trade Secret Laws

The Restatement (Third) of Unfair Competition defines trade
secret as “any information that can be used in the operation of a
business or other enterprise and that is sufficiently valuable and
secret to afford an actual or potential economic advantage over
others.”! Today, most states (forty-two out of fifty) and the Dis-
trict of Columbia have adopted some form of the Uniform
Trade Secrets Act (UTSA), with variations from state to state.”
The UTSA defines trade secret and misappropriation of trade
secrets and identifies available remedies.

The UTSA defines trade secret as

information, including a formula, pattern, compilation, program,
device, method, technique, or process, that:

(i) derives independent economic value, actual or potential, from
not being generally known to, and not being readily ascertainable
by proper means by, other persons who can obtain economic value
from its disclosure or use, and

(ii) is the subject of efforts that are reasonable under the circum-
stances to maintain its secrecy.?

Thus, economic value and secrecy are the key concepts in
determining whether particular information qualifies as a trade
secret. First, the information must not be generally known to,
or readily ascertainable by proper means by, the public or
competitors. If the information can be ascertained by proper
means, then it does not qualify as a trade secret. Proper means
includes independent invention, reverse engineering, observa-
tion in public use, and information from published literature.*
By contrast, improper means is defined in the UTSA to
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include “theft, bribery, misrepresentation, breach or induce-
ment of a breach of duty to maintain secrecy, or espionage
through electronic or other means.” Second, the information
must derive independent economic value from not being gen-
erally known or readily ascertainable. Third, the one claiming
the trade secret must make reasonable efforts to maintain the
secrecy of the information. This requires only efforts that are
“reasonable under the circumstances,” and courts should not
require “extreme and unduly expensive procedures be taken to
protect trade secrets.”®

The Restatement of Torts identifies six useful factors to
consider in determining whether particular information consti-
tutes a trade secret: (1) the extent to which the information is
known outside of the business, (2) the extent to which it is
known by the employees and others involved in the business,
(3) the extent of measures taken to guard the secrecy of the
information, (4) the value of the information to the business
and to competitors, (5) the amount of effort or money expend-
ed in developing the information, and (6) the ease or difficulty
with which the information could be properly acquired or
duplicated by others.’

The UTSA prohibits misappropriation of a trade secret.®
Essentially, a trade secret has been misappropriated if it has
been acquired by improper means® or if it has been disclosed or
used by a person who at the time of disclosure or use knew (or
had reason to know) that the trade secret had been acquired
under circumstances giving rise to a duty to maintain its secrecy
or limit its use.!”

The remedies available under the UTSA for misappropria-
tion of a trade secret include injunctive relief to prevent actual
or threatened misappropriation;!! damages, which can include
a plaintiff’s actual loss as well as the defendant’s unjust
enrichment resulting from the misappropriation;'? and attorney
fees if the misappropriation is willful and malicious.!® Plain-
tiffs pursuing trade secret lawsuits frequently seek preliminary
injunctive relief to prevent a defendant from disclosing or
using the secret information pending a full trial on the merits.
A number of courts have held that the misappropriation of
trade secrets creates a presumption of irreparable injury, enti-
tling a plaintiff to injunctive relief.**

A claim for misappropriation of trade secrets is a tort and is
available regardless of the presence or absence of any contract
restricting disclosure or use of trade secret information. Howev-
er, many types of agreements (including franchise, employment,
and consulting agreements) commonly contain provisions
restricting or limiting a party’s rights to disclose or use confi-
dential information, including trade secrets. Such a contract may
provide the owner of confidential information with a claim for
breach of contract for the improper disclosure or use of the
information, in addition to a tort claim. Furthermore, as dis-
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Practice Pointer

What Is a Trade Secret?

Economic value and secrecy are the key
concepts in determining whether particular
information qualifies as a trade secret. The
Restatement of Torts (Section 757, cmt. b) iden-
tifies six useful factors to consider in determin-
ing whether something is a trade secret:

(1) the extent to which the information is
known outside of the business,

(2) the extent to which it is known by the
employees and others involved in the business,

(3) the extent of measures taken to guard the
secrecy of the information,

(4) the value of the information to the business
and to competitors,

(5) the amount of effort or money expended in
developing the information, and

(6) the ease or difficulty with which the infor-
mation could be properly acquired or duplicat-
ed by others.

cussed below, the presence of such contractual terms can be
evidence that strengthens a claim for misappropriation of trade
secrets.

Trade Secrets and Franchising
A franchisor may own a variety of types of trade secrets and
confidential information. Much of the value of a franchise
business is in the franchise system, i.e., the particular business
systems, methods, and/or formats, product information, for-
mulas or recipes, and operational standards and procedures
that have been developed by the franchisor (generally through
a substantial investment of time and money) and that are
licensed to the franchisee for a fee. In fact, the franchising
business model is unique in that it is based upon having one
business entity (the franchisor) allow numerous independent
businesses (the franchisees) to replicate details of the fran-
chisor’s business systems. To facilitate this replication, the
franchisor must necessarily release to the franchisee the very
information, much of it secret, that gives it economic and
competitive advantages. Because of this necessary disclosure
and because trade secrets are destroyed if they become known
by the public or competitors, extra efforts must be made in the
franchising context to protect against improper disclosure of
franchise trade secrets and confidential information.

To help protect a franchisor’s franchise system and other

confidential and proprietary information, franchise agreements
generally prohibit franchisees from disclosing or using confi-
dential information about the franchise business (including trade
secrets) outside of the operation of the franchisee’s business. In
addition, many franchisors (and some franchisees) have their
own employees, consultants, and suppliers sign confidentiality
agreements (sometimes referred to as nondisclosure agree-
ments) prohibiting use and disclosure of confidential informa-
tion outside of their work for the franchise business.

Benefits of Protecting Trade Secrets

It should be noted that protecting franchise trade secrets and
confidential information benefits franchisees as well as the
franchisor. Franchisees would lose much of the economic
value of their businesses if the information they rely upon to
operate their franchise became publicly available such that
others could easily duplicate the franchise business and then
compete with actual franchisees.

Despite a franchisor’s best efforts to protect trade secrets
and confidential information, actual or perceived misappropria-
tions will occasionally arise. A typical scenario involves a cur-
rent or former franchisee, or a former employee of the
franchisor, that opens a competing business with many of the
same or similar components, products, services, and/or operat-
ing standards as those offered, provided, or followed by the
franchise business. In the context of these and similar disputes,
courts have recognized the following types of trade secrets: (1)
business systems, formats, or methods;' (2) franchise
manuals;'® (3) business plans and strategic information;!” (4)
product information, recipes, and formulas;'® (5) customer and
supplier information;'® (6) prospective franchisee informa-
tion;* (7) new product development plans;?! and (8) propri-
etary computer software and technology.”> However, whether
these potential components of a franchise business will be
found to amount to a trade secret in a particular case
is a fact-specific inquiry that depends on the law in the app-
licable jurisdiction and on the strength (or weakness) of the
evidence presented.

Instructive Trade Secret Cases

As indicated above, almost any type of business information
potentially can be protected as a trade secret. However, pro-
tecting franchise trade secrets is not always a simple matter; it
depends on the law of the particular jurisdiction and, even
more importantly, on the facts underlying and evidence pre-
sented in a particular case. The number and nature of the sev-
eral elements involved in proving the existence and
misappropriation of a trade secret create potential pitfalls for
the unwary or unprepared. The following discussion analyzes
a sampling of cases in which franchisors have been successful,
and unsuccessful, in enforcing claimed rights to trade secrets
and confidential information.

Business Systems, Methods, and Formats

A unique system, method, or format is often at the heart of a
franchise business. A business system or method that is unique
and economically valuable should qualify as a trade secret if
appropriate and effective steps have been taken to protect the
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secrecy of the system.
For example, in Tan-Line Studios, Inc. v. Bradley, Tan-Line
was in the business of operating and franchising suntanning stu-
dios.? Defendant Bradley was engaged as a consultant by Tan-
Line and subsequently used confidential information learned
during his work for Tan-Line to open a competing tanning studio.
Among other claims, Tan-Line alleged a claim for theft of its
trade secrets.** Tan-Line contended that its trade secret consisted
of its particular method of conducting a tanning studio business,
including “employee recruitment and training, studio layout, cash
control, advertising, accounting, marketing, promotion, and site
selection,” which incorporated “knowledge and information
gained concerning the success and value of different approaches
to the various aspects of the indoor sun tanning business.”>
Interestingly, Bradley did not dispute that he had appropri-
ated certain information from Tan-Line but claimed that this
was not actionable because the information did not amount to
trade secrets.”® The court disagreed. Relying on Pennsylvania
law, which had adopted the Restatement of Torts’s definition
of a trade secret,”’ the court held that Tan-Line’s “entire
methodology for conducting a tanning studio constitutes a
trade secret.””® In doing so, it found that Tan-Line’s methodol-
ogy detailed more specific information than what could be
found in general industry manuals or reports, which it consid-
ered as evidence that the information at issue was not general-
ly known.” Accordingly, the court found Bradley liable for,
among other things, theft
of trade secrets and award-

Processes May Well Be Trade Secrets

For franchise restaurant businesses, the individual components
of producing a sandwich, hamburger, or slice of pizza may not
easily be said to involve secret information or know-how.
However, the entire system for preparing and serving food
could be the lifeblood of the franchise business. This was the
case in Quizno’s Corp. v. Kampendahl, where the court held
that Quizno’s system of producing sandwiches would likely
constitute a trade secret.’’” After Quizno’s terminated Kampen-
dahl’s franchise agreement, Kampendahl opened Bob’s Deli, a
sandwich shop located in the same shopping center location as
his previous Quizno’s franchise restaurant.*® Quizno’s moved
for a preliminary injunction to enforce a noncompete provi-
sion in the franchise agreement and to prevent the use by its
former franchisee of a substantially similar menu, nearly the
exact recipes used by Quizno’s, and signs that the defendant
had used while a Quizno’s franchisee and continued to
display after the change to Bob’s Deli.*

Under Colorado law, noncompete covenants are prohibited
with two exceptions, one being for the protection of trade
secrets.** The former franchisee argued that this exception
could not apply because making a sandwich was too simple a
notion to constitute a trade secret. The court disagreed, finding
that the ex-franchisee’s interpretation was “excessively nar-
row” and that the ex-franchisee was not merely making sand-
wiches but was, rather, “using recipes, menus, signs, and ovens

initially approved as part of
a Quizno’s business strate-

ed monetary damages to
Tan-Line.*

The Tan-Line case illus-
trates that a franchise sys-
tem or method made up of
a series of individual com-
ponents can qualify as a

A unique system, method, or
format is often at the heart
of a franchise business.

gy.”’* The court also noted
that the franchisee had
acknowledged in the fran-
chise agreement that the
Quizno’s system constitut-
ed a trade secret.*? Accord-
ingly, the court held that

trade secret even if some of

the individual components

by themselves would not qualify, if the compilation takes an
understandable and economically valuable form.*! The court’s
holding in this regard is not an anomaly.* In a recent case, the
U.S. Court of Appeals for the Tenth Circuit explained that
“information can be a trade secret notwithstanding the fact
that some of its components are well-known.”** In that case,
the court reversed the district court’s holding that a business
system consisting of an infant swimming program was not a
protectable trade secret. The court held that the program was
protectable, even though it included common components
some of which could be perceived by anyone observing the
swimming class, explaining that “[a] trade secret can exist in a
combination of characteristics and components each of which,
by itself, is in the public domain, but the unified process,
design and operation of which, in unique combination, affords
a competitive advantage and is a protectable secret.”** Very
similar language has been used by other courts, including the
Second?® and Fifth* Circuits.

the noncompete covenant
was likely to fit within the
trade secret exception®* and preliminarily enjoined the former
franchisee from operating the competing sandwich shop.*

A variety of other types of business systems, formats, or
methods have been found to constitute trade secrets. A com-
prehensive system for setting up and operating an advertising
circular business, captured in a detailed manual, was found to
be a protectable trade secret,” as was a detailed step-by-step
system designed to assist people to quit smoking.*® A fran-
chisor’s business system for operating an employment agency,
which included the operation, techniques, and methods of
training employees, was protected by the court, relying in part
on the terms in confidentiality and noncompete agreements
between the franchisor and franchisee.*’

Trade Secrets Must Be Unique

However, courts will not hesitate to deny trade secret pro-
tection where the franchisor has not presented adequate evi-
dence to show that the system for which protection is sought
is unique in the relevant industry or based on specialized
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knowledge, or has failed to prove reasonable efforts to pre-
serve the secrecy of information making up the system.

For example, in I Can’t Believe It’s Yogurt v. Gunn, the fran-
chisor terminated the defendant’s franchise agreements for failure
to pay royalties and marketing fees, but the former franchisee con-
tinued to operate a store that sold frozen yogurt using some of the
franchisor’s business systems and the same store layout.”® The
franchisor brought a claim for misappropriation of trade secrets.*’
The franchisor asserted its trade secrets were contained in its oper-
ations manual and encompassed the entire “business system” of
the store, including the strategic layout and design of the store,
“accounting procedures, the proper use of yogurt machines, the
proper handling of yogurt mix, register procedures, inventory
management, labor cost management, waste tracking, percentage
yield, budgeting, interviewing and hiring and suggestive selling.”>

However, after a bench trial, the district court held that the
plaintiff/franchisor failed to prove the existence of any pro-
tectable trade secret information. The court noted that the
founder of I Can’t Believe It’s Yogurt (ICBIY) testified that he
did not know whether other businesses used the same or similar
procedures, and it held that the franchisor “failed to provide evi-
dence that its procedures are sufficiently different to constitute a
trade secret,”! that “[t]he information claimed to constitute trade
secrets is generally known or readily ascertainable,” and that
“Im]uch of the information claimed as trade secrets is taught at
business schools.”? Furthermore, the court held that the fran-
chisor failed to present sufficient evidence of precautions taken
to guard the secrecy of its purported trade secrets. Although the
franchise agreement contained confidentiality provisions,
ICBIY’s business procedures were disclosed to all people who
attended “Yogurt University,” including managers and employ-
ees, who were never required to sign a nondisclosure
agreement.> Furthermore, the franchisor divulged much of the
same information, such as products or recipes, that it claimed to
be confidential through a publication for its franchise owners
called “The Talon,” without any statement that the information
should remain confidential > Based on the specific evidence pre-
sented, the court declined to recognize any trade secrets in the
franchisor’s business system, although it was well aware that “a
system can constitute a trade secret, even though individual
components of such system may not qualify as such.”

Trade Secrets Must Be Kept Confidential

In Frosty Bites, Inc. v. Dippin’ Dots, Inc., Dippin’ Dots
(DDI) had offered its then retail dealers the opportunity to
become Dippin’ Dots franchisees.”® Eight dealers who de-
clined this offer subsequently established a business to sell a
similar competing product called Frosty Bites.”” DDI sued for
misappropriation of trade secrets, claiming that during the
development of the Frosty Bites business, DDI’s former retail
dealers had provided their business partners with confidential
and proprietary information regarding DDI manufacturing,
distribution, and storage techniques.>® Specifically, DDI con-
tended that “modifications and refinements to its manufactur-
ing, packing, storage, shipping, and distribution techniques
over the years encompass ‘approximately 100 different com-
binations of trade secrets.””>

However, the court granted summary judgment to the
defendants, holding that DDI failed to take reasonable steps to
maintain the secrecy of its alleged trade secrets.® In particular,
the court noted that employees “routinely discarded storage
bags and boxes in public trash bins without restrictions on the
methods of disposal”; that a corporate videotape, temporary
Internet posting, and other written materials disclosed the
alleged trade secret information; and that DDI allowed “general
unrestricted observance” of the information.’' Additionally,
although DDI dealers and franchisees were required to sign
trade secret confidentiality agreements, the court found the
agreements deficient in that they did not identify what consti-
tuted DDI’s trade secrets.%

Customer and Supplier Information

In American Express Financial Advisors, Inc. v. Yantis,®
Yantis, a former franchisee, abruptly terminated his relation-
ship with the franchisor, American Express, and joined a com-
petitor. American Express sued for breach of the franchise
agreement, misappropriation of confidential information, con-
version, and unfair competition and sought a preliminary
injunction to prevent the use of its confidential information,
including customer lists and records, financial plans and
inventories, and computer software .

In determining whether to grant a preliminary injunction, the
court considered the likelihood of American Express succeeding
on the merits of its claim. In considering whether the alleged
confidential information was protectable, the court analyzed
whether it could qualify as a trade secret.”® The court first held
that American Express was likely to prevail on its misappropria-
tion claim because the client information at issue fell within the
legal definition of a trade secret under Iowa law.®® The client
files and financial information were economically valuable
because they “obviously would be helpful to [its] competitors
and would require cost, time and effort to duplicate.” American
Express had taken reasonable steps to protect this information
through (1) a franchise agreement that prohibited the franchisee
from divulging, other than in the operation of the franchised
business, “any confidential information, or trade secrets, includ-
ing, without limitation, Client names, addresses and data and
know-how concerning the methods of operation of the System
and the business franchised hereunder” and that included a one
year nonsolicitation clause prohibiting Yantis from soliciting
any American Express clients that he had contacted, serviced, or
learned about while a franchisee, and (2) Yantis’s agreement to
require his employees to sign a confidentiality agreement
restricting disclosure of the confidential information.*’

In determining whether to grant the preliminary injunction,
the court held that without an injunction American Express
would suffer irreparable harm because “[m]oney damages will
not adequately compensate [American Express] for any dam-
ages it suffers due to the loss of its clients” and “the customers
and employees Yantis solicited to leave AEFA with him will
be permanently lost.”®® As for the balancing of equities (or
harms), the court was persuaded that the evidence weighed in
favor of granting the preliminary injunction because the fran-
chisee was simply being forced to comply with the terms of
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the franchise agreement that he signed. Thus, the court grant-
ed American Express’s request for a preliminary injunction.®

In Great Expectations Franchise Corp. v. V.L.P. Enterpris-
es, Inc., the court granted a preliminary injunction to a fran-
chisor against its former franchisee that continued to operate a
Great Expectations franchise after termination, thereby
infringing the franchisor’s trademarks and misappropriating
trade secret information.”” The franchisor operated and fran-
chised a “public social introduction service” (i.e., a dating ser-
vice) and claimed trade secret rights in its computer software
packages and its membership lists, which included member
names, profiles, videos, and photographs.”! The court agreed
and found that the production of both the software and the
membership lists required considerable effort and was a valu-
able asset to the franchisor.”” The court also found that the
franchisor had taken reasonable steps to protect its trade
secrets because it directed its franchisees to establish proce-
dures to safeguard the use of the information.”

Supplier information compiled by a franchisor also can con-
stitute trade secrets. As with customer information, supplier
information will not be protected if it merely consists of names,
phone numbers, addresses, and other general information that
can be easily obtained. However, such information can be pro-
tected as trade secrets if there is something specific and unique
about the compilation of the information. In Proimos v. Fair
Auto Repair, Inc., the Seventh Circuit held that although “sup-
pliers of parts may be discovered by looking in a book . . . the
reliability of these suppliers and the terms on which they may
be induced to deal may be valuable secrets.”’

Business Plans and Marketing Information

Camp Creek Hospitality Inns, Inc. v. Sheraton Franchise
Corp. involved the unusual situation in which a franchisee
brought a claim against its franchisor for misappropriation of
the franchisee’s trade secrets.””> However, the principles illus-
trated by the case apply equally to a more traditional fran-
chisor claim. The franchisee, Camp Creek, operated a
Sheraton Inn franchise under the name Sheraton Inn Atlanta
Airport. Several years later, Sheraton granted another fran-
chise, Sheraton Gateway Hotel, Atlanta Airport, in the same
geographic area as Camp Creek’s hotel. Camp Creek alleged
that the manager of the Gateway hotel, who formerly worked
for the franchisor and in that capacity had access to confiden-
tial information regarding Camp Creek, including Camp
Creek’s “occupancy levels, average daily rates, discounting
policies, rate levels, long term contracts, marketing plans, and
operating expenses,” used this information to compete directly
against the Camp Creek hotel.”® Accordingly, Camp Creek
asserted that Sheraton misappropriated confidential informa-
tion by improperly allowing Gateway, a competing franchisee,
to come into possession of that information.”

The district court granted summary judgment in Sheraton’s
favor, finding as a matter of law that there had been no misappro-
priation of trade secrets.”® On appeal, the Eleventh Circuit Court
of Appeals reversed, holding that Camp Creek had presented suf-
ficient evidence that the information constituted a trade secret to
raise an issue of fact to be tried.” Specifically, Camp Creek pre-
sented expert testimony that the type of information at issue was

closely guarded in the hotel industry, thus evidencing its econom-
ic value, and that a competitor could not have compiled the infor-
mation by legitimate means.®’ Next, the court considered whether
the information had been misappropriated. Although Camp
Creek had voluntarily provided the information to Sheraton,
which then passed it on to another of its franchisees, Camp Creek
had released the information with the understanding that it would
be kept confidential, as evidenced by an affidavit signed by a
Sheraton representative noting that the information would be
“kept in strict confidentiality.”®' The Eleventh Circuit held that
this presented a question of fact as to whether Camp Creek’s
efforts to maintain the secrecy of its customer information were
reasonable under the circumstances and whether Sheraton had
misappropriated the information through improperly diverting
information acquired under legitimate circumstances.3?

As a final matter, the court addressed Sheraton’s argument
that Camp Creek failed to present evidence of losses caused
by the misuse of the confidential information.** The court
relied on a provision in the Georgia Trade Secrets Act that
provided for the award of a “reasonable royalty in the event
that the plaintiff cannot prove damages or unjust enrichment
by a preponderance of the evidence.”8* The court also pointed
out that injunctive relief would be appropriate to prevent the
competitor Gateway hotel from continuing to misuse Camp
Creek’s confidential information to compete for business.®

Product Information, Recipes, and Formulas

A crucial element of many franchise businesses is an important
recipe, product, or formula. Part of the protectable information in
the Quizno’s case was the franchisor’s recipes and process for the
production of the sandwiches themselves.® The injunction grant-
ed by the court, among other things, prevented the former fran-
chisee’s use of nearly identical recipes in the production of
sandwiches at his new deli. Such a goal is consistent with previ-
ously discussed case law that protects information whose compo-
nents may be widely known but in combination present a unique,
economically valuable advantage.

Perhaps the paramount example of a product formula trade
secret is the formula for Coca-Cola, which has been protected
for nearly 100 years. Despite the fact that most of the ingredi-
ents are public knowledge, the ingredient that gives Coca-Cola
its distinctive taste is a secret combination that is only known
by two people within the company.*” Additionally, the company
has gone far beyond “reasonable efforts” to maintain the secre-
cy of its formula because “[t]he only written record of the secret
formula is kept in a security vault at the Trust Company Bank
in Atlanta, Georgia, which can only be opened upon a resolu-
tion from the Company’s Board of Directors.”®® Similarly,
Colonel Sanders’ secret recipe for Kentucky Fried Chicken was
found to be a protected trade secret.®’

By contrast, common recipes, formulas, and information
that are either publicly available or easily duplicated do not
qualify for trade secret protection. In In re Arthur Treacher’s
Franchise Litigation, the court, due in large part to lack of
evidence and contradictory evidence presented, held that the
franchisor’s food preparation process was neither unique nor
secret.” Specifically, the court stated that “there is no evi-
dence, other than the above testimony, that the temperature at
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which plaintiff fries food, or the length of time the food is
immersed in oil, or the length of time the food is held after
frying, is a trade secret of plaintiff’s or is even any different
from the process used by plaintiff’s competitors.”! The court
noted that “probably thousands” of current and former
employees knew about the cooking process and that the fran-
chisor failed to enforce a confidentiality clause in its agree-
ment or to take other steps to ensure the secrecy of its process.
As a final slap, the court concluded that “anyone with a mod-
icum of intelligence” could determine with relative ease the
information claimed as secret.”?

Lessons Learned

As the case law illustrates, protecting franchise trade secrets
and confidential information can be easier said than done. If a
franchisor does not jump through the right hoops, both before
and after a lawsuit is filed, it may find it difficult to protect its
trade secrets. However, a well-prepared franchisor can signifi-
cantly improve its chances of successfully protecting its trade
secrets and confidential information, and thus protecting the
core value in its business, by (1) taking steps long before litiga-
tion is filed to identify its trade secrets and confidential infor-
mation and taking affirmative steps to preserve the secrecy of
such information; and (2) if litigation to enforce trade secret
rights becomes necessary, presenting appropriate evidence to
persuade the court and/or jury that the information qualifies
as a trade secret and was misappropriated by the defendant.

Prelitigation Steps
Although it may seem obvious, the first necessary step to pro-
tecting trade secrets is to identify the information within the
franchise system and business that constitutes a trade secret.
A franchisor cannot appropriately safeguard its trade secrets
until it identifies what its trade secrets are. Focus on fran-
chisor-developed information or compilations of information
that is unique, is competitively sensitive, has significant value,
and has been protected by reasonable security measures.
Second, draft your franchise agreement in a way that
improves your chances of protecting trade secrets and other
confidential information. The agreement should define and
identify, at least generally, the trade secrets and confidential
information that have been developed by the franchisor and
that are being provided to the franchisee as part of the fran-
chise system or franchise training or standards. Have the fran-
chisees acknowledge that this information is not generally
known in the industry and is beyond their own present skills
or experience and that to develop it themselves would be
expensive, time-consuming, and difficult. Include provisions
(1) limiting the franchisee’s right to disclose the trade secrets-
confidential information within the context of operation of the
franchisee business to those with a reason to know, and (2)
prohibiting use outside of the franchise business or after ter-
mination of the franchise agreement. Require franchisees to
take reasonable steps to preserve the confidentiality of the
trade secret information (which could include getting key
employees to sign confidentiality agreements), and require
them to return to the franchisor, upon termination or expira-
tion of the agreement, all copies of the franchise manual and

all other written materials containing trade secret and confi-
dential information.

Third, have the franchisor’s employees, officers, and con-
sultants sign confidentiality agreements acknowledging the
confidentiality of various information and prohibiting or limit-
ing disclosure of such information.

Fourth, take other reasonable steps to preserve the secrecy
of trade secrets and confidential information. Mark all written
information containing trade secrets and confidential informa-
tion as confidential. Limit access to trade secrets- confidential
information to employees with a reason to know in the perfor-
mance of their job duties. Similarly, require franchisees to
limit access to their employees who have a reason to know.
Require employees to sign nondisclosure agreements, as dis-
cussed above. In franchisee and employee training, emphasize
the confidentiality and proprietary nature of the franchisor’s
trade secrets. Finally, refrain from identifying trade secrets-
confidential information in public materials such as in the
Uniform Franchise Offering Circular, on the franchisor’s web-
site, or in promotional or marketing materials.

Proving a Trade Secret Claim

If a franchisor needs to file a lawsuit to protect against per-
ceived misappropriation of its trade secret information, it will
need to present evidence to support each element of a trade
secret claim.

First, the franchisor must identify with reasonable particu-
larity the trade secret(s) that it seeks to protect in the litiga-
tion. Under some circumstances, there may be a trade-off
between the number of trade secrets alleged and the likelihood
of protecting any individual trade secret. Resist the urge to
overdesignate information as trade secrets, which may detract
from the strength of claims for the more valuable pieces of
trade secret information. However, be inclusive enough to
protect information that you have good arguments for being
both valuable and secret.

Although the complaint filed in the lawsuit should identify
the general types of trade secret information alleged to be mis-
appropriated, a detailed identification of the trade secret infor-
mation should be saved for discovery or for a preliminary
injunction hearing, under some type of protective order that
will preserve the confidentiality of the information. You do
not want to destroy the secrecy of the information by publicly
identifying it in the lawsuit!

Second, present evidence that the information at issue is
not generally known to, or readily ascertainable by proper
means by, the public or competitors. At a minimum, this
would usually involve testimony that the information was
developed by or on behalf of the franchisor, was not and is not
available from public sources, is unique, and is not generally
known to the public or competitors. Remember that a business
system made up of a useful compilation of individual compo-
nents of information can qualify as a trade secret even if some
or all of the individual components themselves would not
qualify because they are generally known to the public or
competitors. Expert witness testimony may be helpful, as it is
was in the Camp Creek case, in proving that the information
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at issue is not generally known by others in the industry. Proof
of contractual provisions in which franchisees, employees, or
others acknowledged the confidential and proprietary status of
information and agreed to limit disclosure and use of the
information can also be persuasive evidence (although usually
not sufficient in itself).

Third, the franchisor must offer evidence to establish the
economic importance or value of the trade secrets. This gener-
ally is not too difficult in a franchise context and can be satis-
fied by evidence (1) of the amount of time and money it took
the franchisor to develop its franchise system or other confi-
dential information, and (2) that franchisees are willing to pay
for the right to learn and use the system and other secrets.

Fourth, the franchisor must present evidence that it has
taken reasonable steps to protect the secrecy of the informa-
tion. What is reasonable depends on the nature of the informa-
tion and the circumstances. Evidence to support this could
include the presence of confidentiality and nondisclosure pro-
visions in franchise, employment, consultant, and supplier
agreements; labels of “CONFIDENTIAL” or “SECRET” on
written materials; limitations imposed on access to or use of
particular information; and efforts to physically protect the
security of information by keeping it in a secure place and/or
safeguarding it on the company’s computers.

Fifth, the franchisor must prove that the defendant(s) mis-
appropriated the trade secret by acquiring it by improper
means or disclosing or using it in violation of a duty or obliga-
tion to maintain its secrecy or limit its use. It is rare that a
plaintiff has direct evidence of trade secrets misappropriation,
although the availability of modern forensic computer tech-
nology now makes this easier to be done if the information
resided on and was taken from a company’s computers. More
often than not a plaintiff must rely on developing persuasive
circumstantial evidence of misappropriation. This can include
proof of a combination of factors: the defendant’s access to
the plaintiff’s information at issue; the defendant’s suspicious
activity, such as increased interest in certain information or
activity at odd times or on weekends; failure to return equip-
ment or materials upon termination or expiration of an
employment or a franchise agreement; and the similarity
between the plaintiff’s business enterprise or process and the
new business enterprise or process of the defendant or of the
defendant’s new employer.

Given the numerous evidentiary hurdles to successfully
proving a trade secrets misappropriation claim, the franchisor
should consider pursuing related claims that may be easier to
prove. Review any applicable contracts for provisions that may
have been breached. For example, if a franchisee agreed in his
franchise agreement not to disclose or use certain specified
information outside of his franchise business, then proof of his
use of that information in relation to a competing business
might be found to amount to a breach of contract without the
need to prove that the information amounted to a trade secret.

Finally, consider the relief to seek in the litigation. If the
information alleged to be misappropriated is of particular
value to the franchisor’s business and the business would be
substantially harmed if it is successfully misappropriated, the
franchisor probably will want to move for a temporary

restraining order or a preliminary injunction. The standard for
obtaining emergency injunctive relief varies somewhat by
jurisdiction but generally requires a showing that (1) the plain-
tiff is likely to succeed on the merits of its trade secret claim;
(2) the plaintiff would be irreparably harmed (i.e., harmed in a
way that cannot be adequately compensated through money
damages) without an injunction; (3) the balance of equities
favors an injunction, in that the risk of harm to the plaintiff
without an injunction is not outweighed by the harm to the
defendant if the injunction is granted; and (4) the public inter-
est would not be harmed by an injunction. Although irrepara-
ble injury is generally presumed if a court concludes that a
plaintiff is likely to prevail on its trade secret claim, a plaintiff
still will want to submit evidence of the types of competitive
harm that it may sustain if the misappropriation if not
enjoined. For permanent relief, a plaintiff will generally seek
a permanent injunction and an award of money damages.

Conclusion

Protecting and enforcing franchise trade secrets and confiden-
tial information protects the value of a franchise business for
the benefit of the franchisor and its franchisees. Although
there is no secret formula ensuring protection of trade secrets
under all circumstances, following the suggestions in this arti-
cle will significantly improve a franchisor’s chances of suc-
cessfully protecting its trade secrets and confidential
information, including its chances of prevailing on a trade
secrets claim in court if that becomes necessary.
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